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Abstract— Among the diverse forms of malware, Botnet is the most widespread and serious threat which occurs commonly in today's
cyber-attacks. A botnet is a group of compromised computers which are remotely controlled by hackers to launch various network
attacks, such as DDoS attack, spam, click fraud, identity theft and information phishing. Botnet has become a popular and productive
tool behind many cyber-attacks. The defining characteristic of botnets is the use of command and control channels through which they
can be updated and directed. Recently malicious botnets evolve into HTTP botnets out of typical IRC botnets. Data mining algorithms
allow us to automate detecting characteristics from large amount of data, which the conventional heuristics and signature based methods
could not apply.
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. INTRODUCTION

The improvement and advancement in network bandwidth and computing, parallel and distributed computing are widely accepted.
So they have been the obviously targeted by hackers [1]. Botnet is a collection of internet-connected computers whose security
defences have been breached and control ceded to a malicious party, blackhat community. The groups of compromised computers
are controlled by one or group of attacker known as "Botmaster” [2]. Botnet operators can use the aggregated power of many bots
to exponentially raise the impact of those dangerous activities. A single bot might not be a danger for the Internet, but a network of
bots certainly is able to create huge malfunctioning. A study shows that, on a typical day, about 40% of the 800 million computers
connected to the Internet in a botnet in year 2008 [3]. Communication, resource sharing and curiosity have been great motivators
for underground research and hacking. The major attacks under Botnet are, DDos, Scanning, Phishing, Click fraud, spamming [4].

Il. BACKGROUND AND RELATED WORK

The untraceable feature of coordinated attacks is just what hackers/attackers demand to compromise a computer or a network
for their illegal activities. Once an attack is initiated by a group of computer nodes having different locations controlled by a
malicious individual or controller, it may be very hard to trace back to the origin due to the complexity of the Internet [9]. Because
of these reasons it has become very serious problem now a day.
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Fig. 1 Botne; Lifc—s Cycle[ll]
Botnet Life Cycle basically invokes 5 Steps. 1) Initial infection 2) Secondary Injection 3) Connection 4) Command & Control 5)
Update and Maintenance [20] .
Botnet Basically characterized in 3 forms based on Communication protocol they are using as C&C Server
1) IRC based 2) HTTP based 3) P2P based.

IRC and HTTP are known as Centralized C&C where as P2P is Decentralized C&C. For Centralized C&C, if it is mitigated
then whole Botnet will be closed and BotMaster has to create new C&C Server and Botnet.

JETIR1506032 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 1859



http://www.jetir.org/

June 2015, Volume 2, Issue 6

JETIR (ISSN-2349-5162)

[ Botret Detacton Technigue I
Hooaynel Based | lm Dataction Systeen (10S))
| Haneppot Haneywall ‘ Syhindor Seed | Hyems
— —
Anomialy-Basad S.:_,muraase:;r
—_—

_ Detacton_

[ Dalaminng . ]
_Bawwgw‘] | st l .""‘“*.“"‘”,

|

ﬁamwnnrn;‘ Passive Monitoring|

Fig. 2 Botnet Detection Techniques [21]
Botnet connection has specific network flow characteristics in which frequent communication happens between C&C and infected

machine.
TABLE 1: COMPARISON OF RELATED WORK ON BOTNET DETECTION
Authors Proposed Method Advantages Disadvantage
Jae-Seo Lee, Relationship of HTTP Client to HTTP server | Overcome existing DNS | High false positive ratio as no separation

HyunCheol Jeong, Jun-
Hyung Park et. al. [7]

via analysis of periodic repeatability.
Standard deviation(DPR) will be low for
potential Bot.

filtering method.

of normal traffic and bot traffic

Roberto Perdiscia et al
[13]

network-level behavioural malware clustering
system,  structural  similarities among
malicious HTTP traffic

HTTP method like, GET,
POST analyzed

HTTP request and response encryption is
major limitation.

Masayuki Ohrui [10]

Apriori and PrefixSpan algorithms

Apriori deals with subset of
events without considering
the order of events

High false positive ratio. Exclusion of
expected output

Sajjad Arshad [12] Cluster Based Data Mining Tech. Better with normal data | Hard to work with large database and if
flow large number of whitelist domains are
included.
Zang [16] Hierarchical and K mean clustering Operate on Flow level | Need to handle large level of flow data.

internet traffic.

Mazzariello [18]

Classification based data mining algorithm.
Uses Support Vector Machine (SVM) and J48
decision trees

perfect separation of botnet
C&C traffic from normal
one

dependence on the predefined IRC
models, limits the effective detection
among different types of botnets and

new botnets

From the previous studies and research work it can be concluded that Botnet connection has specific network flow
characteristics in which frequent communication happens between C&C and infected machine. To detect anomaly attack, network
flow analysis is the best approach [13]. Any tool or method cannot detect a Botnet Communication as real time processing as there
is no specific signature.

Data mining and machine learning techniques are easily applicable on network flow information. Flow data have a structured
and related nature, which do not require massive preprocessing tasks. Besides, flow information implies patterns inside, which
makes data mining algorithms convenient and effective for analysis. Clustering, Classification, Fuzzy Logic and Al related
approach already been implemented for botnet detection.

I1l. PROPOSED WORK AND FLOWCHART

Here is the proposed solution to detect HTTP based C&C center from the Botnet. The target would be to analyze and mining
the logs from infected machine. Proposed Flow chart involves 4 basic steps.

1) Network Traffic: Traffic monitoring is responsible to detect the group of hosts that have similar behaviour and
communication pattern by inspecting all network traffic. Each flow record has following information: Source IP address,
Destination IP address, Source Port, Destination Port, Number of packets transferred in both directions, Time of packet received
and transferred to particular IP address.

2) Filtering: Filtering is responsible to filter out irrelevant traffic flows. The main objective of this part is to reduce the traffic
workload and makes the rest of the system perform more efficiently. This step will reduce bot irrelevant traffic. If this is not
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performed well then it can raise false positive rates. Some common and useful Filtering criteria likes, eliminate all port-scan
activities & Filter out based on black ligts-and white lists
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Fig. 3 Proposed Botnet Detection Flow Chart
3) Network Traffic Separator: After Filtering network traffic contains many different types of packets, like, TCP, DHCP,
Broadcast, Local Network packets etc. Some packets from this traffic are not part of Botnet so they should be taken off from the
network traffic. Network Traffic Separator is responsible to separate HTTP traffic from the rest of traffic and sends them to
centralized part. Like most network protocols, HTTP uses the client-server model and HTTP protocol.

Specific port scanning
can be ignored.

White list?

Network Traffic Send for mitigation

]

Ignore Packet

Fig. 4 Network Filtering Flowchart
4) Malicious Activity Detector: This part will detect malicious activity generated by Botmaster. Data mining technique is used for
extracting suspicious activity. Apriori is a well-known algorithm for association rule discovery. The Apriori can be used to detect
the association rule for the botnet detection. It was designed to detect significant correlation of set of items for extracting rules of
items with high support (a fraction of the subset of items). The support is useful feature for detecting all possible coordinated
behaviours among servers. However, since Apriori deals with subset of events without considering the order of events, it has high
false positive ratio. For instance, a sequence of events x and then y is equivalent to one of y and x in Apriori. The detected patterns
in Apriori contain some false coordination that two independent servers happened to work at almost same time by chance. Hence,
its confidence is not so high. So, Timestamp is used to find order of event for association rule generated by Apriori.
How Apriori Works
1) Find all frequent itemsets: a) Get frequent items: Items whose occurrence in database is greater than or equal to the min.support
threshold. b) Get frequent itemsets: Generate candidates from frequent items. Prune the results to find the frequent itemsets.
2) Generate strong association rules from frequent itemsets: Rules which satisfy the min.support and min.confidence threshold.

IV. IMPLEMENTATION OF PROBLEM AND EXPERIMENTAL RESULTS

The Botnet DDOS attack has been implemented using Bonesi 0.2.0 [22] DDOS attack simulator. Initially for testing method
only 4 IP addresses has been taken to form the DDOS attack from 4 distinct IP addresses. The data log has been generated using
wireshark network simulator.

After network filtering process these data has been passed through apriori method to detect the frequent pattern sets. Below it
shows the result with min support 20 and confidence 50. Training dataset is shown in Table 2.

192.168.104.14 <- (100, 94)
192.168.104.14 <- 253.99.92.111 (22, 100)
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192.168.104.14 <- 244.174.48.40 (24, 100)

192.168.104.14 <- 222.109.217.68 (24, 100)

192.168.104.14 <- 214.221.36.5 (24, 100)

These data indicates that IP address 253.99.92.111 frequently communicate with 192.168.104.14 which is infected machine. Same
applies to other IP addresses as well.

TABLE 2: SAMPLE DATA

The same method applies to check the scalability of the approach and to enhance the detection technique’s accuracy and
decrease false positive ratio Source Port and Destination port has been also consider as items to apriori algorithm. Here is the
experimental result. This was tested and analyzed to mitigate DDOS attack on a host machine.

Normally C&C server communicates to malicious host frequently and may be for specific duration and on specific time. So to
detect such kind of C&C following method can be applied.

Source Destination Protocol
214.221.36.5 192.168.104.14 TCP
192.168.101.28 192.168.255.255 NBNS
253.99.92.111 192.168.104.14 TCP
244.174.48.40 192.168.104.14 TCP

TABLE 3: EXPERIMENTAL RESULT PROVIDES SCALABILITY FOR DDOS ATTACK

For the Botnet C&C server detection this approach can be applicable. To fulfill this approach, data has been generated manually
as no dataset repository provides such kind of data. The data has been prepared for consecutive 3days and around 4000 records
have been created.

StNo | Timestamp Filtered IP Add [ Protocol
I 7.00am-900am |192.168.1.1 - 12 HTTP
112.12.0.10 - 192.168.1.1
91.189.12.10 - 1§
162.168.1.1 - 47
192.168.1.1 - 12.12
2 11.00am-12.00pm | 192.168.1.1 - 12.12 HTTP
182.168.1.1 - 7
12.12.1.10 - 1
3 1.00pm-300pm |192.163.1.1 - 12.12.1.10 HTTP
12.12.1.10 - 192.168.1.1
i S00pm-600pm |192.168.1.1 - 12.12.1.10 HTTP

Fig. 5 Training Dataset based on timestamp

Apriori is used to generate frequent itemsets for request machine address and timestamp is used for sequence of patterns. Left
side of rule represents request machine IP address and right side of rule represents local machine address, here in our case it is
192.168.1.1. For 3 consecutive days data has been captured and Apriori detects following patterns for botnet detection as shown in

Figure 6. Rules with highest support and confidence are kept on particular timestamp.
The experimental result in Table 4 shows that IP address 12.12.1.10--192.168.1.1 and 45.17.44.123-- 192.168.1.1 have high

support and confidence in all three days with minimum support 20 and minimum confidence 20. So, Request machine IP addresses
12.12.1.10 and 45.17.44.123 could be malicious C&C botnet server.

Frequent Item Frequent Item Support Confidence
192.168.104.14 253.99.92.111 17.2456 100
§ 253.99.92.111 192.168.104.14 98.4275 17.5211
8 |80 253.99.92.111 17.2456 100
R | 253.99.92.111 80 99.9942 17.2465
= 32554 253.99.92.111 17.2456 100
253.99.92.111 32554 99.9942 17.2465
192.168.104.14 244.174.48.40 17.2571 100
E 244.174.48.40 192.168.104.14 98.4275 17.5328
E 80 244.174.48.40 17.2571 100
& 244.174.48.40 80 99.9942 17.2581
S 32554 244.174.48.40 17.2571 100
244.174.48.40 32554 99.9942 17.2581
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192.168.104.14 214.221.36.5 17.2571 100
E 214.221.36.5 192.168.104.14 98.4275 17.5328
N | 80 214.221.36.5 17.2571 100
Q 214.221.36.5 80 99.9942 17.2581
o1 | 32554 214.221.36.5 17.2571 100
214.221.36.5 32554 99.9942 17.2581
TABLE 4: EXPERIMENTAL RESULT BASED ON TIMESTAMP
Day Rule Support | Confidence
Day -1 121.211.12.14 --192.168.1.1 75 25
12.12.1.10 --192.168.1.1 90 85
217.77.223.12--192.168.1.1 45 56
66.220.1.1--192.168.1.1 55 60
116.12.31.11-- 192.168.1.1 30 45
45.17.44.123-- 192.168.1.1 90 95
91.189.33.112-- 192.168.1.1 45 25
Day -2 146.21.34.122--192.168.1.1 25 50
12.12.1.10 --192.168.1.1 80 85
195.145.43.23 --192.168.1.1 60 30
76.71.12.14--192.168.1.1 50 25
4.17.23.12--192.168.1.1 60 90
73.224.3.12--192.168.1.1 45 21
Day -3 12.12.1.10 --192.168.1.1 75 85
45.17.44.123-- 192.168.1.1 60 90
76.71.12.14--192.168.1.1 91 77
56.67.12.56--192.168.1.1 50 50
66.220.1.1--192.168.1.1 40 20

The experimental results in Figure 6 shows that pattern 12.12.1.10 --192.168.1.1 has high support and confidence in all three
days with minimum support 60 and minimum confidence 60. So, Request machine IP address 12.12.1.10 could be malicious C&C
botnet server.

Day Rule Suppert | Confidence
Day-1 12.12.1.10 >192.168.1.1 85 90
45.17.44.123>192.168.1.1 90 98
Day-2 12.12.1.10 >192.168.1.1 g0 85
4.17.23.12->192.168.1.1 60 20
Day—3 |12.12.1.10 2192.168.1.1 75 85
45.17.44.123-192.168.1.1 60 90

Fig. 6 Final Result with support & confidence 60

V. CONCLUSION AND FUTURE WORK

In recent era, there are so many research work has been done for P2P and IRC botnet. The motivations for using the HTTP
protocol are multiple. Developing a web-based C&C application is typically easier than implementing customized C&C
communication protocols (e.g., peer-to-peer protocols), and there is evidence that web-based “reusable” kits (or platforms) for
botnet C&C are available for sale on the Internet.

Data mining techniques are easily applicable on network flow information. Flow data have a structured and related nature,
which do not require massive preprocessing tasks. Besides, flow information implies patterns inside, which makes data mining
algorithms convenient and effective for analysis. Association rule based data mining approach can be an effective solution to
botnet detection as it can generate frequent pattern sets from the flow information. The high support and confidence implies the
string association rule i.e strong correlation between the item i.e IP addresses.

In future research work can be carried out on the other flow parameters like, response time, particular time on which request has
been made, and more work on source port and destination port. The filtering process can be implemented dynamically so overhead
of manual task can be eliminated.
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