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ABSTRACT

Due to increase in growth of internet users of networks are increasing very fast and now easily accessible. Owners of the digital
products are facing the problem of illegal copying of their products. Security and copyright protection has become issues of
concerned in multimedia applications and services. Digital video watermarking is a technology used for copyright protection of
digital media. Here ownership information data (in the form of message, image, audio or video) called watermark is embedded
into the digital media (in the form of message, image, audio or video) without affecting its perceptual quality i.e. it is not visible
in time domain directly. At the receiver side the genuine owner, the watermark data can be detected or extracted from the media
and if he/she has ownership secret key. A secured, robust, frequency domain, blind digital video watermarking scheme based on
Discrete Wavelet Transform frequency domain masking isdeveloped in this work. Design of this scheme using MATLAB is
proposed and successfully implemented. Embedded watermark is robust against various attacks that can be carried out on the
watermarked video.

Keywords:Digital video watermarking, Discrete Wavelet Transform, watermark, secured, robust, blind, frequency

domain masking, sub-band coding.

1. INTRODUCTION

The use of digital multimedia has increased now a days,due
to easily availability of internet and storage devices, a large
amount of data can be transferred and distributed easily.
This development introduced ease of access multimedia
product owners as sales will increase. But as a dark side of
this facility, a major challenge also comes into the picture,
which is to their ownership as most of multimedia products
are distributed in insecure format. These products can be
transmitted and redistributed  easily without any
authentication as various tools are available at no cost. So
there is need for security of the data, to block the piracy or
copyright protection of multimedia data. Video become an
important tool for the entertainment and educational
industry [2].Digital video watermarking is new technology
used for copyright protection of digital media [1]. It inserts
authentication information in multimedia data which can be
used as proof of ownership which will be now further
secured by introduction of a secret key.

The watermarking technique is used for data hiding. Video
watermarking algorithms normally prefers robustness. Most
of the proposed video watermarking schemes are based on
the techniques of image watermarking. But video
watermarking introduces some issues not present in image
watermarking. [2] Watermarking techniques can be
classified into spatial or frequency domain by place of
application. Spatial domain watermarking is performed by
modifying values of pixel color samples of a video frame
whereas watermarks of frequency domain techniques are
applied to coefficients obtained as the result of a frequency
transform of either a whole frame or single block-shaped
regions of a frame[6].

Most commonly used transforms are

1.Discrete Fourier Transform (DFT),

2.Discrete Cosine Transform (DCT),

3. Discrete Wavelet Transform (DWT).
Here we proposed an implementation of robust video
watermarking scheme using Discrete Wavelet Transform
using MATLAB.

1.1 Video Watermarking

Maximum occurrences of copyright violation and
distribution happen for video media content. So Video
Watermarking is one of the most accepted techniques
among the various Watermarking techniques currently in
use.

1.2 Requirements for video water marking

Requirements for video Watermarking are as follows:

1. Video data is subject to increased attacks than any
othermedia.

2. Video content is sensitive to distortions and
Watermarking may degrade the quality.

3. Video compression algorithms are computationally
rigorous.

4. Video require large bandwidth that is why it is
mostlycarried in compressed domain. So
Watermarking algorithms also adaptable for
compress area processing.

5. After extraction the original data both host and
watermark should be extracted without any
alterations in the properties of video.
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2. PROPOSED SCHEME OF
IMPLEMENTATION

2.1 Discrete Wavelet Transform (DWT)

The Discrete Wavelet Transform (DWT) is used in a wide
variety of signal processing applications. 2-D discrete
wavelet transform (DWT) decomposes an image or a video
frame into sub-images, 3 details and 1 approximation. The
2-D DWT s an application of the 1-D DWT in both the
horizontal and the vertical directions. DWT separates the
frequency band of an image into a lower resolution
approximation sub-band (LL) as well as horizontal (HL),
vertical (LH) and diagonal (HH) detail components.

Watermark is embedded in low frequencies sub-bands only
in LL & HH, obtained by Wavelet decomposition which
increases the robustness.So that resultant watermark video
become less affected to different attacks that have low pass
characteristics like filtering, lossy compression and
geometric distortions.

LL21 LL22

LL1 HL1
HH21 HH22

LL23 LL24

LHI HHI
HH23 HH24

Figure 1: DWT sub-bands in (a) level 1, (b) level 2.

In this work basically lower frequency components of the
image are mapped into lower frequency components of
video, which are obtained by wavelet transform
decomposition, this process is called sub-band coding in
DCT, we named it as Frequency masking, since the LL sub-
bands are hidden or mapped in LL sub-bands of the video.
LH and HL sub-bands remains same means they are not used
for embedding or detection.
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Figure 2: Proposed Frequency Masking Watermarking
system with blind detection
2.2 Watermark embedding process

The Watermark embedding process consists of the following
steps:
1. Video is divided into frames RGB frames are
converted to YUV frames.
2. 2-DWT is applied on it. .

3. RGB watermark image is converted into a vector
P={pl, p2... p32x32} of zeros and ones.

4. This vector P is again divided into n parts. Then
each part is embedded into each of the
corresponding LL and HH sub bands. The
watermark pixels are embedded with strength x

into the maximum coefficient Mi of each PC block
Yi. The embedding equation is:

Mi=Mi+ xW (1)
Where, x is the watermark embedding strength.

5. Inverse DWT is applied to obtain the watermarked
luminance component of the frame. Finally
watermarked  frame is  reconstructed and
watermarked video is obtained.

Image 1o be Original Host
Hidden Video
RGB to Vector of Ones RGB o YUY
& Zeroes P Conversion Conversion of Video
2D DWT 2D bWt
Image Secret Video
Key
Watermark Embedding

(Sub-bund Coding: Vectar P is again divided
into n parts. Each part is embedded into cach of
the LL & HH sub bands of transformed Video)

Tnverse DWT of
Luminance Component &
Reconstruction

Protected
Watermarked Video

Figure 3: Watermark Embedding Process

2.3. Watermark Extraction Process

The steps used for watermark extraction is the same as the
steps in the embedding but in the reverse direction. As
follows

1.  Watermarked video is converted into frames. Each
RGB frame is converted to YUV representation.

2. DWT is applied. LL and HH sub-bands divided
into nxn non-overlapping blocks.

3. Following equation is used to extract watermark
Wvl_Wv
W, = =— @

4. The extracted watermark is compared with the

original watermark as follows:
SN WEHW)
NC = %% W(ii)? ®)

5. Where, NC is the normalized correlation. NC
value is 1 when the watermark and the extracted
watermark are identical and zero if the two are
different from each other.
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Figure 4: Watermark extraction process.

3. RESULTS AND DISCUSSION

Above algorithm is applied to a self-created video sequence
of Jabalpur famous tourist spot bhedaghat.mpg using an
image watermark logo. The specification of video taken here
are shown in table 1:

Parameters Specifications Used in Simulation
Video Codec Version MPEG-1

Video Length 8.4 seconds

Number of Frames 211 Frames

Frame Rate 25 frames/ seconds
Frame Width 352

Frame Height 288

Date Rate 3766 kbps

Total Bit Rate 3000 kbps

Audio Bitrate 264 kbps

Audio Channels 02

Audio Sampling Rate 44100 Hz or 44 KHz

Table 1: Specification of video used in proposed method

From the dimensions of the video taken here, the image size
should be chosen such as the ratio of Video Width x Video
Height = 2 (Image Width x Image Height), so that it can be
coded in equal amounts in sub-bands of transformed video
i.e. LL & HH.

Here; Video Width x Video Height = 352 x 288 = 101376
Hence, the size of the image should be 101376/2 = 50688 =
Image Width x Image Height.

Hence, to fulfil this condition have chosen image of size =
256 x 198 = 50688.

3.1 Embedding Process of Image into Video (embed.m)

3.1.1 Image to be hidden (Watermark Image)

Figure 5: Image to be hidden

3.1.2 Un-watermarked Host video
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Figure 6: Original Host video

Loading Video...

Loaded 211 frames successfully...
Elapsed time is 20.208156 seconds.
Please enter the secret key.......
Secret Key: 1213456436
Begin Embedding...

Embedded 211 frames successfully...
Elapsed time is 7.867713 seconds.
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3.1.3 Watermarked video 3.2.2 Extracted Image from Video
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Figure 9: Extracted Image from video

The above simulation results are shown for embedding
strength =0.1, in this case the MSE = 0.0062 & the PSNR =
161.6086 or 44dB for all the frames. Similarly we can check
v the whole process for different values of embedding strength
and for different images and video sets.

4 3

Stopped [RGB:288x352 [100% (25 fps) {1/211
) ) ) The performance of algorithm can be measured in terms of
Figure 7: Video after Embedding its imperceptibility and robustness against the possible
attacks. Watermarked frame is subjected to a variety of
3.2 Extraction Process of Image from Video (extract.m) attacks such as Gamma correction, Contrast
adjustment,Histogram equalization etc.In case of geometric
Please enter the Secret Key......... attacks scheme is tested againstFrame resizing, Frame
Secret Key: 1213456436 rotation, Frame cropping.To evaluate the performance of
Congratulations You Have The Correct Owner Key, Now any watermarking system, Peak Signal to Noise Ratio
Begin Extracting... (PSNR) is used as a general measure of the visual quality of
Extracted 211 frames successfully... the watermarking system.
Elapsed time is 4.994271 seconds.
Generating results for each frame... PSNR: The Peak-Signal-To-Noise Ratio (PSNR) is used to
........... Execution Complete........... measure deviation of the watermarked and attacked frames
from the original video frames and is defined as:
3.2.1Video after Extraction PSNR = 10 logio 2552/MSE 4)
Where MSE (Mean Squared Error) between the original and
<) Original Video - 0 distorted frames (size m x n) is defined as:
n
fA:ile‘ Toolsﬁ View Playback Help | N M.S.E.= EZ(XL- _ Xi*)z
Dol ® O |«a | o n&
HKedamPrp | ajess N For the image and video taken here we are getting MSE=
g 0.0062 and PSNR= 161.609 for embedding strength of 0.1.
Embedding Strength
(x) MSE PSNR
0.1 0.0062 161.609
0.2 0.0125 154.6772
0.3 0.0187 150.6225
0.4 0.0249 147.7457
0.5 0.0312 145.5142
0.6 0.0374 143.691
0.7 0.0436 142.1495
- 0.8 0.0498 140.8142
= , : 0.9 0.0561 139.6364
opped [RGB:288x352 [100% (25 fps) [1/211

Table 2: MSE & PSNR for Different values of Embedding

. . . Strength (x)
Figure 8: Video after Extraction
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Figure 10. : PSNR values of video frames for different value
of Embedding Strength

MSE

0.1 0.2 03 04 0.5 0.6 0.7 0B 09

Embedding Strength (x)

Figure 11. MSE values of video frames for different value of
Embedding Strength

5 S
1] (sl This Work | This Work % %
Foreman News
Video 2 Video 1 Improvement | improven
Parameters Video Video . b &
SBL A (300 (211 {5} Foreman 5] Nay
(300 {300 \ \
frames) frames) Video Videc
frames) framas)
Embeddn
e 17.7217 16.5205 11.0763 7867713 36.80% 32%
Time {Sec)
Extraction B = (4 <
“ 83617 7.7532 7.0354 4994271 15% 8.50%
Time (Sec)

Table 3: Comparison of Embedding and Extraction Time of
Watermarking

4. CONCLUSION

In this paper an implementation of digital video
watermarking scheme based on DWT is proposed. Due to
multiresolution characteristics of DWT this scheme is robust
against several attacks. Software model is design by using
MATLAB. There is no noticeable difference between the
watermarked video frames and the original frames. The only
difference is in watermark image is that the image after
extraction has no color components. As a future work this
SIMULINK model of this proposed algorithm can be made.
Also by using some different transform one can also
implement the proposed algorithm. Further for very large
amount of information user also take watermark as video.
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