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Abstract— The effortless accessibility of digital information and the simplicity of the digital systems have left the contents
ower the digital media extremely insecure. The need for mechanisms to protect such information is undeniable. Digital
watermark basedinformation hiding is a pros pective means for copyright protection, authentication, integrity verification
and intellectual property right protection. The proposed method is a modification of LSB matching technique where
addition or subtraction of bits to or from the cover image is decided by a binary function. In general, LSB insertion is not
at all a technique for data hiding. On the flip side, it's very easy to extract LSBs with simple programs. Its comparatively
high data rate naturally fits for steganography, where robustness is not such an important constraint. The technique
miserably fails to resist even simple processing like compression/decompression. LSB insertion is almost useless for digital
watermarking, where it must face malevolent attempts of its destruction. The proposed method is a modification of LSB
matching technique where addition or subtraction of bits to or from the cover image is decided by a binary function. The
embedding and extraction are performed using pair of pixels. Therefore this method allows better embedding scheme with
fewer changes to the cover image. Additional security is imposed with encrypted watermark by means of Symmetric Key
Cryptography. The results reflecta vastly improved performance of LSB matching as data hiding technique.(Abstract)

Index Terms— Digital Watermark, Information Hiding, Copyright Protection, Authentication, LSB
Matching , Steganography, Robustness, Symmetric Key Cryptography. (key words)

I. INTRODUCTION

In recent time multimedia transmission on the digital communications through the internet faces a wide range of security issu es
[1]. Accordingly, powerful digital techniques are essential to establish the right on digital data during its transmission on the
internet. One of the great potential solutions used to protect data is data hiding [2]. Data hiding is the art of invisible
communication by hiding a secret message in a digital cover media such as images [3] text [4], audio [5], video [6] and network
traffic[7] ,without being dubious[8] . Because digital images have a great deal of redundant data, there has been an increased
interest in utilizing them as cover media for data hiding purposes [9]. Information can be hidden in many different ways in
mu ltimedia contents. Data hiding is a kind of concealment that allows the imperceptible transmission of secret data between two or
more parties. Over the past decade, data hiding schemes encompasses two broad areas namely digital watermarking and
steganography. The aim of a digital watermarking technique is to protect the ownership of copyright, and as such, its robustness is a
critical research topic. However, the main application of the steganographic technique is the sharing of secret. The most simple and
attractive way is the direct encoding of every bit of information in the cover image or selectively embed the message in visually
insignificant areas that draw less attention in other word ,those areas where there is a great deal of natural color variation[ 10]. The
message may also be scattered randomly throughout the image. The well known technique is known as Least Significant Bit (LSB)
encoding. There are two distinct techniques used in LSB based data embedding [11].

1. LSB replacement/substitution: Technique involves in substitution of message bit in place of the LSB of
the pixel in cover image. LSB substitution is intrinsically asymmetric, i.e. an even valued pixel will either
remain unchanged or be incremented by one. The reverse is true for odd-valued pixels. Only LSB is
modified [12].

2. LSB matching: Technique of matching the LSB of pixel in cover image to the message bit. Matching
produces more bit modification even there are possibilities that all bits may required to be changed.
Consequently, pixel value is arbitrarily incremented or decremented, thus removing the asymmetry of even
and odd pixels [12].

Both methods are comparable in terms imperceptibility image after hiding the message and simpler to implement. But,
the steganalysis of LSB matching method is quite difficult as compare to that of LSB substitution [13]. LSB insertion
modifies the LSBs of each colour 24 or 8 bit images.LSB insertion is very much exposed to a lot of signal transformations which
rely on basic principle of eliminating redundancy of cover data to reduce the data rate of images. The lossy compression like JPEG
will destroy it completely. The main reason is that the gap in the Human Visual System (HVS) that LSB insertion tries to exploit is
highly sensitive to added noise [14].Any kind of intentional and unintentional modification of cover image are likely to destroy the
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embedded message. In general, LSB insertion is not at all a technique for data hiding. On the flip side it's very easy, to extract LSBs
even with simple programs [15]. Since it miserably fails to resist even for simple processing, LSB insertion is almost useless for
digital watermarking, where it must face malevolent attempts of its destruction, moreover normal transformations like
compression/decompression or conversion to analog (printing or visualization)/conversion to digital (scanning)[16]. Its
comparatively high data rate naturally fits for steganography, where robustness is not such an important constraint. We can try to
improve one of its major drawbacks i.e. robustness. This is usually accomplished with two complementary techniques in order to
protect the integrity of the message, firstly [17]

a) Original message is encryption before insertion and thereby enhancing the strength of detection.

b) Randomizing the placement of the bits using suitable function, so that it's almost impossible to rebuild the message.

Secondly, unusually big files exchanged between two peers, are likely to arise suspicion. Since we need to have small image
file sizes, we should resort in using 8-bit images if we want to communicate using LSB insertion, because their size considered as
normal [18].

The paper is organized in the following manner. The section Il contains the literature survey and in section Il we described the
algorithm for encoding and decoding process. The section IV contains the results and discussion of our experiment and se ction V
contains the conclusions. Finally the paper ended with acknowledgement and references.

1. LITERATURE SURVEY

As we know information hiding based on watermarking principle can be implemented for spatial domain as well as for
frequency domain. In comparison with spatial domain Frequency domain techniques are more robust but spatial domain provides
facility in terms of lower computational complexity, ease of hardware implementation and higher perceptual quality [19]. J.
Mielikainen proposed a modification of basic LSB matching technique wherein fewer changes to the cover image resulted from
same amount of information embedding compared to original LSB matching method. Thus making the technique more robust than
the previous one [20].Some areas in cover image such as smooth areas, repetitive patterns and regions with linearly varying
intensities of pixels are called fragile regions. As such, the method is not applicable in such region as small change can’t be
disguised. Further, the same method has been improved upon by Quinhue et al. [21]. They selected suitable regions where LSB
embedding and it is found that the modification can resist histogram based steganalysis. Ling Xi et al. [ 22] proposed another
improvement of LSB Matching algorithm based on modification of pixels with adjacent intensity. Since the modification in one
pixel causes change in two adjacent bins of histograms which is undesirable as there are high chances of being detected. They
improved the robustness, by embedding two bits in a pair of complimentary pixels by increasing 1 to the pixel with lower
intensity and decreasing 1 from the pixel with higher intensity keeping histogram unchanged. Although there are some methods
that can further reduce the numbers of modified pixels, the hiding capacity is not as great as in Mielikainen’s method. For example,
the numbers of modified pixels of Matrix Coding are lower than that of Mielikainen’s method while embedding. The Matrix
Coding was first proposed by Crandall [23]. Westfeld has implemented Matrix coding for colour images, in which the embedding
algorithm has on the occurrences of close pairs of colors [24]. He also mentioned that the detector can be applied to grayscale
images by converting gray pixels into the red, green, and blue (RGB) components of a single color pixel. However, the number of
its hiding bits is only three-sevenths of the number of the cover pixels. Having a high embedding capacity and satisfied numbers of
modified pixels makes Mielikainen’s method superior to other methods. Furthermore, Zhang et al. [25] proposed their
“Hamming+1” Scheme to reduce the number of modified pixels. Howeverthe embedding capacity is still lower than Mielikainen’s
method. Zhang and Wang [26] proposed their ’exploiting the modification direction’ (EM D). In the special case of their method,
each pixel can embed log,3 secret bits. But this method changes secret data, which are represented as binary digits, to ternary digits.
Secret data are usually represented as binary digits in the computer system. Ternary representation is not as convenient as binary
representation. In [27], the authors proposed a method called Complexity Based LSB matching. The method employs the strategy
of adaptively determination of secure locations of an image embedding in order to increase the security against attacks. An hybrid
approach involving both LSB matching and LSB replace ment presented in [6.28]. It was claimed that proposed approach stores two
bits in a pixel and increase the level of security. In [29], a data hiding algorithm based on interpolation, LSB substitution, and
histogram shifting was proposed by the authors. The interpolation is used to adjust embedding capacity with low image distortion;
the embedding process is then applied using LSB substitution and histogram shifting methods. The LSB substitution is improved
further by using a bit inversion technique[30]. The secret data is hidden after lossless compression of smooth areas of the image,
which results in fewer number of modified cover image pixels. A bit inversion technique is then applied where certain LSBs of
pixels are modified if they occur in a particular pattem. The detector of Lyu and Farid [31] will be to some extent effective, but it
has not been evaluated against a pure LSB matching steganography scheme. Xiaomei Quan and Hongbin Zhang [32] proposed
Lossless Data hiding scheme based on LSB Matching where message bit is embedded via LSB Matching instead of LSB
replacement. The method gives better performance than existing methods. Andrew D. Ker [31] proposed a method for gray scale
image where he used a Histogram Characteristic Function (HCF) introduced by Harmsen for the detection of steganography in
color images but ineffective on grayscale images. Ker suggested that HCF scheme has bad performance in grayscale images since it
is a lack of sparsity in the histogram. For applying HCF two novel ways are introduced: calibrating the output using a down -
sampled image and computing the adjacency histogram instead of the usual histogram. This is also verified through rigorous
experiments and performs consistently as compared to earlier detectors. Ker suggested that HCF scheme has inferior performance
in greyscale images since it is a lack of sparsity in the histogram. For applying HCF two novel ways are introduced: calibrating the
output using a down-sampled image and computing the adjacency histogram instead of the usual histogram. Which results is
greatly improved and consistent as compared to earlier one. In [33], the authors have compared LSB Matching to a low pass filter
through the histogram of the image and found that the number of high frequency components is very less in comparison with
original cover image. But later in [34], it is found that for greyscale images this method will not be working well. As a remedy, the
author has proposed techniques using down-sampled image and adjacency histogram instead of traditional histogram. The authors,
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used dynamic programming strategy to get the optimal solution, which has less computation complexity with improved
performance [36]. Authors proposed a system to assess the performance of different orders for LSB matching. They adopted a
method to search for a near-optimal solution among all the permutation orders. The proposed method can improve imperceptability
of the stego image and thereby decrease the probability of detection [37].

I11. PROPOSED METHODOF EMBEDDING AND EXTRACTION

The approach of LSB Matching in this projected scheme is a modified version of the algorithm proposed by Jarno Mielikainen
[35]. In the proposed method we use greyscale cover messages and same size copyright information as binary watermark. The
embedding scheme is performed with two cover and watermark image pixels at a time. Let X; and X; ,, are the pixels of cover
image and M; and M, ,, are the pixels of watermark image. In the addition or subtraction of message bit to the cover image is done
by means of a binary function f (I, n) is given by

fan = LSB(|H] + ) @)

Where | and n are two cover pixels which satisfies f(,n) # f(L,n+ 1),f(L—1,n) # f(l+ 1,n)
Let | be the original grayscale original image with size of axb and represented as

I=X(i, j; 0<i<a,0<j<b,X(i,j) {0, ...255} (2
Let Wbe the original grayscale watermark with size of m x n and characterized as:
W=M (,j);0<i<m,0<j<n, M(i, j) ¢ {0, 255} 3)
Then embedding is given by
If X253 My # f (X Xiin) = Y1+1 =Xt My && 225% Yi=X +M, (4
If X255 Myyq = f( Xi1) = Yier = Xpp1— Mg && X33 Y 0y = Xy + Mgy ®)
If 2255 My # f(X XL+1) Y =X+ M; & L Vi = X4y + My (6)
If X233 M # (K1 Xip) 2 Vi = X+ M, && X3 Y1 = Xy + My, (7

The choice of addition or subtraction for both even and odd valued regions is performed separately. In both the regions the
increment or decrement selection i made to minimize the absolute value of differences between cover and stego images, which
avoids imbalance of LSB replacement. The extraction algorithm is same as embedding algorithm only the difference is given
below

If 2255 M, = f(X +1) > My =YX, && 2255 M =Y - X (8)
If X255 My # f(X i) =Yg = YL+1 Xy && XM, =Y, — X, (9
If 2255 My = f(Xi Xi+1) =Y, =X~V && XMy = Yi — Xy (10)
If 2253 My = fF(Xpey Xiga) = ¥ = ¥,— X, && T3V, = Y= X (11)

A. SYMMETRIC KEY CRYPTOGRAPHY

IV. To improve the security of the proposed approach an encryption algorithm is added by means of Symmetric Key
Cryptography. The watermark is encrypted via Symmetric Key Cryptography, which protects the information content from
attackers. The encryption algorithm uses a single key to encrypt the greyscale logo as well as the same key is used in decryption
the algorithm in order to decrypt the logo in decoder section. The encryption algorithm used in this approach converts each pixel of
watermark into binary, reverse it and store the quotient and reminder by dividing the reversed string by a key. The same key is used
in the decryption to get the original value of watermark [38].

Let p’ be a pixel of greyscale logo used as watermark and ‘% ‘ be the encryption cipher, where ‘K’ is the key. If ‘q’ is the
cipher, then

q="Y(p) (12)
To decrypt the cipher we use the decryption cipher, &.
V. & (@) =& (P(p) = p 13)
This is because decryption is essentially an inverse operation of encryption, that is
k= %1 (14)

A. ENCODER AND DECODER
For G be the original grayscale cover image with size of a x b and represented as

G=C(u,v);0<u<a 0<v<b,C(uv) &0, 255 (15)
Let ‘L’ be the original grayscale watermark with size of ¢ xd and characterized as
L=Yuv),0<u<c 0<v<d Y(uv)e{0, --255}. (16)
After encryption by applying Symmetric Key Cryptography method the watermark changed to Lg and defined as
Le=Ye (U,V) ; 0<u<r, 0<v<s,Y(u,v)e{0, - -255}. a7
Based on the LSB Matching technique the watermark is embedded within the image and is given by
F encoder : Zi;}) Zz;é G, v). f(Dy,q,LgBy) > Gp (18)

Where G is the watermarked image with same dimension of original image, D, and By are decimal to binary and Binary to
decimal function. The same process is followed during the extraction of the watermark and it is defined as.
Foemta: Lo oo Gz, v). f(Dy,q, Ly, By) = L (19)
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V1. RESULTS AND DISCUSSION

Fig. 1 Gray Scale Watermark

Fig.2 Original grayscale images

Fig. 3 Encrypted Watermark

Fig. 4 Watermarked Images

This segment describes the results of the proposed scheme by means of imperceptibility and Robustness. Moreover, the
outcomes are assessed with some state of the art techniques to judge the performance of the scheme. To validate the performance of
the scheme, a set of standard grayscale images of size 255x 255 and one grayscale watermark of size 255x 255 are used. The
grayscale watermark image is given in Figure 1 and the test grayscale images are given in Figure 2, the encrypted watermark and
watermarked images are given in Figure 3 and 4. For straightforwardness of illustration only four sample images are presented to
prove the accuracy of the proposed scheme. The watermark is embedded within the images using LSB Matching technique. As a
result of embedding, original image experiences quality loss which is evaluated through some well-known quality measures to
ensure the invisibility of the embedded watermarks in terms of imperceptibility. Figure 5 shows the result of imperceptibility by
comparing original image and watermarked Image using bar chart. From the result of Mean Square Error it can be observed thatall
the values lie below 1.52 which conforms less probability of quality loss.

MSE (MEAN SQUARE ERROR)
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Fig.5 Performance analysis of Mean Square Error (MSE)

PSNR (PEAK SIGNAL TO NOISE RATIO)

Fig. 6 Performance analysis of PSNR
The peak signal to noise ratio (PSNR) value of original image verses watermarked image in figure 6 ranged from 46.35dB to
46.59 dB. This shows higher degrees of imperceptibility have been achieved. The SNR value for original image verses
watermarked image in Figure 7 varies from 39dB to 40 dB. High degree of imperceptibility has been established in figure7. The
maximum value for Universal image Quality Index (UIQI) in figure 8 is one, in projected approach all the values are close to 1

which indicates superior quality of stego image i.e minimal difference between watermarked image and original image. The
structural similarity between the watermarked image and original image are very close to and utmost value for both Structural
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Similarity Index Measure (SSIM) and Mean Structural similarity Measure (MSSIM) given in Figure 9 and 10 is 1. In the present
scheme both the values are approaching one for different images under our investigation .

Robustness of the present work is tested against different intentional and unintentional attacks like, Rotation, Scaling, Cropping,
Noise Addition, JPEG Compression and so forth. The outcome against different kind of signal impairments is presented using bar
charts in Figure 11, which signifies the successful retrieval of the embedded bits and their quality. Robustness analysis shows the
quality of the recovered bits which can be achieved by measuring Weighted Peak Signal-to-Noise Ratio (WPSNR) , Normalized
Cross-Correlation (NCC), and Bit Error Rate (BER). From the results of robustness one can observe that the value of WPSNR is
good for different type of attack and the highest value is around 51 d B.
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Fig. 8 Performance analysis by UIQI
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Fig. 9 Performance analysis by SSIM
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Fig.10 Performance analysis by MSSIM
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Fig.11 (i) Performance analysis of WPSNR
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Fig.11 (ii) Performance analysis of NCC
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Fig.11 (iii) Performance analysis of BER
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Fig.12 Recovered watermark after different attacks.

The Normalized cross correlation (NCC) values are also very high except in the cases of the JPEG and Scaling attack. In
addition to the superior value of structural similarity (SSIM & MSSIM) ,the bit error rate(BER) is also very low except rotation
and Gaussian noise attack. In short the proposed scheme is robust against most of the intentional and unintentional impairments.
Figure 12 shows recovered watermarks after applying different attacks in decrypted form. To validate the performance of the
projected technique, an assessment among few state of the art algorithms is presented in Table 1. The result of comparison confirms
better imperceptibility and enhanced capacity of the scheme. In Tablel shows the result of comparison which confirms better
imperceptibility and enhanced embedding capacity of the scheme.

Table 1. Performance Comparison of Results with other methods

Method PSNR(dB)
Proposed Method 45.37
Mielikainen's Method [35] 33.05
Optimal LSB substitution by dynamic 38.34

programming [36]

Pair wise LSB matching by immune
programming[37] 38.05

VIIl. CONCLUSION

In this paper a spatial domain LSB matching technique for gray scale image is proposed. The ease of implementation and low
computation complexity in spatial domain is reason for choice of embedding domain. LSB matching is an widely accepted method
for cryptography but it is not intentional or unintentional attach resistant. This technique embeds encrypted watermark by taking
two cover and encrypted watermark image pixels at a time. This method offer very less amount of distortions to the host image
after embedding the watermark to the host images. The PSNR value of original image verses watermarked image ranged from
46.35dB to 46.59 dB. So a higher degree of imperceptibility has been achieved without much sacrificing the robustness against
attack. The enhancement of security of the scheme is further improved by the addition of encryption of watermark. Furthermore
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Comparison with some other recent algorithm recommends the superiority of the scheme for copyright protection of digital
documents.
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