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Abstract—This research focused on the emerging developments in data privacy and data security in the technologically advanced corporate
world. With the improvement in networking technology, there is an increase in the amount of online transactions, and a huge amount of data
being exchanged through the internet. There is an increased threat to the data security and privacy, which has led to development of more
advanced data security and privacy measures. Four notable emergent developments have been addressed in this paper. The first one is hiding
a needle in a haystack, a privacy-preserving Apriori algorithm in the Mapreduce Framework that modifies the original data through adding
noise, and second is differential privacy that enables the researchers and database analysts to get vital information from the concerned
database, which contains personal information. They also include the user behavior analytics, which tracks the user behavior to identify any
kind of threat to the database systems; and fourth, the HybrEx, which allows only the safe public cloud operations, is executed, during the
organizational private cloud execution.

Index Terms- Data privacy, data security, emerging developments, technologies,

INTRODUCTION

With the rising social networking technologies and firms, which are increasing the focus on the personalized experience of the
customers in the online sphere, data privacy and security has become a critical issue for numerous industries. Traditionally, passwords were used
as a means of data privacy and security. However, these means has become obsolete. The risk of data breaches is very high, necessitating more
advanced data security and privacy techniques, such as biometric analysis. The emerging technologies and techniques are playing a critical role
in revolutionizing the manner in which individuals, governments, and companies address the data security concerns. There are also new legal
enactments, which have been adopted as a means of enhancing the data privacy and security. This paper conducts extensive research on the
emerging developments in the data privacy and security in the technologically advanced corporate sector.

EMERGING DEVELOPMENTS IN DATA PRIVACY AND SECURITY

Emerging technological developments and discoveries are considered to contribute significantly to the improved data privacy and
security protection [15]. This incorporates the reduction of risk and improved fraud detection. Before evaluating the various emerging
developments in data privacy and security, it is vital to understand concepts of data privacy and security [4]. The two terms go hand in hand,
though they are different concepts. Data security implies the technical and physical requirements, which help in the protection of unauthorized
entry to the data system, and the help in maintenance of the data integrity. Data privacy, on the other hand, revolves around the confidentiality of
the data and the individual rights of the concerned individuals. It is also concerned with how the data is used, the users and concerned legality
[30]. To achieve an improved data management, there have been several emerged technological developments. Some of them are discussed
below.

HybrEx

Hybrid execution model (HybrEX) is a data confidentiality, security and privacy applied in the cloud computing [23]. Using the model,
only the safe public cloud operations are executed, during the organizational private cloud execution. This implies that public clouds are utilized
only for the non-sensitive data and organizational clouds computation [22]. The model, on the other hand, utilizes the organization's private
clouds for conducting the sensitive, private, data and computations. Therefore, data safety is critically considered before job’s execution, in
addition to the provision of integration with safety. Four categories of HybrEx MapReduce utilize new kind of applications that use public and
private clouds [19]. These are;

The Map hybrid — it contains the map and reduces phases, where the map phase is executed both in public and private clouds, while the reduce
phase is executed in the cloud phase [31]. This is shown in the figure below.
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Figure 1: HybrEx methods: a map hybrid b vertical partitioning ¢ horizontal partitioning d hybrid. Showing four categories of HybrEx
MapReduce enabling new kinds of application to utilize public and private clouds

The Vertical positioning — as shown in the figure above, vertical positioning involves executing map and tasks in the public cloud by the use of
public data as the input [32]. Immediate data is shuffled and result stored in the public cloud [5]. Similarly, the same is done for private data with
the private cloud. The two activities are conducted in isolation.

The Horizontal Positioning - As shown in figure 1, the execution of the map phase is done at the public clouds, while the reduce phase is
executed at the private cloud [9]

The Hybrid — In this case, the map and reduce phase are executed together at the private and public clouds. Data could also be transmitted
among the clouds.

By the use of HybridEXx, the full integrity and quick integrity check models are applied. However, it is important to note that HybridEx does not
involve the use of key obtained from the public and private clouds during the map phase [8]. It deals with the map phase as an adversary [16].

User Behavior Analytics

User behavior is an emergent development in data privacy and security, which tracks the user behavior to identify any threat to the
database systems. In case the username or password of someone is compromised, the attacker can engage in all kinds of malicious behavior.
These behaviors are prone to trigger a red flag to the system defenders if the User Behavior Analytics (UBA) is employed. This technology
employs the big data analytics, for identification of the anomalous behavior by the user. The user activity is a central concern to the security
professionals [18]. This technology is a vital development in the data privacy and security, as it addressed the blind spot in the enterprise security
[11]. In the expansion, what follows after a hacker gains access to an enterprise database. Among the first thing they do is to compromise the
credentials. Therefore, the question, which arises, is whether it is possible to differentiate between a legitimate user activity, and an attacker, who
has gained access to the database and compromised the credentials of the legitimate user [26].

The visibility of the activities, which are different from the norm of a legitimate user, can raise alarms in the middle of the hackers
attack chain [17]. If the attack chain is considered to include the initial penetration, the lateral movement, the compromise, theft, and then the
exfiltration of the sensitive data, the linking between these attack chains could be explicitly visible to the enterprise security pros. This has
precipitated the development of the user behavior analytics [14].

It is vital to note that the comparison of the present and past user behavior is not the only way of UBA identifying the malicious actor. It
also incorporates a technique referred to as the ‘peer analyses [10]. It involves the comparison of the behavior of an individual, in comparison to
the people under the same manager or department [29]. This portrays a clear indication that the concerned person is doing something they are not
supposed to be doing, or someone else has taken up their account [1]. Further, it is a valuable tool for training employees in an organization
better security measures. Among the critical issues in an organization is the employees’ failure to follow the firm’s policy. Therefore, it is
important to identify those people and mitigate the risk through training them on crucial security issues.

Differential Privacy

Differential privacy is a new technological development enabling the researchers and database analysts to get vital information from the
concerned database, which contains personal information. This is done without revealing the personal identities of the concerned individuals
[12]. To do this, a minimum distraction is introduced in the provided information within the database system. The distraction introduced is quite
small in a way that the information provided by the analyst remains useful and large enough in a manner that the privacy is effectively protected.

In the 90s, the Commonwealth of Massachusetts Group Insurance Commission (GIC) availed anonymous health records of their clients,
to be used in research for the benefit of the society. The commission hid some personal information such as name street address, for protecting
the privacy of its clients [18]. However, Latanya Sweeney (a PhD. student by then at MIT) managed to identify the health records through
comparing the GIC database and voter database [27]. This made it clear that hiding some information is not a guarantee of protecting the
individuals’ identity [2].

The differential privacy provides a solution to the above problem. As shown in figure 2 below, analysts do not get direct access to the
database having persona data. There is an intermediary software, which is put on the analyst and database for privacy protection. This software is
referred to as the privacy guard.
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Figure 2: Differential Privacy (DP) acting as a solution to privacy protection

The whole process of inquiry involves some steps. First, the analyst through the intermediary privacy guard makes a query to the
database [18]. The privacy guard for privacy risk evaluates the query. The privacy guard retrieves the answer of the query from the database,
adds some distortion to ensure privacy and gives it to the analyst [3]. The amount of distortion added to the data is according to the evaluated
risk. If the risk is low, little distortion is added in a manner that the quality of the answer is not affected [21]. However, they are large enough to
effectively protect the privacy of individuals in the database.

Hiding a Needle in a Haystack

This is a privacy-preserving Apriori algorithm in the Mapreduce Framework. It modifies the original data through adding noise. The
original work is maintained | the noise transaction, with the objective of preventing the data utility deterioration, while at the same time,
preserving the privacy violation [7]. Though there is the risk of association rule leakage, there is adequate privacy protection through since the
algorithm is based on the principle of ‘hiding a needle in the haystack’ the concept relies on the idea that it is difficult to find the data, as it is to
find a needle in the haystack, as shown in figure below [13].

e Original data
Duplicate data

Figure 3: ‘hiding a needle in the haystack’ concept

However, the noise is not added haphazardly. There is the consideration of the privacy-data utility trade-off, where an additional coat is

incurred in adding the noise, which makes “haystack’ to hide the “needle.” In figure 3 above, the black dots represent the original association
rule, while the empty circles represent the noised association rule. The many noises association rule makes it hard to reveal the original rules.
The noise is added at the initiation of the transactions [19]. The service provider adds the dummy variable to the original data collected. There is
unique code, which is assigned to the dummy and the original data. The service provider would then maintain the code information so that he can
be in a position to filter out the dummy item from the original characters. The Apriori algorithm is executed by the external platform applying the
data, which has been sent by the service provider.
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Figure 4: the process of adding a dummy item as noise to the original transaction data by the service provider

The frequent items which are affected by the dummy item are filtered by the code so that the correct association rule is extracted with
the help of the frequent item established without the dummy item [6]. The association rule extraction process is not complicated because the
amount of calculation needed for association rule extraction is limited [20].

CONCLUSION
It is conclusive from the research that with the advancement in technology, data, both big and small is prone to all sorts of attacks, from

viruses to hackers. Similarly, there has been continuous improvement in research and discoveries of new technological developments in the data
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privacy and security. Though there is wide range of techniques applied in different sectors and varying firms, this study has addressed four
critical emergent development. These include the: hiding a needle in a haystack, privacy preserving Apriori algorithm in the Mapreduce
Framework that modifies the original data through adding noise, and differential privacy that enables the researchers and database analysts to get
vital information from the concerned database, which contains personal information. They also include the user behavior analytics, which tracks
the user behavior to identify any threat to the database systems; and HybrEx, which allows only the safe public cloud operations, are executed,

during the organizational private cloud execution.
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