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Abstract : In parallel network file systems the key exchange using for the secure communication. the multiple storage devices are access
parallel .Earlier used Kerberos based protocols. But it has some limitations. to avoid these limitations here introduce the new protocols
that is PNFS protocol. the advantages of these protocols is scalability to reduce the workload of metadata server. Meta data server
generates the session keys. provide forward secrecy for the long term secret key produce of clients or storage devices .and also provide the
key escrow freeness in between the clients and storage devices.
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I. INTRODUCTION

In many to many communications of large scale network systems that support parallel access to multiple storage devices .that is large
number of clients access multiple storage devices in parallel. so the main purpose of this proposed system is to define the key exchange and
establish parallel secure sessions between clients and storage devices in parallel network file system. and also using the three protocols for
improve the performance than kerberos based protocol. the protocols used for efficient and secure key exchange and that reduce the workload
of meta data server .the computational overhead of clients and storage devices at a reasonably low level. PNFS protocols allow direct and
concurrent access to multiple storage devices to improve the performance and scalability .the PNFS file system has two parts. Meta data
processing and data processing. the three protocols PNFS protocol that transfer the file meta data between the metadata server and client node.
The storage access protocol using client access the data from the associated storage devices according to corresponding meta data .the control
protocol using the synchronizes state between meta data server and storage devices.

ILEXISTING SYSTEM

For secure key exchange using the Kerberos-based protocol but that has some limitations[1]. the meta data server generates the session
keys that are used between client and storage devices .meta data server has heavy work load. some of the earliest work in securing large-scale
distributed file systems, for example have already employed Kerberos for performing authentication and enforcing access control[1].

111.PROPOSED SYSTEM

In this paper the three protocols provide the advantages are scalability, forward secrecy, and escrow free. The meta data server provide the
secret key to the client when they are in authenticated user. and also a session key pass. Client using file transfer in parallel file system.
session keys give the meta data server for the communication established client and storage devices. Mainly focus on how to exchange key
materials and establish parallel secure sessions between the clients and the storage devices in parallel Network File System(PNFS)the current
Internet standard ,in an efficient and scalable manner[2]. The current internet standard in an efficient and scalable manner this is similar to the
situation that once the adversary compromises the long term secret key ,it can learn all the subsequences session , second , two our protocols
provide forward secrecy: one is partially forward securing with respect to multiple sessions within a time period[4].

IV.SYSTEM ARCHITECTURE
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fig 1:conceptual model of PNFS protocols

The figure shows the conceptual model of PNFS protocols. the three protocols provides the communication make possible more secure
and authentic in parallel network file systems clients, meta data server and storage devices are connected through the protocols.
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V.METHODOLOGY

In this paper using Kerberos based PNFS protocol .server and client communication for file transfer. The meta data server pass the session
keys and also provide the secret key. Meta data plays a vital role in managing the client operation[3]. It generates one-Time Password(OTP)to
authenticated the user access[3].

VI.IMPLEMENTATION
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VII.CONCLUSION

Proposed three authenticated key exchange protocols that overcome the limitations of Kerberos based protocol. that reduce the work

load .provide forward secrecy with respect to multiple sessions and single session .and also the protocol provide escrow free.
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