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Abstract: - Cloud computing plays vital role in several sector like education, banking, medical, business and
several other areas. Cloud-based services for large scale content storage, processing, and distribution.
Security and privacy are among prime concerns. In this regards secure data storage and sharing among
cloud servers is not trusted due to cloud managed as remote service. In cloud computing there is no
assurance for the data privacy, security and data integrity due to semi honest framework in nature. As our
presented system huge storage of data duplication over cloud servers effect on storage space and bandwidth.
As previous research work concerned secure data deduplication with access policy control is still a
challenging issue in order to address this issue, we proposed a Secure CP-ABE scheme over Hybrid cloud
framework which address the issues over presented system effectively.
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1. Introduction
Cloud computing, often referred to as simply “the cloud,” is the delivery of on-demand computing
resources everything from applications to data centers over the internet on a pay-for-use basis. It is common
to categorize cloud computing services as Infrastructure as a Service (laaS), Platform as a Service (PaaS) or
Software as a Service (SaaS). Essential Characteristics of Cloud Computing are

On-demand self-service: Means a consumer can unilaterally provision computing capabilities, such as
server time and network storage, as needed automatically without requiring human interaction with each
service provider.

Broad network access: Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, tablets,
laptops, and workstations).

Resource pooling: Merging of resources or integrating the resources towards to deliver the services
Rapid elasticity: It means scalable provisioning or ability to provide scalable services
Measured service: Cloud systems automatically control and optimize resource.

The most important and popular cloud service is data storage service. Cloud users upload personal or
confidential data to the data center of a Cloud Service Provider (CSP) and allow it to maintain these data.
Since intrusions and attacks towards sensitive data at CSP are not avoidable [2], it is prudent to assume that
CSP cannot be fully trusted by cloud users. Moreover, the loss of control over their own personal data [1]
leads to high data security risks, especially data privacy leakages [3]. Due to the rapid development of data
mining and other analysis technologies, the privacy issue becomes serious. Hence, a good practice is to only
outsource encrypted data to the cloud in order to ensure data security and user privacy. But the same or
different users may upload duplicated data in encrypted form to CSP, especially for scenarios where data are
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shared among many users. Although cloud storage space is huge, data duplication greatly wastes network
resources, consumes a lot of energy, and complicates data management. The development of numerous
services further makes it urgent to deploy efficient resource management mechanisms [4]. Consequently,
deduplication becomes critical for big data storage and processing in the cloud. Deduplication has proved to
achieve high cost savings, e.g., reducing up to 96 percent storage needs for backup applications and up to 72
percent in standard file systems . Obviously, the savings, which can be passed back directly or indirectly to
cloud users, are significant to the economics of cloud business. How to manage encrypted data storage with
deduplication in an efficient way is a practical issue. However, current industrial deduplication solutions
cannot handle encrypted data. Existing solutions for deduplication suffer from brute-force attacks [5],
[6]. They cannot flexibly support data access control and revocation at the same time [7], [8]. Most existing
solutions cannot ensure reliability, security and privacy with sound performance.

In this paper, we propose a scheme based on data ownership challenge and Proxy Re-Encryption (PRE) to
manage encrypted data storage with deduplication. We aim to solve the issue of deduplication in the
situation where the data holder is not available or difficult to get involved. Meanwhile, the performance of
data deduplication in our scheme

The rest of the paper is organized as follows. Section 2 gives a brief overview of related work. Section 3
introduces system and security models, Section 4 give the detailed description of our algorithm, followed by
Result analysis in Section 5. Finally, a conclusion is presented in the last section.

2. Literature review

Y. Yang et.al [9] In this paper the author has proposed encryption mechanisms l.e Encryption of cloud data
by the data owner is now commonly accepted as necessary to achieve data privacy against a third-party
(semi-honest) cloud provider. ABE is a viable solution, as it allows fine-grained cryptographic access
control, only if there is a satisfactory solution to the user revocation issue. Therefore, to address the user
revocation challenge, we proposed a ciphertext-policy attribute based CPRE scheme, which was utilized in
the implementing of the cloud-enabled user revocation approach. This application achieves access control
over cloud data with granularity comparable to ABE, yet without incurring any cost for user revocation.
Their proposal has applications in many real-world situations.

S. Keelveedhi et.al[10] In this paper the author has been studied the problem of providing secure outsourced
storage that both supports deduplication and resists brute-force attacks. They design a system, DupLESS,
that combines a CE-type base MLE scheme with the ability to obtain message-derived keys with the help of
a key server (KS) shared amongst a group of clients. The clients interact with the KS by a protocol for
oblivious PRFs, ensuring that the KS can cryptographically mix in secret material to the per-message keys
while learning nothing about files stored by clients. These mechanisms ensure that DupLESS provides
strong security against external attacks which compromise the SS and communication channel and that the
security of DupLESS gracefully degrades in the face of comprised systems.

V. Goyal et.al[11]In this paper, the author has been considered the setting where ciphertext are associated
with sets of attributes, whereas user secret keys are associated with policies. As we have discussed, this
setting has a number of natural applications. Another possibility is to have the reverse situation: user keys
are associated with sets of attributes, whereas ciphertext are associated with policies. We call such systems
Ciphertext-Policy Attribute-Based Encryption (CP-ABE) systems. We note that the construction of Sahai
and Waters [34] was most naturally considered in this framework.
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J. Bethencourt et.al[12] In this paper author has been present a system for realizing complex access control
on encrypted data that we call ciphertext-policy attribute-based encryption. By using our techniques
encrypted data can be kept confidential even if the storage server is untrusted; moreover, their methods are
secure against collusion attacks. Previous attribute-based encryption systems used attributes to describe the
encrypted data and built policies into user's keys; while in our system attributes are used to describe a user's
credentials, and a party encrypting data determines a policy for who can decrypt. Thus, our methods are
conceptually closer to traditional access control methods such as role-based access control (RBAC). In
addition, we provide an implementation of our system and give performance measurements.

J. Stanek et.al [13]This work deals with the inherent tension between well-established storage optimization
methods and end-to-end encryption. Differently from the approach of related works, that assume all files to
be equally security-sensitive, we vary the security level of a file based on how popular that file is among the
users of the system. We present a novel encryption scheme that guarantees semantic security for unpopular
data and provides weaker security and better storage and bandwidth benefits for popular data, so that data
deduplication can be applied for the (less sensitive) popular data. Files transition from one mode to the other
in a seamless way as soon as they become popular. We show that our protocols are secure under the SXDH
Assumption. In the future we plan to deploy and test the proposed solution and evaluate the practicality of
the notion of popularity and whether the strict popular/unpopular classification can be made more fine-
grained. Also, we plan to remove the assumption of a trusted indexing service and explore different means
of securing the indexes of unpopular files.

B. Waters[14] In this paper the author has been presented a new methodology for realizing Ciphertext-
Policy Attribute Encryption (CPABE) under concrete and no interactive cryptographic assumptions in the
standard model. Our solutions allow any encryptor to specify access control in terms of any access formula
over the attributes in the system. In our most efficient system, ciphertext size, encryption, and decryption
time scales linearly with the complexity of the access formula. The only previous work to achieve these
parameters was limited to a proof in the generic group model. They present three constructions within our
framework. Our first system is proven selectively secure under a assumption that we call the decisional
Parallel Bilinear Diffie-Hellman Exponent (PBDHE) assumption which can be viewed as a generalization of
the BDHE assumption. Our next two constructions provide performance tradeoffs to achieve provable
security respectively under the (weaker) decisional Bilinear-Diffie-Hellman Exponent and decisional
Bilinear DiffieHellman assumptions.

J. Lai et.al [15] In this paper the author has been introduced a new cryptographic primitive, called adaptable
ciphertext-policy attribute-based encryption (CP-ABE). Adaptable CP-ABE extends the traditional CP-ABE
by allowing a semi-trusted proxy to modify a ciphertext under one access policy into ciphertext of the same
plaintext under any other access policies; the proxy, however, learns nothing about the underlying plaintext.
With such “adaptability” possessed by the proxy, adaptable CP-ABE has many real world applications, such
as handling policy changes in CP-ABE encryption of cloud data and outsourcing of CP-ABE encryption.
Specifically, they first specify a formal model of adaptable CP-ABE; then, based on the CP-ABE scheme by
Waters, they propose a concrete adaptable CP-ABE scheme and further prove its security under their
security model.

3. System Study

3.1 Presented system: In our presented system User deduplication on the client-side cannot generate a new
tag when they update the file. In this situation, the dynamic Ownerships would fail. As a summary, existing
dynamic Ownerships cannot be extended to the multi-user environment. Whenever data is transformed,
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concerns arise about potential loss of data. By definition, data deduplication systems store data differently
from how it was written. As a result, users are concerned with the integrity of their data. One method for
deduplication data relies on the use of cryptographic hash functions to identify duplicate segments of data. If
two different pieces of information generate the same hash value, this is known as a collision. The
probability of a collision depends upon the hash function used, and although the probabilities are small, they
are always non zero.

Disadvantages of the presented system

. No data confidentiality while sharing data with users by without specifying access policies rather
than sharing decryption keys.

. There is no secure system supports for secure data deduplication.

. The standard ABE systems do not support secure deduplication, which makes them costly to be

applied in some commercial storage services.
3.2 Proposed system

3.2.1 Our proposed system proposes Adaptable Attribute-Based Encryption.

CP-ABE (Ciphertext policy —Attribute based encryption ) which uses to protect the user privacy where only
authorized access policy satisfied person access the data means it regulating from the unauthorized access

controls.
3.2.2 Deduplication in Hybrid Cloud

Hybrid cloud architecture, consisting of a pair of public and private clouds, is introduced in our storage

system such that the semantic security becomes achievable for the public cloud.

We believe that the hybrid cloud architecture is a promising approach to storage systems with deduplication,
in which the encrypted data is outsourced to the public cloud whilst the deduplication checking is handled
by the private cloud

3.2.3 Attribute-Based Storage with Secure Deduplication

We describe a concrete construction of an attribute-based storage system supporting secure deduplication,

analyze its security, and show its performance from theoretical and experimental analysis.

Proposed system flow chart
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Figure 1. Proposed system flow chart
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Figure 2. Proposed System architecture

In this project we have following four modules.
5. Data Owner
6. Hybrid Cloud
7. Deduplication
8. Attribute Authority
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Data owner:- Data Owner uploading file to cloud with tag, label and security key , the proposed scheme
guarantees data integrity against any tag inconsistency attack. Thus, security is enhanced in the proposed

scheme.

Cloud Storage:-Secure Deduplication with the goal of saving storage space for cloud storage services,
Douceur et al the first solution for balancing confidentiality and efficiency in performing deduplication
called convergent encryption, where a message is encrypted under a message-derived key so that identical
plaintexts are encrypted to the same cipher texts. In this case, if two users upload the same file, the cloud
server can discern the equal ciphertext and store only one copy of them. Which may violate the privacy of
the data if the cloud server cannot be fully trusted. This is a client who owns data, and wishes to upload it
into the cloud storage to save costs. A data owner encrypts the data and outsources it to the cloud storage
with its index information, that is, a tag.

Deduplication:-Data deduplication is a specialized data compression technique for eliminating duplicate
copies of repeating data. Related and somewhat synonymous terms are intelligent (data) compression and
single-instance (data) storage. This technique is used to improve storage utilization and can also be applied
to network data transfers to reduce the number of bytes that must be sent. In the deduplication process,
unique chunks of data, or byte patterns, are identified and stored during a process of analysis. Deduplication
techniques take advantage of data similarity to identify the same data and reduce the storage space. In
contrast, encryption algorithms randomize the encrypted files in order to make ciphertext indistinguishable
from theoretically random data.

Attribute Authority:-The AA issues every user a decryption key associated with user set of attributes at the
user side, each user can download an item, and decrypt the ciphertext with the attribute-based private key

generated by the AA if this user’s attribute set satisfies the access structure.

5. Algorithm Used

RSA Algorithm The original file to be encrypted is based on RSA algorithm. The user encrypts the original
file by using the public key generated. The key generation process is carried out and the encrypted and the
decrypted files are generated by RSA algorithm. The public key is known to all users to encrypt the file and
the private key is kept secret and is stored in the private cloud server. The user also generates the tag while
uploading the file and is stored in the server along with the private key. RSA produces 1024 bits Key.

Key generation Steps:

e

Choose two different large random prime numbers say “p” and “q”.

Calculate n =p * q. Since “n” is the modulus for the public key and the private keys

Calculate the totient: @ (n) = (p- 1)(q - 1)

Choose an integer “e” such that 1 <e <@ (n) and “e” is co-prime to @ (n) i.e. “e” and @ (n) share no
factors other than 1.

PonhdE
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5. Find out decryption key “d” such thate * d=1mod (p - 1) (q - 1).
6. Encrypt the message “m” using encryption key e, ¢ = m”*e mod n.
7. Decrypt the message “m” using decryption key d, m = ¢*d mod n.

Algorithm for Encryption,
Step 1: Key Generation Q=d*P The key is generated for encryption and decryption purpose.

Step 2: Encryption C1=k*P, C2=M+k*Q Encryption is done using the above equation. Converting Plain text into
cipher text.

Step 3: Decryption: M=C2-d*C1 Decryption is done using the above equation. Converting the cipher text into original
form or plain text.

Proof: M= C2-d*C1 M can be represented as C2-d*C1
C2-d*C1=(M+K*Q)-d*(K*Q) (C2=M+K*Q and C1=K*P) =M+K*d*P-d*K*P
6. System performance

In below shown figure the performance of our attribute based storage supporting secure deduplication over
encrypts and reencrypt and decryption performance based on number of consumers

Performance of our attribute-based storage system supporting secure deduplication
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Figure 3. Performance of our attribute based storage supporting secure deduplication over encryption
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Figure 4. Performance of our attribute based storage supporting secure deduplication over Reencryption
Performance of our attribute-based storage system supporting secure deduplication
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Figure 5. Performance of our attribute based storage supporting secure deduplication over Decrypt

7. Conclusion
In this paper, we proposed Secure Data Deduplication and supporting storage system using fine-grained access
control Scheme, which address the privacy and security issue while deduplication from the public cloud .Our
proposed framework is robust from unauthorized access controlling and datadeduplication.as future enhance of the
work need to resolve the user revocation issues and its policy dynamically.
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