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ABSTRACT: Now a days, wireless device networks are very
fashionable and become wide utilized in several applications. The
wireless device networks are nothing but a combination of small
devices known as sensor nodes. In wireless sensor networks, the
sensor nodes are connected to sense and communicate the data to
the base station. Wireless sensor networks are characterized by
different things like number of energy resources, power
consumption, computation capability, storage space and
throughput .while passing the data from source to destination
there is a possibility to loss the data because of attackers. During
this process if we lose some data means, we did not get the exact
data at the destination so automatically it raises the security
issues. In order to overcome security attacks we use cryptography
technique. symmetric cryptography technique takes more
processing time when number of nodes increases for this reason
we use asymmetric cryptography techniques(public —key
algorithms).In this paper we use two public key algorithms called
salt encryption and salt encryption and divide data into blocks.
Here we found out that salt encryption and divide data into blocks
has more advantages when compared to salt encryption like high
throughput, less computation time and it results to low power
consumption and less storage space.

Keywords: -Wireless Sensor Network, Security, Cryptography, salt
encryption, salt encryption and divide data into blocks.

I.INTRODUCTION

In wireless sensor networks (WSNSs), sensor nodes are connected
with each other through wireless links. Sensor node is a basic
component in WSNs .Each sensor node having some qualities like
Sensor node is a smart, tiny, self organizing, low cost, and multi-
functional device, equipped with battery, radio communication,
microcontroller and sensor. It has very limited processing capability
battery power, memory and also limited data sensing. A WSN may
consist [1] of heterogeneous or homogenous nodes. Homogenous
nodes are easily maintainable because of lesser complexity. Each
node consists of a actuating unit, processing unit (CPU, micro
controller or DSP kit), memory (for storing data), an RF transceiver
(Omni-directional antenna) and power. Route maintenance and data
communication are the two processes that consume energy in
WSNSs. Frequent network maintenance and node replacement isn't
possible in WSNs due to the nature of the environment where they
are deployed. Hence WSN must be fault tolerant. Multipath routing
is an option to continue the networking in the presence of faults.
But this requires more control overhead. A sensor [2] node is also
called as mote. In a wireless sensor network, each node has capable
to perform the processing, and gathering of the sensor information
for communication with all other connected nodes in the network.
Sensors are the hardware devices. They produce a proper response
by some physical condition like pressure or temperature. Sensors

are monitored by using a physical data parameter. Wireless sensor
[3] networks contain so many characteristics like low cost, energy
efficient, Computational power, Communication Capabilities,
Security and Privacy, Self-organization and Small physical size.
Low cost: A wireless sensor network contains hundreds or
thousands of sensor nodes to perform gathering the information and
communicating with other nodes which are connected in the
network. While using this much sensor nodes automatically the cost
of network will be high so to reduce this cost we kept the cost of
sensor node as low as possible.

Energy efficient: energy in WSN is used for different purpose like
gathering the information, communicating with other nodes and
storage. To perform, all these actions the sensor node can consume
more power. If they run out of the power they often become invalid
as we do not have any option to recharge. So, we take a bit care
about the protocols and algorithm which are choosing in the design
phase.

Security and Privacy: In WSNs, each sensor node should have some
security mechanisms in order to prevent data access from
unauthorized persons.

Self-organization: Each sensor node can have the capabilities like
gathering the information and communicating with other nodes
which are connected in the network. Each sensor node has to adjust
them and form the network automatically.

Small physical size: sensor nodes are generally small in size with
the restricted range. Due to its size its energy is limited which
makes the communication capability low.

The main purpose [5] of WSN is to serve as an interface to real
world, providing physical information such as temperature, light,
radiation etc to a computer system.

Wireless sensor [4],[8],[7] network contains certain requirements
such as confidentiality, integrity, availability, authenticity and
quality of service.

Confidentiality: It prevents the information right to use from
unauthorized user in a system.

Authentication: A secret authentication code is shared between the
nodes that are communicating in a very network to realize secure
data communication in a network; it provides security to data from
source to destination.

Integrity: It prevents the information modification from
unauthorized user in a system.

Auvailability: In WSNs contain certain services. in that some are
fixed services and a few are on demanding services like node
property is typically fixed service and a few time on demand service
to supply such services at any time we use accessibility parameter.
Quality of Service: In a WSNs protection also deals with timely and
accurate information packet delivery to avoid information loss.
Security is the major problem in wireless sensor networks. In order
to achieve data security [4], [9] in WSNs mostly cryptographic
techniques are used. Cryptography techniques are used to meet
some basic requirements like confidentiality, integrity, availability,
authenticity and quality of service.
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Cryptography techniques are divided into 2 varieties symmetric
cryptography and asymmetric cryptography. Symmetric secret
writing is additionally named as secret-key cryptography. It uses
one secret key for each secret writing and decryption. symmetric
key techniques [6] are engaging due to their energy efficiency.
Their basic arrange is that the secret keys are pre-distributed among
sensors before their preparation. Their goal is to use quantity of
memory to realize the best level of connectivity and additionally the
best level of resilience. However, due to the limitation on memory,
these techniques are not able to attain each a perfect property and a
perfect resilience for large-scale sensor networks. Asymmetric
secret writing is additionally referred to as public-key cryptography.
It uses 2 keys public key and personal key .public key is used for
encryption and personal key is used for decryption. The personal
secret is never exposed. the utilization of Public-Key Cryptography
(PKC) would eliminate the on top of drawback. because of its
asymmetry property, sensors don't need to carry the pre-distributed
keys. Any 2 sensors will establish a secure channel between
themselves, and also the capture of some sensors won't have an
effect on the protection of others. By taking above advantages,
asymmetric cryptography techniques are more useful. Because of
these advantages in existing paper also they used asymmetric
cryptography technique called salt encryption. In existing
technique, they used one algorithm called salt encryption. In salt
encryption, we are encrypting the data to provide security. In that
we encrypt the entire data at a time by using hash function. Here for
encryption we are using one public key and for decryption we are
using one private key. If any case the private key is exposed then
we lose entire data. By using this algorithm throughput also less
when compared to proposed technique. Throughput is less means
automatically performance will be degraded. To avoid all these
limitations we move to proposed technique called salt encryption
and divide data into blocks.

I1.RELATED WORK

“Analysis of Security Threats in Wireless sensing element
Network™ [10] This paper provides the protection schemes and
additionally the threat attacks in wireless sensing element network.
Security schemes like: Cryptography, Steganography and Physical
layer Secure Access. Threat attacks like: Collisions, Tampering,
Jamming, Unfairness, and Flooding etc. They additionally propose
an answer for the attacks in wireless sensing element network. One
attainable resolution is that the utilization of cryptography
techniques.

“A Survey on Wireless sensing element Networks Security” [11]
provides the layered style of wireless device network. These are
fully totally different layer square measure different functions. the
target of Network layer is to seek out best path for economical
routing mechanism .In this layer are used leach protocol to avoid
wasting the energy consumption (power of sensor) therefore on
improve the period of sensors. LEACH provides cluster based
transmission. The target of application layer is chargeable for data
collection, management and method of the data through the
appliance code for getting reliable results. During this layer are used
SPINS (security protocol in device network) protocol are provides
knowledge authentication.

“An Energy economical Reconfigurable Public Key Cryptography
Processor “,[12] The ever increasing demand for security in
transportable, energy unnatural environments that lack a coherent
security design has resulted in the need to give energy efficient
hardware that's rule agile. we demonstrate the practicability of
utilizing domain-specific reconfigurable process for asymmetric

cryptographical applications so as to satisfy these constraints.
design is planned that's capable of implementing a full suite of
finite field arithmetic over the integer’s modulo-N, binary
mathematician Fields, and non-super singular elliptic curves over
GF (2n), with operands go in size from eight to 1024 bits. during
this paper we use DSRCP, in this we estimate simulated
performance of the DSRCP and energy potency of the DSRCP vs.
standard solutions (FPGA & S/W).

“Wireless sensing element Networks: Security issues, Challenges
and Solutions”, [13] Security in Wireless sensing element Network
is very important to the acceptance and use of sensing element
networks. above all, Wireless sensing element Network product in
business will not get acceptance unless there is a full proof security
to the network. This paper summarizes the attacks and their
classifications in wireless sensing element networks and
additionally an endeavor has been created to explore the protection
mechanism wide accustomed handle those attacks. The challenges
of Wireless sensing element Networks are in short mentioned.

“Analyzing and modeling cryptography overhead for sensing
element network nodes”,[14] Recent analysis in sensing element
networks has raised security issues for little embedded devices.
Security concerns unit driven by the activity of an outsized variety
of sensory devices at intervals the sector. Limitations in method
power, battery life, communication bandwidth and memory
constrain the connectedness of existing cryptography standards for
tiny embedded devices. A pair between wide arithmetic for security
(32 bit word operations) and embedded knowledge bus widths
(often solely eight or sixteen bits) combined with lack of bound
operations (e.g., multiply) at intervals the ISA present totally
different challenges. This paper offers a pair of contributions. First,
a survey investigation the procedure wants for kind of common
cryptography algorithms and embedded architectures is given. the
target of this work is to cover a good class of typically used
cryptography algorithms and to figure out the impact of embedded
architectures on their performance. This may facilitate designers
predict a system’s performance for cryptography tasks. Second,
ways to derive the machine overhead of embedded architectures
typically for cryptography algorithms are developed. This permits
one to project machine limitations and ensure the threshold of
possible cryptography schemes below a bunch of the constraints for
an embedded design.

111.PROPOSED WORK

To avoid all the limitations in existing techniqgue we move to
proposed technique called salt encryption and divide data into
blocks. In this proposed technique we are dividing the data into
blocks and then encrypt the data with different blocks. In that for
every block we are having one private key to decrypt the data i.e.,
each block contain different private keys. If any case one private
key exposed then we loss only a small amount of data then
automatically we say that security is more when compared to
existing technique. In proposed technique the throughput is also
high when compared to existing technique. By observing all these
points we can say that performance is also high.
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IV.ALGORITHMS

SALT ENCRYPTION

Salt (cryptography) in cryptography, a salt is random data that is
used as an additional input to a one-way function that hashes data, a
password or passphrase.

Step 1: Enter input message.

Step 2: Encrypt entire message at a time by using hash functions
along with public key.

Step 3: Generate one private key.

Step 4: If we want to decrypt that encrypted message then we can
decrypt that data by using hash function along with private key.

Step 4: Initialize starting time and ending time.

Step 5: Calculate throughput by using following formula.

no.of bits recieved*8

Throughput= *100

simulation time+1000
Step 6: Display graph.
SALT ENCRYPTION AND DIVIDE DATA INTO BLOCKS

In this technique, we are applying salt encryption along with the
data which is divided into blocks. Here, we are dividing the data or
message into blocks based upon the message length. Once it is done
then encryption of the each block takes place. After encryption the
data is securely transferred to the destination via base station. At the
destination side we can decrypt the message which is encrypted in
the blocks by using hash function along with different private keys.
At last the original can be seen to us by appending each block data
which is decrypted. By this we are going to provide high security to
the data as one cannot decrypt all blocks data.

Step 1: Enter input message.
Step 2: Divide entire data into blocks.

Step 3: Encrypt all the blocks by using hash functions along with
public key.

Step 4: Generate one private key for each block.

Step 5: If we want to decrypt that encrypted message then we can
decrypt all the blocks by using hash function along with different
private keys.

Step 6: Append all the data from different blocks.

Step 7: Initialize starting time and ending time.

Step 8: Calculate throughput by using following formula.

no.of bits recieved*8 , 00

Throughput=

simulation time*1000
Step 9: Compare proposed throughput with existing throughput.
Step 10: Display graph.

V.RESULTS NAD DISCUSSIONS

E rootiFlocalhost:~/Desktop/Cryptography
File Edit View Search Terminal Help
[root@localhost Cryptographyl# ns Salt.tcl 48 23 34]

In above screen executing Salt encryption simulation. 40 is the total
no of nodes and 23 is source and 34 is destination.

roati@localhost:~/Desktop/Cry ptog raphy

File Edit View Search Terminal Help

[root@localhost Cryptographyl# ns ECC.tcl 48 23 34 32

num_nodes 15 set 46

warning: Please use -channel as shown in tolsexiwireless-mitf.tcl
INITIALIZE THE LIST xListHead

ECC Encrypted Message : 76

ECC Decrypted Message : 32

channel.cexsendlp - Cale highestantennaZ  and distcsT
highestantennaZ 1.5, distCsT 5500

SORTING LISTS ...DONE!

segrentation fault (core dumped) 13

[root@localhost Cryptography]# awk -f ECCthroughput.awk ECC.tr

Average ECC Throughput[kbps] = 357.17

[root@#localhost Cryptegraphyl# ns Salt.tcl 48 23 34

nun_nodes 15 set 4@

warning: Please use -channel as shown in tclsexswireless-mitf.tcl

Enter Messane To Encrypt :
salt encryption deno'

In above screen enter message to encrypt.

roct@localhost:~/Desktop/Cryptog raphy

File Edit View Search Terminal Help

channel.co:sendlp - Cale highestAntennaZ  and distcsT
highestAntennaZ 1.5, distCsT G500

SORTING LISTS .. .DONE

Segmentation fault (core dumped)

[root@#localhost Cryptographyl# awk -f ECCthroughput.awk ECC.tr

mverage ECC Throughput[kbps] = 357.17

[root@localhest Cryptographyl# ns Salt.tcl 48 23 34

nuA_nodes 15 set

warning: Please use -channel as shown in tolfex/wireless-mitf. tel

Enter Message To Encrypt : k

salt encryption demo

INITIALIZE THE LIST sListHead

Salt Encrypted Message : 73016cT4200506eb37270T0T4000fbe2004050d0T
Salt Decrypted Message : salt encryption demo

channel . cc:senddp - Cale highestAntenna?_ and distCsT

highestantennaZ = 1.5, distCsT = 558.8
SORTING LISTS ...DONE!

In above screen we can encrypt the message by using hash function
and we can see the decrypted message also. Here encrypted data
can be decrypted by using hash function along with one private key
with salt technique.
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nam: /root/Desktop/Cryptography/salt.nam
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In above simulation screen we can see data transmission between
source and destination.

Now run Salt encryption by dividing message into blocks

rootilocal host:—/Desktop/Cry ptography

File Edit View Search Terminal Help
[root@localhost Cryptography |# ns SaltBlock.tcl 48 E} 34|_|

In above screen executing salt with block technique.40 is the total
number of nodes, 23 is source and 34 is destination

root@localhost: -/ Desktop/Cryptography

File Edit View Search Terminal Help

[ root@localhost Cryptography|# ns SaltBlock.tcl 48 23 34
nun_nodes iz set 4@

warning: Please use -channel as shown in tolfex/wireless-mitf.tcl

Enter Message To Encrypt :

In above screen enter message to divide to blocks and then encrypt
it

root@localhost: —/Desktop/Cryptography

File Edit Wiew Scarch Terminal Help

[root@localhost Cryptographyl# ns SaltBlock.tcl 49 23 34
nun_nodes iz set 4@

warning: Please use -channcl as shown in tolfex/wircless-nitf.tol

Enter Hessage To Encrypt :
salt encryplion technique using blocks]]

rootilocalhost: -/Desktop/Cryptog raphy
File Edit View Search Terminal Help
warning: Please use -channel as shown in tel/es/wireless-mitf.tel e

Enter Hessage To Encrypt : -
salt encryption technique using blocks
INITIALIZE THE LIST xListHead

Salt Encrypted Blockl : 73616c74

salt Encrypted Block? : 656e63727970874696T6e

Salt Encrypted Blockd : T4ASA36BAEAT1TSAS

Sall Encrypled Blockd : 7573696e6T

Salt Encrypted Blockd : G26cofG30b73

Salt Decrypted Message :  salt encryption technmique using blocks
channel.co:sendup - Cale highestAntennaZ  and distosT
highestAntennaZz = 1.5, distCsT = 5508.8

SORTING LISTS DONE!

Segnentation fault (core dumped)
[ root#localhost Cryptographyl# |

In above screen we can encrypt the data blocks by using hash
function and we can see the decrypted message also. Here
encrypted data can be decrypted by using hash function along with
different private key .at last we append entire data.

nam;: saltBlock.nam

T
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In above simulation screen we can see data transmission between
source and destination.

Throughput graph for salt encryption and salt encryption and data
into blocks.

F rocti@localhost: -/ Desktop/Cryptog raphy
File Edit view Search Terminal Help

Segnentation fault i(core dumped) ~
[ root@localhost Cryptography)# awk -f ECCthroughput, awk ECC. tr

Average ECC Throughput[kbps] = 357.17

[root@localhost Cryptography)# ns Salt.tel 40 23 34

nun nodes iz set 48

warning: Please use -channel as shown Lo Lol/ed/wireless-nlll, Ll

Enter Message To Encrypt :
salt encryption demo
INITIALIZE THE LIST xListHead

Salt Encrypted Message : TIR16CT4ZOASHEGITITUTATLAOAFAEAGLASAAGT
Sall Decrypled Message @ sall encrypLion demo

channel.cc:sendUp - Calc highestAntennaZ and distCsT
highestantennaZ_ = 1.5, diStCST = 550.0

SORTING LISTS .. .DONE!

Segnentation Fault (core dumped)

[root@localhost Cryptography]# awk -f Saltthroughput. aek Salt.tr

Average Sall Throughpul[kbps] = 36508
[root@localhost Cryptography)# ||

screen command to calculate salt throughput

" Use above

E1 rootilocal host:—/Dasktop/Cryptography
File Edit Wiew Search Terminal Help

[reot@localhast Cryptographyl# awk -T Saltblockthroughput.awk SaltBlock.tr

Average Salt Throughput[kbps] = 367.71
[roat@localhost Cryptography]# [

Use above screen command to calculate salt block throughput

Throughput graphs
- B zgraph =0 X
[ | X Graph

T - - Saltbruughpuboxge
| | i Salthlockthroghpat, sgr

In above graph x-axis represents time and y-axis represents
throughput at that time. In above graph red line is for salt
encryption and green line is for salt encryption and divide data into
blocks.

CONCLUSION

The wireless sensor networks still grow and become wide utilized
in several applications. So, we need a lot of security. However, the
wireless sensor network suffers from several constraints like limited
energy, process capability, and storage capability, etc. There are
several ways to produce security; one amongst the attainable ways
is cryptography. Choosing the correct cryptography technique place
a significant to produce security in WSNs. Public Key primarily
based} cryptographic schemes are used take away the drawbacks of
symmetric based approaches. In this we paper we are comparing
salt encryption and divide data into blocks with salt encryption. In
that we found salt encryption and divide data into blocks gives more
advantages when compared to salt encryption due to high
throughput, low storage space, low power consumption and shorter
key length compared to salt encryption.
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