
© 2018 JETIR October 2018, Volume 5, Issue 10                                                       www.jetir.org  (ISSN-2349-5162)  

JETIR1810780 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 1 

 

A STUDY ON SECURE SYSTEM IN ONLINE 

BANKING SYSTEM 

KODATI DHEERAJ , MIDDLE LEVEL PROGRAMMER in RWS & S Dept, Govt. of TELANGANA. 

ABSTRACT: This paper tries to explore several Technologies and Security Standards. The different researchers have recommended to banks 

for safe internet banking and comparison of number of security systems based on the recommendations given by these authors for secure 

online banking . The present world is unified with expanding utilization of online access to administrations. A player in this which is 

developing swiftly is Internet Banking. To furnish customers with protected, predictable, strong online condition to do web based saving 

money the banks should actualize "best of breed" advancements to confirm customers characters when they sign in, to ensure that their 

information is transmitted safely and reliably Bank ought to have best reinforcement and possibility systems and ought to define best security 

designs and practices.  

 

KEYWORDS: Internet Banking, Security Standards, Contingency Strategies 

 

 

 

I. INTRODUCTION 

Online banking systems have turned out to be very well known over the most recent ten years [1]. It is an online installment system that 

empowers distinctive customers to lead online financial exchanges on a site. Customers from an online bank can deal with their records with 

their own electronic gadgets up to an Internet association is accessible. Online banking is additionally alluded as e-banking, virtual banking, 

Internet banking and by other term's [2]. There are mainly two stages in any online banking system, enlistment stage and login stage. Enlistment 

period of the considerable number of banks are having almost same structure. Login stage is separated into two security levels, first is using 

client id and exchange secret key and second level secret phrase security is using propelled system like one time secret key, framework specialist 

card, QR code, Biometric systems, Security questions and E-token and so forth. This security systems are produced to protect customer's 

financial balances from any dark cap community part. Bank information can be imperiled by master criminal programmers by modifying a 

financial institution's online information system, spreading pernicious infections, degenerate information, and corrupt the nature of an 

information system's performance[3]. In this way, High level secret word security systems are utilized by banks to protect from such sort of 

assaults. This review will cover definite investigation of abnormal state secret word security systems utilized by various banks and the 

examination of nationalized and private segment bank with different perspective 

 

II. SECURITY ISSUES IN ONLINE BANKING 

Delicate information such as personal data and identity, passwords are frequently related with personal property, secrecy and may present 

security concerns whenever spilled. Unlawful right of passage and use of private information may result in outcome, for example, character 

stealing, and also burglary of advantages. Various reasons for information security ruptures include: 

Phishing: Phishing is a kind of trick where the con artists take on the appearance of a dependable source in endeavor to gain private information, 

for example, PINs, and charge card information, and so forth through the internet. Phishing as often as possible occurs through provoke 

messaging, email and it tricks the client by showing any financial phony site in its genuine arrangement. These fashioned sites are much of the 

time wanted to appear to be indistinguishable to their genuine partners to abstain from misgiving from the client. 

Internet scams: Internet tricks are designs that sell out the client in a few different ways in endeavor to take advantage of them. This assaults are 

made to make the extortion with private resources of customer straightforwardly as opposed to individual information through false 

undertakings, affirmation traps and that's only the tip of the iceberg.  

Malware: Malware, mainly spyware, is malignant programming covered as authentic programming intended to aggregate and transmit private 

information, for example, PINs, without the customer's assent or learning. They are regularly spread through programming, email and records 

from informal spots. Malware is a standout amongst the most common wellbeing fears as much of the time it is difficult to choose whether a 

document is infected, regardless of the wellspring of the record [4].  

Identity theft: Wholesale fraud is a wrongdoing in which a fraudster gets key bits of individual information, for example, bank information, date 

of birth or driver's permit numbers, with the end goal to imitate someone. The individual information uncovered is then utilized criminally to 

apply for credit, purchasing merchandise and ventures, or increase right of passage to financial balances. 

Investment or share sale (boiler room) fraud: Engine compartment extortion is an assault in which illicit or forceful missselling of fake, 

valueless or immeasurably costly stocks are happens by offer fraudster. On the off chance that the injured individual erroneously contribute cash 

with this fraudster, he will unquestionably lose his everything cash contributed.  

Keystroke capturing/logging:. Keystroke capturing or logging assaults are happens with the assistance of programming or equipment key 

lumberjack. Anything that client compose on system can be caught and put away in a capacity. This really make a log record of client exercises 

and at a specific instance of multi day mail is consequently sent to the aggressor. This log record contains id and secret key of various clients and 

assailant can utilize this for his own motivation. This assault mainly happens at internet bistros. A refreshed antivirus and a decent firewall can 

protect any system from this sorts of assaults 
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Lottery fraud: In this type of fraud attacker send fake letters or e-mail messages, which recommend the user that he has won a lottery. To take 

the benefits of this, they are asked to respond email message with some private banking information of victim,this include his bank account 

details, complete personal information. Then, after getting this mail from victim attacker can use this information to commit further fraud.  

Pharming: In Pharming assault fraudster make false site, with the goal that individuals will visit them by slip-up. This assault happens when 

client mistype a site or a fraudster can divert movement from honest to goodness site to a phony one. The primary motivation behind pharmer is 

to get exploited people individual information for further fakes.  

Spyware: Spyware can enter in any system as shrouded segments of free projects. They can screen web use, keystroke logging and virtual 

snooping on client's PC movement. 

Trojan horse/Trojan: Trojan pony are the most risky sort of assault in which assailant can specifically gain unapproved access to unfortunate 

casualties systems. This infection enters in unfortunate casualty system with the assistance of various authentic programming. A refreshed 

antivirus and firewall can protect any client from this kind of assaults. 

Virus: Virus is a PC program that intended to imitate itself starting with one PC then onto the next. It can back off client system or degenerate its 

memory and records. Email and document sharing offices are the main purpose behind spreading infections. 

Worm: This is a malicious program that replicate or reproduce itself until all the storage space on a computer drive will be filled. It uses system 

time, speed, and space when duplicating. It can also interrupt internet usage [5].  

 

III. EXISTING METHOD 

3.1. Present Security Systems for Online Banking  

User id & Transaction Password: Firstly, New York introduces online banking using client id and content secret key in the mid 1980s. To get 

to online banking offices, a customer need to enroll himself with a one of a kind id and secret key for client check [2]. The new User id must be 6 

to 19 characters and the secret phrase must be 8 to 17 characters and should contain somewhere around 2 alpha and 2 numeric characters. 

Customer can set security information to email address, Security Queries, Authentication Pass Phrase and Computer Registration. Presently, 

client can access and take full advantages of internet banking administrations [6]. 

OTP: One-Time Password (OTP) Administration Using Mobile Phone Applied to Personal Internet Banking was executed first time in japan, 

2007. This is a validation benefit that makes utilization of an OTP notwithstanding the customary ID and secret key for individual ID. Client can 

utilize this OTP for better security amid online exchange by downloading uncommon secret phrase age programming to their cell phone. Client 

can perform verification by entering an OTP shown by the cell phone application notwithstanding their typical ID and secret phrase. The one-

time passwords are particular to every client, and another secret phrase is created each moment. Regardless of whether the secret key is gotten by 

an outsider deceitfully, it can't be utilized outside its lifetime [7]. 

QRP: code - QRP that is Quick Response Protocol, is a protected verification system that uses a two factor confirmation by combining a secret 

key and a camera prepared cell phone, where cell phone is acting as a validation token. It is exceptionally secure and furthermore simple to use 

for scrambled information. It is exceptionally secure convention for use on untrusted PCs. The genuine working of QRP system is as shrouded in 

figure 1 [8]. 

 
 

Fig. 1 Online authentication system using QRP 

 

Biometric: Biometric is particularly utilized for secure ATM exchange. In such an exchange, the utilization of a biometric component, for 

example, iris/retinal sweep, hand geometry or unique mark output can extraordinarily enhance generally security. Customers should simply 

enroll their biometric information at a bank's office. At that point they will have the capacity to pull back cash from ATM by simply giving their 

biometric secret phrase and giving their date of birth and Pin number. Right now there are 80,000 biometric empowered ATMs in japan utilized 

by in excess of 15 million clients [11].  

OTP and QR code: To take out danger of phishing and to affirm client character the system with the mix of OTP and QR code was created. QR-

code can be filtered by client cell phone which defeat the shortcoming of customary secret phrase based system. This enhance greater security by 

utilizing one time secret word (OTP) which covers up inside QR code. Figure 2 demonstrates the stream of this kind of confirmation system [9]. 
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Fig. 2 Working of Authentication System 

 

Grid Authority Card: Grid specialist Card is a card that aides in preventing the misrepresentation at the initial stage itself with the end goal that 

the extortion couldn't partake. In this system, the customer present his/her Visa accreditations alongside the particular Grid Characters on the grid 

card related with the Visa. Grid card contains the letter sets related with the numeric numbers printed on it. These grid codes are produced 

arbitrarily by the UI application through which the customer is connecting to the Payment Gateway by means of secure internet association. 

Without the Grid Card, nobody can do the online installments if there should arise an occurrence of Mastercard burglary or lost. It helps in 

dispose of online fakes. The example of ICICI grid card is as appeared in the figure 3. [10]. 

E-Token: E-Secure Token gives an extra security include when signing on to Internet Banking. The ESecure Token gives a "One-Time-PIN" 

(OTP), which ought to be utilized to get to the Internet Banking locales, together with username and secret key. Each OTP is substantial for one 

session; in this manner the E-Secure Token ought to be utilized to create an OTP with each login. To acquire login OTP client need to switch on 

his E-Secure Token utilizing the On/Off Button. At that point he need to enter his 4 digit mystery stick. Client's E-Secure Token LCD screen 

message will then show his login OTP. HSBC security gadget for secure web based keeping money is as appeared in the figure 4 [12]. 

SMS banking: SMS Banking is a service that provide customers to access their account information via mobile handset. SMS banking facilities 

are functioned using equally push and pull messages. Push messages are those that the bank selects to send out to a user's handset, without the 

consumer initiating a request for the information. Pull messages are those that are introduced by the customer, for obtaining information, using a 

mobile phone or executing a transaction in the bank account. Account balance Inquiry, Transaction Inquiry, Cheque status Inquiry, Password 

Change are the different services provided by SMS banking. To utilize this SMS banking facility user has to enroll himself in his specific branch 

of bank [13] 

3.2.Protect Yourself Online  
Make certain that you have the up-to-date security updates: From time to time, flaws are discovered from the programs running on your 

computer. These flaws can be misused by any black hate community member to gain access to workstations. As such, publishers will issue 

updates to correct these flaws.  

Install effective anti-virus software: You may as of now utilizing enemy of infection programming, yet the product ought to be refreshed 

routinely to give finish system protection. There are different effective plans to choose from, yet the most well-known beneficial items contain 

Symantec, McAfee, Trend Micro, Sophos and F-Secure. It is likewise solid to utilize free enemy of infection shield from Microsoft Security 

Essentials, Grisofts AVG, Avast and Clam Win. Be that as it may, know to visit the certified site as there are number of fashioned items 

professing to protect your system.  

Utilize an individual firewall: It is a minor program that helps to protect your workstation and its substance from questions on the web. 

Whenever mounted and appropriately and designed, it stops unapproved movement to and from your workstation. There are numerous effective 

plans to look over. Basic feasible models incorporate Check Point Zone Alarm (free) and Windows Firewall, Norton Personal Firewall and 

McAfee Personal Firewall.].  

Utilize an enemy of spyware program: This is really used to characterize programs that keep running on your workstation which screen and 

record the manner in which you surf the web and the locales you visit. It can likewise be downloaded denied of your consent or mindfulness and 

used to see individual information that you have entered internet, checking passwords, phone numbers, personality card numbers and Mastercard 

numbers. Against spyware programs as of now accessible incorporate Ad Aware, Microsoft Defender (free), Spyware Blaster, Spy Sweeper, 

Microsoft Defender (free), Spyware Blaster and Sunbelt Software Security Spy.  

Square spam email: Spam messages are exceptionally utilized for phishing assaults, enticing you to tap on connections that can specifically 

download malware to your PC or direct you to a phony site. That is the reason, for security reason it is smarter to expel any email shape an 

unrecognized source as quickly as time permits. A spam channel is there which can isolate spam email in discrete spam organizer, with the goal 

that you can without much of a stretch distinguish it. Evacuating undesirable spam without perusing will protect your system from phishing 

assault. 

Be aware to potential fraud: Be alert that there are some fake websites designed to pretend you and gather your private data. Now and then 

connects to such sites are encased in email messages stating to originate from budgetary foundations or further reliable associations. Never 

screen a connection encased in an email, regardless of whether it appears to originate from your bank.  
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Keep your passwords secure: Keep your secret phrase to yourself just, Make them difficult to figure, contrast them: Try to utilize dissimilar to 

passwords for various administrations, Change your passwords as often as possible and never record them.  

Be mindful where you go on the web: Avoid utilizing Banking or some other web offices that require passwords at web cafe's, libraries or some 

other open locales to maintain a strategic distance from the danger of information being duplicated and manhandled later you clear out.  

Continuously log off: recollect forget to log off from managing an account website and close your program after finish of your internet keeping 

money. This will expel all hints of your stopover from the workstation's memory.  

Secret key protect your PC: always remember to give a solid regulatory and ace secret key to your PC. This will dodge different customers 

from utilizing it in the event that it is stolen or left unattended.  

Try not to utilize head mode: Don't utilize regulatory mode since any individual who access it will then have about endless rights to see 

downloaded programming or put away information. It's far better than make a client record and sign in with that for consistently use [14]. 

 

IV.CONCLUSION 

From an operational perspective, this study indicates that Internet banking allows customer to conduct transaction at any time and thus it reduces 

the number of physical visit to a bank and it has reduced the cost per transaction. In any case, innovatively, executing online managing an 

account with the goal that it is evident to the customer is testing. Careful, arranging is an essential, if full helps are to be figured it out. In our 

investigation we have discovered that diverse advancements have assumed an imperative job to control the hazard factors through Authentication 

system. The execution of fitting confirmation philosophies should begin with an evaluation of the dangers looked by the Internet managing an 

account systems. An effective verification program ought to be executed to guarantee that validation instruments are suitable for the majority of 

the monetary establishments, Internet based items and administrations. It is obvious from our review that private banks are having 70-80% net 

saving money clients, while government banks are having just 20 to 30% net saving money clients. Security is given to most extreme banks from 

Symantec Corporation (USA) with TLS 1.0 secure protocol as well as message authentication, key exchange mechanism and encryption 

algorithms. 
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