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Abstract: Malware analysis comprises of use of different tools & methods to identify the key activities being performed by the
malware. The investigation also includes identifying the mischievous or hidden activity being performed by a genuine application
program. Many times freeware/ shareware programs are distributed in the community for the purpose of stealing user information
and to compromise the end user systems. With day by day increase in computation power & with ease of availability of resources
(online tutorials, cloud hosting infra), attackers are now able to develop complex malwares that can bypass antivirus programs.
Attackers often use encryption to hide detection. Therefore, use of static & dynamic approaches is key to effective malware

analysis.

Index Terms- Malware, Software, cloud, encryption, freeware, shareware.

l. INTRODUCTION

With increase in the user base of Internet the number of malwares is increasing very rapidly regardless of the
antivirus/antimalware software. It a massive challenge for the antivirus solutions to detect the malware as attackers develop new
kind of techniques to evade from the detection. Typically the anti-virus software uses signature or feed based detection
techniques which is incompetent in the present scenario. Malwares are also capable to create their own variants which results in
change of signatures/hashes through which it can easily evade antivirus detection.

Il. TYPES OF MALWARE ANALYSIS

1) Static Malware analysis - Static analysis is the process of analyzing the code or structure of a program to identify its behavior.

The program itself is not executed during this process. It is more efficient & cost effective than dynamic analysis.

SNo | Name Functionality

1 Virustotal.com A cloud based application to analyze programs
and hash based detection

2 PEID To check packed/obfuscated binary programs

3 Md5deep To calculate MD5, SHA-1, SHA-256 of the files

Table 1 — Static malware analysis tools

2) Dynamic Malware analysis — In Dynamic malware analysis the sample file or program is executed in a controlled
environment and activity/behavior is monitored to detect malicious intent. This technique requires more sophisticated skills and it
requires an isolated setup environment.

SNo

Name

Functionality

1

Hybrid-analysis.com

A cloud based application to dynamically
analyze programs

IDA Pro

A debugger to dynamically execute executables,
to debug code in assembly

Immunity Debugger

A debugger to dynamically execute executables,
to create breakpoints & to debug code in
assembly

Table 2 — Dynamic malware analysis tools
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I1l. ANALYSIS USING DIFFERENT TOOLS
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Image 2 — Dynamic malware analysis using IDA Pro
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Image 3 — Dynamic malware analysis using VirusTotal
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