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Abstract : Intrusion Detection has been detected since many years and the area attained the next level. Indeed , the confrontation grow, e.g.,
how an Intrusion Detection System (IDS) can detect distributed attacks. To gear up with the solution, we propose a dispensed IDS, with available
support of mobile agent methodology and the exactness supplied by the data mining skills.
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. INTRODUCTION

doorway of a network, Intrusion Detection Systems (IDS)s have the quality to find and oppose the Obtrusion sharp and
fast. How- ever, most current IDSs are centralized and thus a central analyzer presents a favorable target to the attackers [1].

In this paper, we carry out a systematic another way of gearing up this problem. And through the advantages of mobile agent
methodology, that has: depletion of network burden, solving network latency, system capacity to be changed in size or scale., etc,
this methodology seems effectively solve obtrusion detection in a distributed environment [2]. We gears up with a new dispensed
IDS, called ODS-MAS (Obtrusion Detection System using Mobile AgentS based Data mining). The ODS-MAS system, in-turn
connects the data mining and the mobile agents in to find informed and uninformed defends.

1.1 THE ODS - MAS SYSTEM

The mobile agent is the code/object on move which travels in its itinerary within the network of connected nodes.[3] The figure
1 depicts the architecture of ODS-MAS.
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Figure 1: Architecture of ODS-MAS

A dispensed structure is made up of various agents that is capable of taking a start form one place and reaches another station
usually: Sniffer, Filter, Misuse Detection, Anomaly Detection, Rule Mining and Speaker Agent [5].

1.2 The Sniffer Agent

A Sniffer is a program on the network traffic by grabbing information travel-ling over a network . Mobile agents figure 2
depicts the method it perform a task by migrating and executing on several nodes connected to the network. Ignored to detect
sniffers [4], the network administrator sends some special types of mobile agents in the network and collects information from
different nodes.
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Figure 2 : Migration of the Sniffer Agent

The Sniffer Agent collects the network packets and stores them in a “sniffing file”. The benefits of this kind of agent include: i)
the cloning and the distribution throughout the network; and ii) the duplication in order to lighten the network charge.

1.3 The Filter Agent

The Filter Agent aggregates and merges events stored in the sniffing file. It performs its tasks as a pre treatment phase, which
precedes the analysis phase, Where each points (xi ) can be more than MA in same time, then the degree according to distance
between them is center (vj)and the point. To minimize with the time taken with objective function [6]:
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The fuzzy steps

The Algorithm Fuzzy C —Means steps are :
1. Initialize U=[Uij] matrix, U(0).
2. At k—step: calculate the centers vectors C(k)=[cj]with U(Kk) [6]
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3. Update U(k), U(k+1)

1.4 The Misuse Detection Agent

The function of the Misuse detection agent is to find the informed attacks in networks. It is detected by comparing the
signatures of filtered packets and attack signatures. Hence, if there is a similarity between the filtered packets and attacks
signatures, then the agent knocks over an alert. In turn, it eliminates the misused known packets for further movements. These
agents can find and defense only the known attacks.

1.5 The Anomaly Detection Agent

The Anomaly Detection Agent provides the combination of distributed IDS with clustering techniques. The technique gears up
the to find the uninformed attacks without delaying on system performance. The clustering-based anomaly detection algorithm is
based on the steps described as follows[1]:

Pace 1 (Initialize) : The working data is partitioned to k clusters;
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Pace 2 (Assign) : Prepare to post each in nearby cluster;

Pace 3 (Update) : The mean of data members are updated to respective center;

Pace 4 (Iterate) : Pace 2 and 3 iterated till the updates are available;

Pace 5 (Anomaly Detection) :

For each data test occurrence M:

1. Calculate the Euclidean length between M a beginning cluster Ci;

2. Detect the cluster Ci nearest to M;

3. Arrange M as an anomaly or a normal occurrence with existing Threshold.
1.5 The Rule Mining Agent

The agent throws out the required collection of discovered anomalous connections. The manipulation of complete association rule
takes places in our Intelligent server (I-server) which contains an Movable Intelligent Agent (MIA) and few immovable
agents(ImA). The dividers made earlier are placed in isolated sites in distributed environment [7].The association rules in mining
is incorporated with the Informative Generic Basis () [6]. In turn, removes the repetition and applied during an obtrusion
detection process provides: the increment of complete coverage of informed attacks and summarizes the needed knowledge, when
the information is lossless [6]. It results in the database of signatures of the Misuse Detection Agent and modified in regular
routine by the validation of the extracted rule set.

1.6 The Speaker Agent

The administrator receives the detected results from Misuse and the Anomaly findings through the Speaker Agent.

111 EXPERIMENTAL RESULTS

3.1 Algorithm
Level 1: The computation begins from packet 1. e.g the service.

Level 2: The attributes are calculated while the connection is active.
Level 3: The attributes are calculated at the last point of connection and verified.

Level 4: The attributes are calculated at the last, still it needs an active connection.[8]

If (H1(X) =Standard) V (H1(X)=0Obtrusion) then
-if H2(X) = Standard
then
Output € H1(X) (Standard or Obtrusion)
-else
Output € New obtrusion
Else
Output € H1(X)

The below Table 1 depicts the results of experiments that had partly used the traffic data DARPA[3]. It shows the dispensed
records during the training and testing datasets.
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Trance Training Testing
Category Set Set
Standard 48886 27322
Obtrusion 37804 23009

Table 3.1: Experimental Results

3.2 Metrics
To calculate the working of an ODS, two metrics as:

Metrics 1: The Finding Rate (FR), counts the obtrusion finding number;

Metrics 2: The Fake Constructive Rate (FCR), counts the wrongly found obtrusion number.

The finest piece of anomaly clustering-based algorithm obtained when FR = 89.89% and FCR = 1.00%.

1V CONCLUSION

In this paper, a dispensed multi-agent ODS architecture, called ODS-MAS was presented. The methodology combines the data
mining techniques and mobile agents to contain the essentials in dispensed Distributed Systems. The initial results from
experiments shows that mining algorithms used in ODS-MAS will be viable for finding the attacks within a dispensed
environment.
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