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ABSTRACT
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In current days, the cloud technology grained query result verification mechanism,

gets a rapid increase of user attention by data owner. data user

several small scale and large scale companies | INTRODUCTION
which include Software, Business Process

Outsourcing (BPO), Healthcare, educational The demand for cloud storage is

institutions and a lot more fields. It became rapidly incfCagig these q@ys, the current

popular to mange personal data for the clouds storage is almost centralized along

. . . with details of data owners and data users.
economic savings. But for the privacy, the

sensitive data in the cloud is must be TheR daig@y/~>1y\gghle Ry the cloud

encrypted before uploading it into the cloud server, All the datapéan be viewed and

. accessed by anyone who is having an
server. Moreover the cloud server is dishonest y y g

. . account within the cloud. So the data is not
and it cannot give accurate search results for

user who wants to access the actual files. To secured, that is anyone canmodify the data.

solve this problem, we proposed and analysed ks [ggtuity the cloud data,

the importance of bloom filter over encrypted then the person cannot be identified in cloud

data in cloud to provide the accurate searching server. The problem is that, generally we use

of data for the cloud users. Here we designed MD5 algorithm for the integration of the

. . . data in the cloud but in the existing clouds
a mechanism called fine-grained query results

verification. In this mechanism, over a set of there is no concept like applying this MD5

given encrypted query results set, the query algorithm for uploading data in the cloud.
user verifies the quality of each data file in the

set and authorize the data by using Message They used stream cipher and block

Digest (MD5) algorithm. A short signature cipher operations. They even provided

key is generated in this MD5 algorithm which searching techniques to find the encrypted

Is used to verify the data authentication. data in cloud for security but they haven’t

authenticated whether their file is modified
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or not when it reached to the user [3]. Even
wildcard-based technique is used to construct
the storage efficient fuzzy keyword sets by
exploiting a significant observation on the
similarity metric of edit distance. These fuzzy
keywords used to search encrypted data [4].
Some tried to authenticate the file to check
whether there are any modifications by using
vector space model combined with the TF X
IDF rule and a cosine similarity is used to
measure the similarity of files. The files are

uploaded file and requested file to download

[1].

In our work we proposed a secure
search techniques for encrypted data in cloud
to allow an authorized user to query data files
in cloud with certain keyword of the person’s
interest to download a file which is done while
uploading a file into cloud for faster retrieval
of file. We use a secure index is a data
structure that allows a query with a trapdoor
for a word x to test in O (1) time [6]. The
encrypted query keyword is received by the
user through mail. The goal is achieved by
obtaining secure hash code (i.e, verification
object) for files in the cloud. Here we
proposed a hash code generation technique for
authentication of verification object generated
while uploading and retrieving of files. Hash
code is generated using message digest
algorithm.

In our paper work we used DriveHQ as

live cloud to secure the data. The DriveHQ is

the live cloud we have used to store these
data files securely through File Transfer
Protocol (FTP) connection. This cloud also
supports the FTP for the data file storage in
the cloud. This DriveHQ cloud is offering
reliable cloud file storage. The file manager
of this cloud can manage, share, sync,
collaborate and publish local or cloud files

with unusual reliability and ease [2].

The paper is organised as follows: In
Section2 first we describe the proposed
method architecture, bloom filter and then
the algorithms that we mainly used
Advanced Encryption Standard (AES) for
encryption and decryption and MD5 for hash
code generation. Then in the same section
we describe the significance of the three
modules in our proposed system. Next we
explain the detailed process steps of our
proposed system mechanism. In Section 3
we explained the results of outputs we got
and analysed the effectiveness of the data
even if it gets modified. Our conclusions and
future enhancement are presented in Section

4 and Section 5 respectively.

Il. PROPOSED SYSTEM

There are several architectures that
combine recent and non-cryptographic
primitives [5] but in our paper work we want
to secure our data from unknown user who

tries to modify the data in cloud.
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technique we encrypt the data before storing
it in cloud and we used 128 key size.

rﬂifﬂ'ﬁ'%"ﬂm MD5 algorithm (Message Digest 5):
(l

Eneyp & Stor e Data ﬂ It accepts input without considering its

length and produce fixed length output. The
Dikonest O SEVEE 4t o e it iy g output is the hash code it is used for

TA— authentication of data. In our work we
9 authenticate whether we received the file
Dit ey K - with modifications or not. The output
Data Orner's —

contains for 32 hexadecimal digits.
Data Tsers

Figure 1: Proposed system architecture

ahd5agTE

Bloom Filter is a searching technique

cd67nl990889

used to search file in cloud by data user using
keyword to search a file. Owner uploads the
file into cloud with certain keyword. User INPUT PROCES UTPT
searches the file with keyword. The main
concept is user must receive the same file as Figure 2: MD5 Hashing
owner uploaded. For security user can view or

download the file after getting permission Our Proposed System has 3 modules —

from owner because data is in encrypted

manner. A. Data Owner
AES(Advanced Encryption Standard): B. Data User
AES is a block cipher which operates on C. Cloud server

block size of different key sizes to encrypt and

decrypt the data. To encrypt it repeats four A. Data Owner

major functions in each round to produce 1. They can upload the file into the

cipher text there are: Sub Bytes, Shift rows, cloud.

Mix Columns and Add key. Number of rounds 2. They can also view upload files,

depends upon the key size. If key size is 128 download files.
then 10 rounds are performed. Similarly for

192-12 rounds and 256-14 rounds. In our
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3.

These gives approval to user who want
to download the file by sending

verification object to user mail.

B. Data User

1.

They can login into the site with secret

key received through mail after
registering into the site.

They can request the owner to
download file by searching all the files
which are uploaded by the owners.
They search the file which they
required with keyword.

They can download the file only after
getting the approval from the data

owners.

C. Cloud Server

1.

The cloud server is able to view all the
details of file.

Data owner can edit or modify the files
in cloud server.
The cloud
downloaded history.

server contains all

The detailed process of our proposed system

steps are as follows:-

1.

The data owner wants to upload file
we have to connect this to the cloud
using FTP connection to the cloud.

Upload file: The file which is uploaded
into cloud contains encryption data.
done

The encryption is using

Advanced Encryption Standard (AES)

10.

algorithm. The secret key is
generated by using key generator
function.

The data user who tries to login will
receive a secret key like One Time
Password (OTP).

The data user searches the file with
the search keyword (related to file
the person wants to download).

In order to download a file the data
user must select a file and request to
the data owner.

The data owner approves the request
and sends verification object to the
user through mail .We generated the
mail using javax.mail.

contains

The verification object

information  like trapdoor key,
decryption key, and verification
object.

The verification object is the hash
code of the file generated by using
message digest MD5 algorithm.

The data user enters the trapdoor key
and decryption key to download the
file. This person can also verify
whether the file is modified or not by
verification object.

Although the file is modified, data
user is able to download the file

same as uploaded by owner.
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cloud. When we open the file in cloud it is in
encrypted manner. For security we are

encrypting the file.

D erification
Objects

s1nsay] Aand

:
}
:

0
) ———
7 Verify the authenticity of

Datauser  verification objects

erify the correctness and
completeness of query results

W

Figure 3: Procedure for File Download

I11. RESULTS AND ANALYSIS

We have created web pages using
JavaScript programming language. This Figure 4: Data Owner uploading the file
JavaScript allows the web pagesto become
interactive. JavaScript works on client side as

) ] Drlve FEATRES PRICNG  SOFTWARE
well as server side. Fest Coud I Sevce Provids

1 & Downioad shae [lPublish  @NewFolder D NewFle (MCopy 3¢t Delete

The first step in our process is data owner il

@seect QSewch &0ownioadhl SView [7Song $Opions IMSide P PlayMusic @ Lock Lt

has to register into our site to upload any files N Ao CodeTis Moy Tre v s

- - - 13 bOdetais ! VAN 14532 PM 1202020 14520 X68
into the cloud. Data owner must register into e, o _
(3 dummy et / W22 V2020750 1TAM 48

the site by giving up all the details in order to Tosmew / 01920 S L L
A . e / 30N024120P0 3202024119 PM 48

store data in cloud. Then owner has to login B , WA oo 6
into the site so that he is able to find the Bt / WL 48
Bt / VN 1046%M 48

upload button. The data owner has to upload 0 awassowensn 7 ) I

. .o . Bzt / HANGIB4IAM 226202081640 AM 1K8

the file by giving the keyword to the file so - p WARROLA  2EUARODA A

that data user can easily find the file. The file

is stored in DriveHQ cloud as it is a free Figure 5 File Storage in DriveHQ Cloud
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Figure 6: List of all downloaded files and

uploaded files in the cloud

Next step is the data user register into
site which we have like name, email and other
details. Then the data user login to the site
with secret key every time like one time
password. The secret key is sent to the data
user through mail.

¢« 0O 7§ 20 O

CLOUD SERVER nboxx

drivehqalerts@gmail.com
tome ~

Secret key: 972245

Figure 7: Secret key received through mail

After login to the site data user finds
search files button. When data user click that
button, the person receive a web page for

searching the file.

Then data user asks permission to the
data owner by clicking request button in
action column. Then in data owner site in
requested files web page data owner receives
file name and file access granted in action
column this means that somebody asks
permission to owner for file download .
Immediately data owner accepts the request
asked by data user. Then user gets Approved
in action column. Then the data user
receives the mail which contains information
like decryption key, verification object and
trapdoor key to download the file.
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In order to download the file from
cloud the data user has to enter the trapdoor
key which is nothing but the hash code of
file name generated by using MD5
algorithm. If the data user correctly enters
trapdoor key then he is able to download the

e GRS k= I o Pequet file or else not.

Figure 8: Data user requesting a file from
the Data Owner

field Flekene el (lerkane  Tie St

} e N4 g Fiekes Granted

Figure 11: Verification by the Data User -

Figure 9: Data Owner granting access to the Trapdoor key

Data User
After correctly entering the trapdoor

key data user enters into download page

¢« 88 = = © D » e -
where the person checks the verification

CLOUD SERVER &S object to know whether anybody tries to

drivehqalerts@gmail.com modify the file. If uploaded verification

tome «

object and received file verification object
Trapdoor key: qs+W5Cfit663KuOq7Ek7eA==

Verification Object : -1835076834 are same then data user understood that

File Decryption Key: OOuWx1WHVcSR34N2WV16sQ==

nobody tries to modify the data in file.

Figure 10: Data User getting mail from the

Cloud to access the file If verification objects of uploaded

file and received file are different then it
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means that somebody tries to modify the data. download the file
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Figure 12: If nobody modifies the data
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Figure 15: The data in the file getting

Figure 13: If anybody modified the data displayed and also to download the file

In text area the data is in encrypted In the above, figure the original

format. If data user correctly enters decryption content of the file viewed in text area of

key then the person can download the file or correctly entering the.dectyption key by data

else data user is unable to download the file. user which the person-had regeived through

mail from data owner.

After correctly entering the decryption

key then data user is able to see the decrypted The data user can view the file in text
data of the file that is original content of the

file.

area or we can download the file and save
for future reference. To download there is
download button in the website. If data user

clicks the download button then the file is

downloaded into the download folder of the
user local machine where the person can see
the file.

IV. CONCLUSION

Decypen ey

a Hence we proposed a secure, easily
Figure 14: Entering the decryption key to

integrated  fine-grained  query  results
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verification mechanism for searching in a
secure manner over encrypted cloud data. Our
method will verify whether we received the
file same as the original file uploaded by the
data owner or anybody tries to modify the data
in  between the time of uploaded and
downloading the file. We store the data in the
cloud in encrypted format. A hash code
generation technique is used to for
authentication of verification object generated
while uploading and retrieving of files. Hash
code is generated using message digest

algorithm.

V. FUTURE ENHANCEMENT

This mechanism can be used in the
third party systems to run the online bank
transactions securely. Also this can be used in
health care sector for the patients retrieving
the data securely. This can further enhanced
by storing the other type of format files like
images, audios, videos into the cloud and
performing the encryption, decryption and

also the data authentication on these type files.
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