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ABSTRACT-- This project presents Quantum Key 

Distribution Protocols (QKDPs) to safeguard security in 

massive networks, by mistreatment DES algorithmic 

rule for secret writing and decryption of .txt file. In this 

project, secure communication between the sender and 

also the receiver is being created attainable through a 

trusted center by mistreatment secret key 

authentication. The trustworthy Center distributes a 

quantum key to each the sender and also the receiver 

when the verification of the secret key. The sender 

encrypts the info and sends to the receiver side solely 

when getting the quantum key from the Trusted Center. 

Similarly the decoding method happens. RSA 

algorithmic rule is getting used for quantum key 

distribution. and the input txt file is retrieved on the 

receiver aspect. 

I INTRODUCTION 

Authentication is the process which allows a sender 

and receiver of information to validate each other. If 

the sender and receiver of information cannot 

properly authenticate each other, there is no trust in 

the activities or information provided by either party.  

Authentication can involve highly complex and 

secure methods or can be very simple.   

Various authentication methods like password, finger 

print, handprint, retina pattern, etc. are used. In this 

methodology, sometimes it will reject valid user and 

accepts invalid user. So people are not comfortable 

with these approaches. 

The simplest form of authentication is the 

transmission of a shared password between entities 

wishing to authenticate each other. In classical 

cryptography, three-way key distribution protocols 

utilize challenge response mechanisms or timestamps 

to forestall replay attacks .However, challenge 

response mechanisms need at least 2 communication 

rounds between the TC and participants. 

The timestamp approach desires the idea of clock 

synchronization that isn't sensible in distributed 

systems. Furthermore, classical cryptography cannot 

find the existence of passive attacks like 

eavesdropping. 

 

II LITERATURE REVIEW 

Different authentication techniques are used for 

communication. Nowadays, biometric authentication 

is popular. The advantages and disadvantages of 

various biometric authentication technique is 

discussed in [1].This paper addresses the actors 

affecting various authentication 

techniques[2].Graphical password authentication 

techniques are discussed in[3].To provide the 

efficient way of authentication, an integration of 

physical biometric approach is used. Minutiae 

mapping is introduced to extract the finger, iris and 

palm print and RC4, DWT algorithm for encryption 

and hiding the information[4].  

 In quantum cryptography, quantum key distribution 

protocols (QKDPs) use quantum mechanisms to 

distribute session keys and public discussions to test 

for eavesdroppers and verify the correctness of a 

session key.However, public discussions need extra 

communication rounds between a sender and receiver 

and price precious qubits. By contrast, classical 

cryptography provides convenient techniques that 

enable economical key verification and user 

authentication. 

The advantages of each the classical and quantum 

cryptography are utilized within the projected QKDP. 

The advantages of proposed system are :a)Man 

within the middle attacks will be prevented, 

eavesdropping will be detected, and replay attacks 

will be avoided simply.b)User authentication and 

session key verification will be accomplished in one 

step while not public discussions between a sender 

and receiver.c)The secret key pre-shared by a TC and 

a user will be a long term  

III METHODOLOGY 

The proposed methodology using quantum key 

distribution protocols contains the following 

modules: 

1.  Sender Module. 
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2. Trusted Center Module and 

3. Receiver Module. 

A. Sender Module 

This module has three sub-modules.They are, 

1. Registration  

2. Login 

3. Send data 

   B. Trusted Center Module 

 Secret Key Verification 

 Session Key Generation 

 Qubit Generation 

 Quantum Key Generation 

To generate the quantum key using the qubit and the 

session key which depends on the qubit combination 

such as, 

1. If the value is 0 and 0, then 1/0.707(p[0]+p[1]) 

2. If the value is 1 and 0, then 1/0.707(p[0]-p[1]) 

3. If the value is 0 and 1, then p[0] 

4. If the value is 1 and 1, then p[1] 

 Key Distribution  

C.Receiver Module 

This module has three sub-modules. They are, 

1. Registration  

2. Login  

3. Receive data 

The Use case Diagram for Quantum key 

Generation is shown in fig 3.1. For 

Encryption & Decryption,  DES( Data 

Encryption Standard) algorithm is used and 

for key generation RSA algorithm is used. 

 

Figure 3.1: Use case Diagram – Quantum key 

Generation 

DES algorithm: 

The basic operations are DES Encryption. It 

includes 

a)Initial permutation 

b)Details of a single round 

c)Sub-Key generation 

DES Decryption uses the same procedure as 

encryption, except that the application of the Sub-

Keys is reversed. 

RSA algorithm: 

Key Generation 

1. Select p ,q where both p and q both prime, 

p≠q  

2. Calculate n=p*q 

3. Calculate Ø(n)=(p-1)(q-1) 

4. Select integer e where gcd (Ø(n),e)=1; 
1<e<Ø(n) 

5. Calculate d where d= e^-1 mod Ø(n)  

6. Public key   KU={e ,n} 

7. Private key  KR={d ,n} 

After the registration of sender and receiver 

esecret key is generation should be done.After 

that quantum key generation should be done 
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on both the sides. 

 

Fig 3.2: Quantum Key Generation (After both 

sender and receiver logged in) 

 

Fig 3.3 Path name of the .txt file and the Ip 
address of the local system 

Data to be Encrypted 

 

Fig 3.4 Data to be Encrypted 

IV CONCLUSION AND FUTURE 

ENHANCESMENT 

Compared with classical three-party key 

distribution protocols, the proposed QKDPs easily 

resist replay and passive attacks. Compared with 
other QKDPs, the proposed schemes efficiently 

achieve key verification and user authentication 

and preserve a long-term secret key between the 
TC and each user. Additionally, the proposed 

QKDPs have fewer communication rounds than 

other protocols. By combining the advantages of 
classical cryptography with quantum cryptography, 

this work presents a new direction in designing 

QKDPs.The whole project can be enhanced for 

secure communication between two systems in a 
local area network through the trusted center which 

can be a third system in the local area network. 
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