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ABSTRACT

Now a days, the popularity of the Internet of Things (IoT) has led to a very rapid development and
significant advancement of ubiquitous applications seamlessly that are integrated within our daily life.
Owing to the accompanying growth of the importance of privacy, a great deal of attention has focused on
the issues of secure management and robust access control of 10T devices. In this paper, we propose the
design of a blockchain connected gateway which adaptively and securely maintains user privacy
preferences for l1oT devices in the blockchain network. Individual privacy leakage can be prevented
because the gateway effectively protects sensitive data from being accessed without their consent. A robust
digital signature an encryption mechanism is proposed for the purposes of authentication and secure
management of privacy preferences. Furthermore, we adopt the blockchain network as the underlying
architecture of data processing and maintenance to resolve privacy disputes.
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1. INTRODUCTION

Internet of things (1oT) equipped with electronic device are widely trending in this modern era, devices like
Passive Radio Frequency (RF) or Blue Tooth Low Energy (BLE) are examples for such devices. These
devices are mainly used for the identification purpose and computing for the communication capabilities as
well as used as the real world applications. And one kind of example we can see here is the common
wearable’s with biometric data, retrieval data and health management have become popular in daily life.
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Figure 1: Example of User wearable Device

As we can seen in the figure 1 there are wearable devises based on BLE use to monitor the human body
conditions like heart beat sensor, intelligent glass, smart shows which are used in tracking status of human
body. So, mainly in this technology privacy leakage may occur i.e., the data leakage may happen between
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the hardware point are variable itself, are it could happen between wearable device and mobile gateway
like the smart phone.

So this study designs and proposes and gateway supported security enhancement in 10T. Here we are using
Blockchain Network for the management of privacy preferences. Blockchain technology where mainly
focuses on the security i.e., to protect and manage the user preferences that are maintained. So this is all
done through an gateway called Blockchain Gateway which intensifies the privacy protection where as the
loT devices are still in need.

2. RELATED WORK

Blockchain gateways is also proposed , where these tailored for use with 10T scenarios for obtaining user
consent for 10T applications in the health care domain which are proposed are explained in various papers,
In [1,6,7] With rapid growth of 10T applications with threatens effecting users privacy . Soon, users will be
surrounded by a significant number of devices bearing sensors. These devices will collect data that can be
used to monitor users and create user profiles, with or without their consent. [2,5] IoT objects are equipped
with electronics, such as passive Radio Frequency (RF) tags or Bluetooth Low Energy (BLE) modules, to
provide the objects themselves with identification, computing, and communication capabilities to support
versatile ubiquitous service applications in the real world. [3,4] IoT empowers to connect and communicate
and converting the physical world into an enormous information system. Various technologies, like Cloud
Computing and Machine Learning to Data Analysis and Information Modeling, are quickly becoming an
integral part of IoT fabric. The tremendous advancement in the field of [oT is causing growth in
Information and Communication Technology (ICT) business as well.

3. EXISTING SYSTEM

In the existing system although it offers a good privacy solution but there is no guarantee for the leakage of
data. Though we need loT devices to support the operation, and also modifying are replacing these 10T
devises may be cost efficient as well. So, to overcome this we have introduce and technology proposed in
proposed system.

DISADVANTAGES OF EXISTING SYSTEM:

> Cost Efficient.
> Modifying or Replacing is a tedious job.
> Privacy is not guarantee.

4. PROPOSED SYSTEM

Enhancing the existing system we have proposed a system to overcome the drawbacks of the privacy and
security issues that will occur in the present system. So we are proposing a system (BC Gateway) that is
Blockchain connected gateway which uses the Blockchain Technology.

Here we are proposed with one modules. Firstly the administration module for connection with the BC
gateway. Second one is the when a user connect his/her smart phone to the BC gateway. So it mainly
focuses on consistent concentration on BC gateway where it is utilizing the technology of Blockchain for
privacy and security purpose and thus Quashing disputes in privacy practices.
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ADVANTAGES OF PROPOSED SYSTEM :

> Enhance security
> Privacy is a key factor
> Transactions are not lost they can be retrieved.

5. METHODOLOGY
In general there are three steps of participants involve. They are :

1. The owner or administrators of 10T devises
2. The BC gateway administrators &
3. The end users
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Figure 2: Various operations related to System

In figure 2 the information must be stored first in order to excess the information so this path is done by
administrator of the devise. So the information like devise name, manufacture related information, features
etc., and also other attributers like privacy policies. Here the administrator can create a smart contract for
the gateway administrator which will link the smart of the devise.

Step 1 : User uses the smart phone to connect the BC gateway

Step 2 : User can obtain the address of the gateways smart contract

6. CONCLUSION

This paper contributes and mainly eliminates the disputes arising in the privacy. The BC gateway which
we are using acts as are intermediator between 10T devise and users. Hence we are introducing this
technology for preventing the sensitive data leakage that is happen between various devices. Thus this can
be implemented in many real world applications as it is trust worthy application.
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7. FUTURE ENHANCEMENT

As future work, we intend to investigate further the issues that surround each of the components that
comprise the proposed framework of data privacy. In addition we can implement step 3 that is the user
can retrieve the address of 10T device smart contract and fetch device information and privacy policies
,Step 4 user can connect to associated BC gateway and notify the gateway and step 5 storing the preference
data in BC gateway step 6 preservance of the data in an BC network step 7 & 8 gateway will process the
request made by the user preference and other module we can further enhance one is the when a user
connect his/her smart phone to the BC gateway.

Hence we use this technology called Block chain which is connected via BC gateway to protect the user
preference and privacy.
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