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Abstract 

The paper is a about implementation of Lattices in cryptosystem schemes in particular Learning with Error first 

introduced by Oded Regev [3].Lattices are proven to be best candidate for post quantum cryptography. Lattice 

based cryptography is also one of the candidate for post quantum computing cryptography as once the quantum 

computers will be built the existing standard cryptosystem which are based on number theory , particularly 

based on hard to factorizing large numbers, will no longer be secure as these existing hard problem on standard 

computers that enable quantum computers to calculate within polynomial time. . 

 

1.Introduction: 

Post .quantum   cryptography is all about public key cryptography because quantum computers can break all a 

known quantum  cryptography and public key cryptosystem [5]. In public key encryption there comes two 

important technologies that have public  and secret key . Plain text is encrypted using the public key we obtain the 

ciphertext decrypted using the secret key and obtain the plaintext back. Once the quantum computers will com into 

existence  that become very threating and the chances of breaking of  the existing encryption schemes will be 

possible 

 Peter  Shor[4] algorithm  developed  in 1994 proved to break key exchange and digital signature security. The 

encryptions which are very sophisticated could be cracked within a minute by quantum computers whereas the 

normal computers cannot crack those in years. There is a huge difference between the functionality of quantum 

computers from the existing classical computers. 

Hardness of a  problem in cryptography requires that problem which is easy to construct but hard to crack and one 

of the existing As we know that RSA[1] a public key  cryptosystem make it secure because of hardness of factoring 

. Lattice based cryptography has given new direction to public key cryptography based on idea that with an 

available integer constrain the lattice can express certain problem that are actually  very hard to solve. Particular 

advantage for lattice problems is that till now there not existing  an efficient algorithm classical or quantum that 

can crack  such problems even in an exponential time. Ajtai[2] contribution about worst-case to average case 

reduction for lattice problems gave new direction to lattice based public key cryptosystem. Two computational 

problems associated with integer lattices :SVP, CVP. Regev [3] contributed in lattice based cryptosystem with an 

efficient method called Learning with Error(LWE)  for SVP. 

 

 

2.Definition:-  

Lattice :-  For n numbers of linearly independent vectors 𝒷1
⃗⃗ ⃗⃗   , 𝒷2

⃗⃗⃗⃗  ⃗ , … , 𝒷𝑛
⃗⃗⃗⃗  ⃗ ∈ ℝ𝑛  the lattice developed by these  is 

defined as 

 

ℒ(𝒷1
⃗⃗ ⃗⃗   , 𝒷2

⃗⃗⃗⃗  ⃗ , … , 𝒷𝑛
⃗⃗⃗⃗  ⃗  ) = (∑ 𝔵𝑖𝒷𝑖

⃗⃗⃗⃗  /  𝔵𝑖 ∈ ℤ)   , where 𝒷1
⃗⃗ ⃗⃗   , 𝒷2

⃗⃗⃗⃗  ⃗ , … , 𝒷𝑛
⃗⃗⃗⃗  ⃗  forms the basis of the Lattice. 

 

Let’s say if  {𝔳1⃗⃗  ⃗ , 𝔳2⃗⃗  ⃗ } forms the basis for ℝ2  then  (𝛼𝔳1⃗⃗  ⃗ + 𝛽𝔳2⃗⃗  ⃗ ) form a two dimensional lattice ℒ(𝔳1⃗⃗  ⃗ , 𝔳2⃗⃗  ⃗  ) where  

𝛼, 𝛽 ∈ ℤ 
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3.Some Hard Problems of Lattices 

1. Shortest Vector Problem (SVP) :- Find the non-zero shortest vector within  lattice when the basis of the 

lattice are given . 

2. Closest.Vector Problem (CVP):- When basis of the lattice are given and vector 𝔳⃗   which is not part of the 

lattice find the vector  closest to 𝔳⃗  that is within the Lattice 

3. Bounded Distance Decoding:- Similar to the closest vector problem, find the lattice point ‘s’ closed given 

that v is known to be close to s. 

4. Covering Radius Problem:-Given a basis for a Lattice find the smallest sphere that when placed at.every 

lattice.point it includes Lattice points 2 in numbers. 

 

In this chapter we will focus on one of the above problem that is shortest vector problem 

To find the shortest vector in a given Lattice might not be hard with few entries but when it has to be dealt with 

thousands of entries it would be actually quiet difficult and to find exact answer takes exponential time and that 

makes very useful for constructing cryptosystem based on that hard problem to make it secure. 

 

Just like RSA Alica chooses a private key and publishes a public key then Bob uses the public key to encrypt a 

private message and sent his encrypted message back to Alica . Now Alica uses her secret key she can easily 

decipher his message but for eavesdropper it is a very hard problem to find what exactly Bob sent to Alica. In 

this case the hard problem is Learning with error. In this chapter we discuss the basic concept behind the 

construction of cryptosystem for a beginner to understand in a simple way.  

 

4.Algorithm to find SVP using learning with error  LWE  

Alica and Bob choses a random matrix A and large integer 𝑞 

Public Keys :  Matrix A and 𝑞  

where   

𝐴 = [

𝒶11 … 𝒶1𝑛

⋮ ⋱ ⋮
𝒶𝑚1 … 𝒶𝑚𝑛

]   , 𝒶𝑖𝑗 <  𝑞   𝑎𝑛𝑑  𝒶𝑖𝑗 ∈ ℤ ,   

each of 𝒶𝑖𝑗  in the matrix is taken under (mod 𝑞) 

 

Alica Private Key: vector 𝒳⃗⃗     ( unique each entry either 0 or 1) 

Alica Public Key:  =𝒰⃗ = A𝒳⃗⃗      

finding 𝒳⃗⃗  is difficult for eavesdropper to find 𝒳⃗⃗  as  multiplication 𝐴−1𝒰⃗   is actually collision resistant hash 

function. 

 

Encryption: 

Bob will send his secret message by encrypting it by computing two vectors 𝒷1
⃗⃗ ⃗⃗   , 𝒷2

⃗⃗⃗⃗  ⃗  usig his private keys and 

will send them both to Alica. 

 Bob private keys: 𝒮  (random vector  m entries) ; ℯ1⃗⃗  ⃗ ( random vector with very small values) and error ℯ2  value 

( much less than q) 

 

𝒷1
⃗⃗ ⃗⃗  = 𝐴𝒮 + ℯ1⃗⃗  ⃗   
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𝒷2
⃗⃗⃗⃗  ⃗ = 𝒮.⃗⃗  ⃗ 𝒰⃗ + ℯ2  + 𝑏𝑖𝑡

𝑞

2
 

Here bit is a secret message 0 or 1 which he wants to send to Alica and 
𝑞

2
 is an integer of substantial magnitude 

modq and it is much larger than the error value. 

 

Decryption: 

 Alica received the secret message form Bob  𝒷1
⃗⃗ ⃗⃗   , 𝒷2

⃗⃗⃗⃗  ⃗   

She will multiply her private key 𝒳⃗⃗   with 𝒷1
⃗⃗ ⃗⃗    and will subtract it from 𝒷2

⃗⃗⃗⃗  ⃗   

  

𝒷1
⃗⃗ ⃗⃗  𝒳⃗⃗ =  𝒮.⃗⃗  ⃗ 𝒰⃗ + ℯ1⃗⃗  ⃗. 𝒳⃗⃗   

𝒷2
⃗⃗⃗⃗  ⃗ − 𝒷1

⃗⃗ ⃗⃗   = (𝒮.⃗⃗  ⃗ 𝒰⃗ + ℯ2  + 𝑏𝑖𝑡
𝑞

2
) − (𝒮.⃗⃗  ⃗ 𝒰⃗ + ℯ1⃗⃗  ⃗. 𝒳⃗⃗  )   

𝒷2
⃗⃗⃗⃗  ⃗ − 𝒷1

⃗⃗ ⃗⃗   = (ℯ2 − ℯ1⃗⃗  ⃗. 𝒳⃗⃗ ) +  𝑏𝑖𝑡 
𝑞

2
 

 Here (ℯ2 − ℯ1⃗⃗  ⃗. 𝒳⃗⃗ )  very small as compare to 
𝑞

2
 

If bit is 0  then 𝑏𝑖𝑡 
𝑞

2
= 0 and the given value will be very small i.e. very close to 0 so Alica will recognize that 

Bob sent her 0 and if bit is 1 then the given value will be far from 0 and Alica will be able to find the message 

sent by Bob is 1 

 

5.Conclusion:  

We can observe that it is a hard problem because in above algorithm we saw that cracking cryptosystem above is 

as hard as solving the learning with error problem and LWE problem is hard in the same way we think of 

factorizing is hard on standard computers. Finding very short vectors in high dimensions is currently 

exponentially hard 
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