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ABSTRACT: 

 

Online informal communities (OSNs) bit by 

bit coordinate money related capacities by 

empowering the utilization of genuine and 

virtual cash. They fill in as new stages to 

have an assortment of business exercises, for 

example, online advancement occasions, 

where clients can get virtual cash as prizes 

by partaking in such occasions. Both OSNs 

and business accomplices are fundamentally 

concerned when assailants instrument an 

arrangement of records to gather virtual cash 

from these occasions, which make these 

occasions incapable and result in 

significantfinancial misfortune. It is the fate 

of extraordinary significance to proactively 

identifying these malevolent records 

previously the online advancement exercises 

and in this manner diminishes their need to 

be compensated. In this paper, we propose a 

novel framework, to be specific ProGuard, 

to achieve this goal by deliberately 

incorporating highlights that portray 

accounts from three points of view including 

their general practices, their energizing 

examples, and the use of their money. We 

have performed broad investigations in light 

of information gathered from the Tencent 

QQ, a worldwide driving OSN with worked 

in money related administration exercises. 

Trial comes about have exhibited that our 

framework can achieve a high identification 
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rate of 96.67% at a low false positive rate of 

0.3%. 

INTRODUCTION: 

Online social networks (OSNs) that 

integrate virtual currency serve as an 

appealing platform for various business 

activities, where online, interactive 

promotion is among the most active ones. 

Specifically, a user, who is commonly 

represented by her OSN account, can 

possibly get reward in the form of virtual 

currency by participating online promotion 

activities organized by business entities. She 

can then use such reward in various ways 

such as online shopping, transferring it to 

others, and even exchanging it for real 

currency . Such virtualcurrency-enabled 

online promotion model enables enormous 

outreach, offers direct financial stimuli to 

end users, and meanwhile minimizes the 

interactions between business entities and 

financial institutions. As a result, this model 

has shown great promise and gained huge 

prevalence rapidly. However, it faces a 

significant threat: attackers can control a 

large number of accounts, either by 

registering new accounts or compromising 

existing accounts, to participate in the online 

promotion events for virtual currency. Such 

malicious activities will fundamentally 

undermine the effectiveness of the 

promotion activities, immediately voiding 

the effectiveness of the promotion 

investment from business entities and 

meanwhile damaging ONSs’ reputation. 

Moreover, a large volume of virtual 

currency, when controlled by attackers, 

could also become a potential challenge 

against virtual currency regulation . 

 

MODULES: 

Seller  

In this module, there are n quantities of 

clients are available. Vender should enlist 

with amass  

Bank Admin  

In this module, the Admin needs to login by 

utilizing legitimate client name and secret 

key. After login effective he can do a few 

activities, for example, View all clients and 

approve, View all Sellers and approve, Set 

Limit Access and view, View every noxious 

client Based on Product Purchase(user tries 

to buy with no adjust) and piece on the off 

chance that they to do same thing more than 

the entrance limit,View every single 

malignant client Based on Amount 

Transfer(user tries to exchange to another 

client with no adjust) and square on the off 

chance that they to do same thing more than 
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as far as possible, List all Malicious vender 

with Malware subtle elements and specify 

this record holder as Spam record and piece 

this client, see client and dealer un square 

demand and un square, View No.of 

Malicious Users and Normal Users in 

outline, View item rank in diagram  

User  

In this module, there are n quantities of 

clients are available. Client should enroll 

with amass choice before doing a few tasks. 

After enrollment fruitful he needs to sit tight 

for administrator to approve him and after 

administrator approved him. He can login by 

utilizing approved client name and secret 

key. Login effective he will do a few 

activities like - Register with Location and 

Login and Request to un square if u blocked 

View your profiles with Account 

Type(Malicious or Normal, Create Bank 

Account, View Account, View Mini 

Statement, Search Friends and Find Friends, 

Give Authorization, View Your Friends, 

Search Products by content watchword and 

view the subtle elements, buy the item, 

Transfer the sum to your companion. choice 

before doing a few tasks. After enlistment 

effective he needs to sit tight for 

administrator to approve him and after 

administrator approved him. He can login by 

utilizing approved client name and 

watchword. Login fruitful he will do a few 

tasks like View Profile with account write, 

Add Product with 

pcat,pname,manufacturer,pdesc with peruse 

file,filename,pprice,puses,pimage, View all 

items with rank and evaluations, View all 

acquired clients with add up to Bill and 

noxious users(user tries to buy with no 

adjust) 
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EXPERIMENT: 

 

        

 

 

 

 

            

 

CONCLUSION: 

 

This paper introduces a novel framework, 

ProGuard, to automati-cally distinguish 

malignant OSN accounts that take an 

interest in online advancement occasions. 

ProGuard use three classes of highlights 

including general conduct, virtual-money 

collec-tion, and virtual-cash use. 

Exploratory outcomes in light of named 

information gathered from Tencent QQ, a 

worldwide lead-ing OSN organization, have 

exhibited the identification accu-scandalous 

of ProGuard, which has accomplished a high 

discovery rate of 96.67% given a to a great 

degree low false positive rate of 0.3%. 
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