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Abstract—The paper proposes a secure and authenticated discrete reversible data hiding method in cipher images, which 

consists of image encryption, data embedding and data-extraction/image-recovery phases. In the first phase, the content 

owner encrypts the original uncompressed image using the encryption keys which is the public key and secret key so as to 

provide more security to the system. The image is firstly divided into 8 bit blocks. Then the data is embedded into them and 

data is hidden in these blocks at random positions. After hiding all the small blocks are combined and then the message is 

sent. In the receiver side the image is decrypted using  public key and their own secret key and then the message is extracted. 

SHA-1 algorithm is used for achieving authentication and DH - Diffie-Hellman Key Agreement is used for generating 

encryption and decryption key for achieving high security. 

 

 

Index Terms— Image encryption, image recovery, reversible data hiding. 

 

I. INTRODUCTION  

 Separable reversible data hiding using an encrypted image is software which provides high security while 

transferring data. Here data is send through an encrypted image. So hackers cannot easily hack the message. Mainly this software is 

used for sending sensitive secret data. Separable Reversible data hiding using an images is a technique, by which the original image 

can be lossless recovered and the embedded message can be extracted.  Image security becomes increasingly important for many 

applications, e.g., confidential transmission, video surveillance, military and medical applications. For example, the necessity of fast 

and secure diagnosis is vital in the medical world. Nowadays, the transmission of images is a daily routine and it is necessary to find 

an efficient way to transmit them over networks [1]. A number of reversible data hiding techniques were proposed in the recent 

years, but on analysis, all lacks in providing the security and authentication. This project proposes a novel reversible data hiding 

technique which work is separable, the receiver can extract the original image or extra embedded data or both according to the keys 

hold by the receiver [2]. 

In this system user can register and only the registered user can login to the system. And login user can select an 

image and encrypt the image using public and their own secret key and data embedded into this encrypted image. And send this 

encrypted image which contain data, so receiver can decrypt the image using pubic and their own secret key and can extract the data. 

Now a days we face so many security problems. So this system mainly aims on provide high security while sending secret data. By 

this system user can not need to worry about the security. Any efficient hacker cannot hack the message sending by this software. 

Because here message is embedding into encrypted image only after the encrypted image splits into small 8 bit of blocks and data 

hide in this blocks in random positions. After hiding combine this small blocks and then only send the message. 

II. EXISTING  SYSTEM 

                             In the existing system, the date embedded into a normal image and data stored in the continuous positions in the 

image. Because of hiding data in continuous blocks user or hacker can easily identify the position where data hided and can extract 

the data. 

III. PROPOSED SYSTEM 

The proposed scheme is consist of image encryption, data embedding and data extraction and image-recovery 

phases. First of all encrypt the image, then message is embedding into encrypted image only after the encrypted image splits into 

small 8 bit of blocks and data hidden in this blocks in random positions. After hiding combine this small blocks and then send the 

message. In order to achieve authentication SHA-1 algorithm is being used[3]. 
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IV. SYSTEM ARCHITECTURE 

 

 

Figure 1. System Architecture 

 

The system architecture is shown in figure 1.This module allows to pick the image from the gallery and then encrypt the image using 

a public key which is the exchange key between the sender and the receiver and use a secret key of their own side is used as encryption 

keys and SHA-1 algorithm is used for encryption .The encryption is done on a gray scale image using SHA-1 encryption algorithm. 

Data embedding is done in the encrypted image. First of all, split the whole encrypted image into 8 bit blocks and make a sparse 

space. A sparse space attempts to use space more efficiently even when it is mostly empty. Data is then hidden in the random position 

of each blocks. Decrypt the image using a public key which is the exchanging key between the sender and the receiver and a secret 

key of their own side is used for decryption. Like encryption split the whole image into small 8 bit blocks. And extract the data 

hidden in the random position of each blocks. 

 

V. IMPLEMENTATION 

Sender side 

 

Figure 2. Sender side home page  
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Figure 3                                                                         Figure 4 

 

          
Figure 5                                                                              Figure 6 

 

Receiver side 

 

Figure 7  Receiver side Window 
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                                   Figure 8                                                                     Figure 9 

 

 

Figure 10 

 

Figure 3 shows the sender side window and here we can open a folder from the system of user presently using and another option is 

for converting the original image into gray scale.And next button is for encrypt the image, when we click the button a dialogue box 

appear to enter the public key which is exchanged by the receiver and there after to enter the secret key , like shown in the figure 3 

& 4.Then an encrypted image will form like the figure 5. Next button is for hiding the data ,when we click the button a dialogue box 

will appear to enter the data like figure 6  and  there after click the send button to send the data.Figure 7 shows the receiver side 

window. In the receiver side there are 3 buttons one for viewing the encrypted image which is send by the sender and next button is 

for decrypt the image ,when we click the button, like sender side here also appear a dialogue box for entering public key which is 

exchanged by the sender and there after the secret key ,like shows in the figure 8 & 9.And next button is for extract the data which 

is send by the user,when we click the button a dialogue box will appear like in the figure 10 and yes or no option is there to save or 

don’t save the data,when we click yes button we can save the data in our system with extension .txt. 
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VI. CONCLUSION 

This work proposes a novel scheme for separable reversible data hiding in encrypted images [5]. This consists of image encryption, 

data embedding and data-extraction/image-recovery phases. In the first phase, the content owner encrypts the original uncompressed 

image using encryption keys that is public and secret keys so system provide more security. And message is embedding into 

encrypted image only after the encrypted image splits into small 8 bit of blocks and data hide in this blocks, in random positions. 

After hiding, combine these small blocks and then send the message. In the receiver side, the image is decrypted by public and their 

own secret key and the message is extracted. Our study helps constructing secure transmission of secrete file preventing any third 

party access and security level of data is increased by encrypting data [4]. In future we can use audio, video in case of image as cover 

for hiding the data. 
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