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Abstract: In this paper, a brief discussion of mobile ad hoc network, its basic requirements, its 

applications, security issues, and about the protocols who carry data and information’s from one 

node to another nodes has been done. This paper enlists various protocols needed for security 

enhancement of mobile ad-hoc network. 
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SECTION I: Introduction 

A mobile ad hoc network (MANET) is a collection of wireless mobile nodes that are 

dynamically and arbitrarily located in such a manner that the interconnections between nodes are 

capable of changing on a continual basis. There are some unique characteristics of mobile ad hoc 

networks first, the connections between network nodes are wireless, and the communication 

medium is broadcast. The wireless connection provides the nodes with freedom to move, so the 

mobile nodes may come together as needed and form a network, not necessarily with any 

assistance from the cable connections. Second, unlike traditional wireless networks, mobile ad 

hoc networks do not have any fixed infrastructure. It is only a collection of self-organized mobile 

nodes, which are connected through high-variable quality links. Thus, the network topology is 

always changing; the execution context is extremely dynamic.  

 

 

 

                                                Figure 1 :  MANET  Structure 

Section II discusses about hardware and software requirements of MANET. Section III discusses 

various security issues followed by conclusions in Section IV.  
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SECTION-II: Requirements for MANET 

There are some of basic requirements for mobile ad-hoc network. 

2.1 Hardware : the ad hoc networks don’t have any infrastructure, except they are combined 

with other networks’ type. Only end devices are needed to establish ad hoc. Firstly the devices 

must be equipped with transceiver, so they can catch the incoming signal and send a signal. 

Secondly the devices must be implemented after the standard IEEE 802.11. The devices like 

laptops, Personal Digital Assistant (PDA), smart phone are mostly implemented with the 

standard IEEE 802.11 so they can join an infrastructure network or ad hoc network.  

2.2 Software : the most important software components of the ad hoc networks are routing 

algorithm. The following are some of most famous routing algorithms.  

2.2.1 Destination-Sequenced Distance-Vector (DSDV): DSDV routing is a scheme for ad hoc 

mobile networks and an Expansion of Distance Vector Routing for ad hoc networks. DSDV is 

using a routing method distance vector, which is based on Distributed network. In the networks 

with dynamic topology this routing protocol acts very badly. This protocol has count-to- infinity 

problem. To gather information about the actual topology, the nodes have to swap their routing 

table continuously. In DSDV the routing table consists of: 

(i)The destination’s node address 

(ii)The number of hops required to reach destination 

(iii)The sequence number (or timestamp) of the information received regarding that destination, 

as originally stamped by the destination.  

2.2.2 Dynamic Source Routing (DSR): It is a routing protocol for wireless mesh networks. It is 

similar to AODV in that it forms a route on-demand when a transmitting computer requests one. 

However, it uses source routing instead of relying on the routing table at each intermediate 

device. This protocol is truly based on source routing whereby all the routing information is 

maintained (continually updated) at mobile nodes. It has only two major phases, which are Route 

Discovery and Route Maintenance. Route Reply would only be generated if the message has 

reached the intended destination node (route record which is initially contained in Route Request 
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would be inserted into the Route Reply). Therefore, it is an on-demand protocol designed to 

restrict the bandwidth consumed by control packets in ad hoc wireless networks by eliminating 

the periodic table-update messages required in the table-driven approach. 

2.2.3 Ad Hoc on-Demand Distance Vector Routing (AODV): This protocol uses traditional 

routing tables, one entry per destination. This is in contrast to DSR, which can maintain multiple 

route cache entries for each destination. Without source routing, AODV relies on routing table 

entries to propagate an RREP back to the source and, subsequently, to route data packets to the 

destination. AODV uses sequence numbers maintained at each destination to determine freshness 

of routing information and to prevent routing loops. All routing packets carry these sequence 

numbers. AODV is a reactive protocol, even though it still uses characteristics of a proactive 

protocol. AODV takes the interesting parts of DSR and DSDV in the sense that it uses the 

concept of route discovery and route maintenance of DSR and the concept of sequence numbers 

and sending of periodic hello messages from DSDV. The protocol uses different messages to 

discover and maintain links. 

SECTION – III: Security issues of MANET 

Attacks against ad hoc networks can be divided into two groups: Passive attacks typically 

involve only eavesdropping of data. Active attacks involve actions performed by adversaries, for 

instance the replication, modification and deletion of exchanged data. External attacks are 

typically active attacks that are targeted e.g. to cause congestion, propagate incorrect routing 

information, prevent services from working properly or shut down them co mpletely. External 

attacks can typically be prevented by using standard security mechanisms such as firewalls, 

encryption and so on. Internal attacks are typically more severe attacks, since malicious insider 

nodes already belong to the network as an authorized party and are thus protected with the 

security mechanisms the network and its services offer. Thus such malicious insiders who may 

even operate in a group may use the standard security means to actually protect their attacks. 

These kind of malicious parties are called compromised nodes, as their actions compromise the 

security of the whole ad hoc network.  

Denial of Service: The denial of service threat either produced by an unintentional failure or 

malicious action forms a severe security risk in any distributed system. The consequences of 
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such attacks, however, depend on the area of application of the ad hoc network: In the classroom 

example any of the nodes, either the teacher’s centralized device or the students’ handheld 

gadgets, can crash or be shut down without completely destroying anything - the class can 

continue their work normally by using other tools. On the contrary, in the battlefield scenario the 

efficient operation of the soldiers may totally depend on the proper operation of the ad hoc 

network their devices have formed. If the enemy can shut down the network, the group may be 

separated into vulnerable units that cannot communicate with each other or to the headquarters.  

Disclosure: Any communication must be protected from eavesdropping, whenever confidential 

information is exchanged. Also critical data the nodes store must be protected from unauthorized 

access. In ad hoc networks such information can include almost anything e.g. specific status 

details of a node, the location of nodes, private or secret keys, passwords and -phrases and so on. 

Sometimes the control data is more critical information in respect of the security than the actual 

exchanged data. For instance the routing directives in packet headers such as the identity or 

location of the nodes can sometimes be more valuable than the application- level messages. This 

applies especially in critical military applications. For instance in the battlefield scenario the data 

of a "hello" packet exchanged between nodes may not be as interesting from the viewpoint of the 

enemy. Instead the identities of the observed nodes - compared to the previous traffic patterns of 

the same nodes - or the detected radio transmissions the nodes generate may be the information 

just the enemy needs to launch a well-targeted attack. On the contrary, in the classroom example 

the disclosure of exchanged or stored information is critical "only" from the viewpoint of a 

person’s privacy.  

SECTION IV: Conclusion 

Existing ad hoc routing protocols are subject to a variety of attacks that can allow attackers to 

influence a victim’s selection of routes or enable denial-of-service attacks. We have shown a 

number of such attacks, and how they are easily exploited in ad hoc routing protocols. The best 

protocol can be selected for the purpose of security of MANET.  
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