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Abstract: In today’s scenario of cyber security, deciding secured design is a vital task. Standard design techniques used for securing 

embedded systems are not suitable for CPS due to the restricted computation and communication budget available. The sensitivity of sensed 

data and the presence of actuation components further increase the security requirements of CPS. To address these issues, it is necessary to 

provide new design method in which security is considered from the beginning of the whole design flow and addressed in a holistic way.  We 

focus on the design of secure CPS as part of the complete CPS design process, and provide insights into new requirements on platform-aware 

design. With the planned implementation of IoT components with in an enterprise we can provide better cyber security. We are going to use a 

new design approach in IP based cyber secured design of FPGA based encoder with the help of a suite of protocols. The objective of this 

design is to improve the level of security to the system with the secured design of encoder.  
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1. Introduction 

    The Internet of Things refers to network of physical objects. The internet of things is a cyber technology which comes third right after Internet 

and mobile communication network. To enable this new form of communications, we require transceivers compatible with IPv6 address. So, we 

can assign addresses to every thing on the surface of the earth. We can assign for every encoder and make it IoT enable Encoder as shown in 

Figure-1. Each object has a feature of internet compatibility. So, communication will be established between these objects and Internet-enabled 

devices. Figure-1 shows that IoT [1] is a combination of objects, network, data and services. 
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Network  Data  Services 

Figure-1: Simple description of Internet of Things enabled Encoder 

 

2. Security Structure in the Framework 

2.1. Security Architecture in Perception Layer: In perception layer of CPS, a closed system composed of sensor network, whose all 

communication with external networks must depends on the gateway node, the security issues of the sensor network itself is the unique factor to 

be considered in the design of security architecture.  

2.2. Security Architecture in Network Layer: In network layer, both the sensory data and controlling commands are time sensitive, and a large 

number of heterogeneous networks with different performance and defense capability against cyber-attacks[3] make special security protocols 

aiming at network specificity an urgent demand. Security architecture can be divided into two sub-layers: point- to-point security sub-layer and 

end-to-end security sub-layer. The point-to-point security sub-layer could ensure the data security during the hop transmission [4]. Its 

corresponding security mechanisms include: mutual authentication between nodes, hop encryption and across-network certification. The end-to- 

end security sub-layer could ensure the end-to-end confidentiality and protect the network availability. 

 2.3. Security Architecture in Application Layer: The design of security architecture in application layer must follow the principle of 

differentiated services [3]. As there is a wide variety of applications of CPS, security requirements are different. Even for the same security 

service, there may be completely different definition for different users. Therefore, providing targeted security services according to the users’ 

needs is the core idea of the design.  
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Figure-2: Security Framework for Cyber Physical Systems 

 

3. Design of FPGA based Encoder for IoT 

       Security is fundamental for the successful roll-out of the Internet of Things. IP Sec is a set of security protocols which was developed by 

IETF (Internet Engineering Task Force) in November of 1998. It is an official standard for network security and was de signed for 

interoperability. The design of the encoder is compatible with both IPv4 and IPv6. IP Sec provides data integrity, basic authentication and 

encryption services to protect the data from modification and unauthorized usage using Authentication Header (AH), Encapsulating Security 

Payload (ESP) and Internet Key Exchange (IKE) protocols. 

       Edge nodes are currently the weakest-link in ensuring IoT security[1] and the protection of cryptographic keys locks down the edge nodes. 

The best way to achieve lock-down is by protected hardware. It is the only way to keep those keys and other secrets away from prying eyes. 

Encoder can be described as a key element of a device, circuit, system, that converts one form of energy, program, or an algorithm that 

transforms or translates information from one form to another. To design this encoder RC low-power bus encoding method is used[7].Encoders 

turn read able information into a cipher format. A decoder reverses the effects of this encoding to make the file readable. As the security is a 

major concern in internet of things (IoT), the secured transmission of data and images is mandatory to prevent any kind of unauthorized usage. 

We are making security conscious key management scheme using LV CMOS I/O standards of FPGA[5].  

 

 
      

Figure-3: Cyber Secured Encoder for IoT Applications 

       

We have used 16:4 bit encoder for the transmission of a private message to recipient. The message can be encoded by using various methods 

using algorithms like RSA, AES, DES etc. for strong encryption so that it be comes difficult for the hacker to crack [6].The message is encrypted 

as shown in theTable-1 below: 

 

ASCIICODE PrivateMessage Encoded Message 

5468 Th 1 

654B eK 2 

6579 Ey 3 

746F To 4 

756E Un 5 

6C6F Lo 6 

636B Ck 7 
Table-1: Private Message to be Send to the Recipient 

Encoder 
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      We have embedded an IP address (IPv6) in Encoder .This encoder is now network accessible. IP Sec, which provides Confidentiality, 

Authentication and Integrity, is integrated in IPv6. Because of the virus that is designed to damage the information on computer, IPv4 ICMP 

packets are frequently blocked by corporate firewalls. But the implementation of the Internet Control Message Protocol for IP v6, may be 

permitted because IP Sec. can be applied to the ICMP v6 packets. We test that encoder using I/O standard (LV CMOS). LV CMOS is a low 

voltage (LV) class of CMOS technology integrated circuits temperatures. CMOS is complementary type of MOS. We are operating this IOT 

compatible cyber secured encoder on various ranges of devices. And, we are analyzing that this is a secured encoder with respect to different LV 

CMOS I/O standards used in IoT applications as shown in Figure-4. 

 

 

                                                                                                              IoT enable Secured 

                                                                  

                                                                                                            LV CMOS I/O Standard 

                                                                         

                                                                                                           

                                                                                                              IoT enable Encoder 

                                          

                       

Figure-4: Components Cyber Secured Encoder for IoT 

 

As shown in Figure-4, Encoder has 16-bit data input along with 1-bit enable and 128-bit IPv6 address. It encodes 16-bit input into 4-bit output. 

This encoder design is a part of real encryption system. When we provide output of this encoder to any decoder, output of decoder will be similar 

to input of encoder. This design is working based on security principles of authentication[8], integrity, confidentiality and availability. In other 

words, output of encoder is encrypted text (Encoded Message) where as input of encoder is plain text (Private Message) as per Table-1. 

 

 
Figure-5: Result of IoT enable Secured Encoder 

 

4. Conclusion 

     In this paper, we have focused on the cyber secured encoder design for securing Cyber-Physical Systems. We have used a simplified secured 

encoder design for ensuring security in CPS. We have presented a control-aware design to ensure attack-resiliency in CPS. We have addressed 

the security challenges related to the FPGA based encoder design for IoT. 
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