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Abstract :  This paper represents an effective multimodal face and fingerprint biometrics authentication system. The features of each face 

images are combined with the features of their respective fingerprint images. The verification accuracy depends on the classification of 

pictures is identical to that with original pictures. Preliminary results demonstrate that the proposed scheme is an efficient and a cheap 

solution to maintain the security of information or physical property in today's fast-paced networked world. Also, the proposed system 

can also be advantageous to handle the issues of unimodal biometric techniques. The use of the unimodal biometric system is very low 

because of physiological defects, modes of the user and their environment. Some of those drawbacks are alleviated by providing the same 

identity for multiple pieces of evidence. Here a multimodal biometric system is proposed based on 2D-DWT and Random Forest. In the 

proposed method, single level 2D-DWT extracted the Face features from face images. Finger features are extracted from Fingerprint 

images using 3-level 2D-DWT. Using 2D-DWT, the distinct frequencies features of face and fingerprint are extracted. Weighted 

Summation Fusion method is used to combine these unimodal features. A Random Forest Classifier is used for classification. An 

average classification rate of 98.5% achieved with the proposed method. 

 

Index Terms - Biometric authentication, Multimodal biometric system, Face, Fingerprint, DWT, 2D-DWT, Haar Wavelets, Random 

Forest classification. 

 

 

I. INTRODUCTION 

      Biometric alludes to distinguishing a man by his physiological or behavioral trademark [3-6]. It incorporates unique mark, hand 

geometry, palm print, voice, face, and iris acknowledgment, etc [6]. Biometrics markers have preference over conventional security 

distinguishing proof techniques in light of the fact that these intrinsic characteristics can't be effortlessly shared and each individual has 

interesting biometric features [1]. 

     Biometrics frameworks are non-deterministic, and their estimations are intrinsically unique in view of the presence of foundation clamor, 

flag commotion and contortion, and condition or gadget varieties. For instance, unique mark biometric coordinating outcomes can fluctuate 

due to squeezing weight at the sensor, dampness and cut on the finger, and so on. Plus, a gathering of analysts [2] has satirize some unique 

mark biometrics frameworks, which are broadly utilized as a part of the genuine condition. So a solitary biometric framework isn't a cure for 

the arrangement of veritable confirmation in light of various varieties, physical and ridiculing issues [2]. 

As of late, numerous specialists have proposed multimodal biometrics frameworks to take care of the issues as specified above of single 

biometric frameworks. A multimodal biometric framework utilizes at least two biometric attributes to meet stringent execution prerequisites. 

This upgraded and effective structure exploits the capability of each biometric and could be utilized to beat a portion of the confinements of a 

solitary biometric framework. Henceforth, multimodal frameworks are for the most part considerably more key to deceitful advancements, 

since it is trying to fashion various biometrics attributes than to produce a solitary biometric trademark.  

      Because of the key surge in biometrics and their capacity to separate a solitary individual from others, some genuine frameworks have 

received them to tackle the validation and confirmation issues, e.g., biometrics are generally sent in the driver permit, electronic 

identifications, id cards, and bank cards, and so on. For the most part, these said applications utilize single biometric attribute for the 

recognizable proof, yet issues of a solitary biometric framework are likewise characteristic with them. In addition, if the multimodal 

biometrics frameworks are to be actualized on the cards yet memory size of the cards, e.g., radio recurrence distinguishing proof (RFID) and 

savvy card, is lacking. In outcome, the usage of multimodal biometrics on cards can definitely enhance the cost of the framework, and it isn't 

an achievable arrangement. 

      To conquer the issues said above, and to accomplish the multimodality on the space-restricted tokens, e.g., brilliant cards, driver permit, 

and RFID cards, in this paper, we propose an effective and possible multimodal face and unique mark biometrics verification arrangement. 

The individual features of each face template are merged with the individual features of their respective fingerprint template. One human 

characteristic, which we say essential biometric image, e.g., confront, and another human component, e.g., unique mark layout is intertwined 

with the essential biometric image. Subsequently, the confirmation precision in light of the characterization of images will be much like that 

with unique image. 

      This multimodal based validation can help the framework in expanding the security and effectiveness as opposed to unimodal biometric 

confirmation, and it would challenge for a foe to parody the framework due to two unmistakable biometrics qualities. Besides, at the season 

of validation, if the verification arrangement of the essential biometric image moves toward becoming fizzle or out of work, at that point the 

other biometric layout can likewise go about as a reinforcement biometric normal for the asserted character. Test comes about demonstrate 

that the proposed conspire is a productive and a modest answer for the multimodal biometric verification. 

      This paper is organized as follows: Section 2 presents related work, Section 3 presents the proposed work, Section 4 shows experimental 

results, and Section 5 concludes the paper. 

 

II. RELATED WORK 

      In recent years, a great deal of researches and studies have been carried out. Number of scientific papers has been published on 

multimodal biometric systems. Brief studies of the various papers referred are as given below: 
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      RamiReddy et al. [7] proposed a multimodal biometric system based on LBP, PCA and probabilistic neural network (PNN). In proposed 

method LBP extracted the Face features from face images and those features are given as input to PCA that generates Face Feature Vector 

with reduced Dimensions. Finger features are extracted from Fingerprint images using LBP and those features are given as input to PCA that 

generates Finger Feature Vector with reduced Dimensions. Using LBP, the different textual characteristics of face and fingerprint are 

extracted. Weighted Summation Fusion method is used to combine these unimodal features. A probabilistic neural network is used as 

Classifier. An average recognition rate of 97.5% achieved with proposed method. Proposed method show that the proposed algorithm 

requires low computational cost. 

      Ujwalla Gawande at al.[8] concentrated on multimodal biometric framework utilizing unique mark and iris. Unmistakable printed 

highlights of the iris and unique mark are extricated utilizing the Haar wavelet-based system. A novel component level combination 

calculation is produced to consolidate these unimodal highlights utilizing the Mahalanobis separate strategy. A help vector-machine-based 

learning calculation is utilized to prepare the framework utilizing the element removed. The execution of the proposed calculations is 

approved and contrasted and different calculations utilizing the CASIA iris database and genuine unique mark database. From the 

reproduction comes about, it is apparent that our calculation has higher acknowledgment rate and less false dismissal rate contrasted with 

existing methodologies. In this case, GAR is 94%, FAR is 0%, training time is 3.27 s and testing time is 0.12 s by RBFSVM. Also GAR is 

93%, FAR is 0%, training time is 3.98 s, and testing time is 0.19 s by PolySVM. 

       K V. Awalkar et al.[9] built up a calculation which joins highlights from human iris and face for individual confirmation. Iris 

acknowledgment is a standout amongst the most precise biometric modalities having confirmation comes about near 98%. Then again, 

confront is a standout amongst the most broadly utilized biometric highlights in view of its simplicity of catch. They have adjusted score 

level combination technique. They are utilizing two unique highlights for confront: Gabor channels based and Local Binary Patterns (LBP) 

based. The iris highlights are extricated utilizing Daugman's Gabor channels based approach. Utilizing this data, they have built up a multi-

modular (consolidating iris and face), multi-algorithmic (utilizing two unique calculations for highlight extraction from confront) biometric 

framework. With this framework, they accomplished over 85% change in the confirmation execution as far as Equal Error Rate when 

contrasted with the single biometrics based framework. 

      Sumathi et al. [10] proposed strategy Hand geometry and chose window estimate palm print highlights figured from same picture is 

utilized for verification. Coordinating the highlights builds strength of the framework. Discrete Wavelet Transform (DWT) is utilized for 

include extraction and Support Vector Machine (SVM) is proposed for characterization. A ultimate choice is made by combination at 

coordinating score level. Trials are done on the freely accessible GPDS Hand Database. The accomplished test comes about GAR=99.47%, 

FAR=0% demonstrated the viability of framework considered for high security applications. 

      Nayak et al. [11] multimodal biometric face and unique mark acknowledgment utilizing neural system framework in light of versatile 

vital segment examination and multilayer discernment. To enhance precision and execution, Reliable technique for security and honesty of 

the biometrics information. A productive Face and unique finger impression acknowledgment calculation consolidating edge based and 

Eigen confront approach for parallel execution .The point is to lessen at least one of the accompanying – False acknowledge rate (FAR) 

False reject rate (FRR) Failure to enlist rate (FTE). analyze the exactness and execution of multimodal biometric confirmation frameworks 

utilizing best in class Commercial Off-The-Shelf (COTS) items. 

      X.Y. Jing et al[12] proposed a new multi-modular biometrics acknowledgment approach for the little example estimate issue. Gaborface 

and Gaborpalm pictures at the pixel level are joined, and the combined pictures are characterized utilizing a DCV in addition to RBF include 

grouping strategy. The exploratory outcomes exhibit the adequacy of the approach. The achieved experimental results GAR=91.41% showed 

the effectiveness of system. 

      Hiren D. Joshi[13] recommends that a Multimodal Biometric Authentication System for Person Identification and Verification utilizing 

unique mark and face acknowledgment. His multimodal biometric takes the individual scores of two attributes (face and unique finger 

impression) which are joined at classifier level and quality level The rationale of the multi-biometric framework might be actualized in an 

AND setup or in an OR design. The proposed framework beats the confinements of both face-acknowledgment frameworks and unique 

finger impression check frameworks. 

      Pushkar S Pradhan [14], detailed that troubles in combination of low determination Multispectral (MS) picture and high determination 

Panchromatic (PAN). He communicated that excessively few decay levels for combination result in poor spatial quality melded pictures 

when move invariant wavelet change is utilized. He felt that expansion in the quantity of disintegration levels brings about high 

computational multifaceted nature. At last, he inferred that pick the quantity of disintegration levels in light of utilizations.  

 

III. PROPOSED WORK 

This research work proposed an efficient Multimodal Biometric System for identity verification of individuals using Face and Fingerprint 

features. 

      The algorithm for the proposed technique is as follows: 

1.    In the first step, for face, the sample images from the face database which is already a gray-scale image has been picked up in an array. 

In case of Fingerprint, we have to preprocess as: 

a) Convert into gray-scale. 

b) Perform Edge-Detection Method. 

c) Some morphological operation to connect all the edges of fingerprint and we get a thin image. 

d) At last extract ROI of the image. 

2.   In this step, we perform single level 2D-DWT for Face feature extraction and three level 2D-DWT for fingerprint feature extraction. 

3.  After this we get two feature matrixes: 

 644x1 matrix of face feature. 

 1024x1 matrix of fingerprint feature. 

4.    In this step Extracted face and Finger feature vectors are combined by using 1:1 weighted summation technique. 

5.  In this step, a model is built with Random Forest classification technique to train the model and evaluated the performance with extracted 

features from the test sample. 
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Figure 1: Flowchart of Proposed Technique 

 

DWT(DISCRETE WAVELETS TRANSFORM): 

       Wavelets have been effectively utilized as a part of picture handling since 1985, [15], [16], and [17]. Its capacity to give spatial and 

recurrence portrayals of the picture all the while persuades its utilization for include extraction. The disintegration of the info information 

into a few layers of division in space and recurrence and enables us to detach the recurrence parts acquainted by inborn misshapenings due 

with articulation or extraneous components (like light) into certain sub-groups. Wavelet-based strategies prune away these variable sub-

groups, and spotlight on the space/recurrence sub-groups that contain the most significant data to better speak to the information and help in 

the arrangement between various pictures. There exists a vast choice of wavelet families relying upon the decision of the mother wavelet. In 

this paper FR utilizing the DWT depends on the facial highlights removed from a Haar Wavelet Transform [15]. The Haar wavelet change is 

a broadly utilized system that has a built up name as a basic and capable procedure for the multi-determination decay of time arrangement. 

Prior investigations reasoned that data in low spatial recurrence groups assume a predominant part in confront recognition.The low 

recurrence segments add to the worldwide portrayal, while the high recurrence segments add to the better subtle elements required in the 

recognizable proof undertaking. Sergent has likewise exhibited that as human face is a non-unbending item, it has plenteous outward 

appearances; and looks impact neighborhood spatial segments of face. 

       The Haar wavelet change has been demonstrated viable for picture investigation and highlight extraction. It speaks to a flag by confining 

it in both time and recurrence spaces. Wavelets can be utilized to enhance the picture enlistment precision by considering both spatial and 

ghastly data and by giving multi-determination portrayal to abstain from loosing any worldwide or nearby data. Extra points of interest of 

utilizing the wavelet-decayed pictures incorporate conveying information with various spatial determination to a typical determination 

utilizing the low recurrence sub-groups while giving access to edge highlights utilizing the high recurrence sub-groups. 

       As appeared in Figure 2 at each level of the wavelet deterioration, four new pictures are made from the first NxN-pixel picture. The 

measure of these new pictures is decreased to 1⁄4 of the first size, i.e., the new size is N/2 x N/2. The new pictures are named by the channel 

(low-pass or high-pass), which is connected to the first picture in even and vertical bearings. For instance, the LH picture is an aftereffect of 

applying the low-pass channel level way and high-pass channel vertical way. In this manner, the four pictures delivered from every decay 

level are HH,HL, LL, and LH. The LL picture is viewed as a diminished rendition of the first as it holds generally subtle elements. The LH 

picture contains flat edge highlights, while the HL contains vertical edge highlights. The HH contains high recurrence data just and is 

regularly loud and is, thusly, not valuable for the enlistment. In wavelet decay, just the LL picture is utilized to deliver the following level of 

deterioration. 

 
Figure 2: 3-level  decomposition of NxN-pixel image. 

  

Figure 3 demonstrates the deterioration procedure by applying the 2D Wavelet Transform on a face picture. The first picture (appeared in 

Figure (2a)) is decayed into four sub band pictures (appeared in Figure (2b)) likewise, 2 levels of the Wavelet deterioration as demonstrated 

Figure (2c) can be gotten by applying the wavelet change on the low recurrence band consecutively. 

 

 

 

http://www.jetir.org/


© 2018 JETIR April 2018, Volume 5, Issue 4                                                                www.jetir.org  (ISSN-2349-5162)  
 

JETIR1804051 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 266 
 

 
Figure 3. 2D Wavelet decomposition of a face image. (a)The Original Image (b) 1-Level Wavelet Decomposition 

 

2D-DWT (Fingerprint): 

 
Figure 4: Obtained Bands of input fingerprint image after applying 2D-DWT 

 

Random Forest Classification: 

A random forest is a classification and regression calculation initially intended for the machine learning group. The arbitrary timberlands 

calculation is a machine learning procedure that is progressively being utilized for picture arrangement and making of constant factors, for 

example, percent tree cover and backwoods biomass. An arbitrary woods is a gathering model which implies that it utilizes the outcomes 

from a wide range of models to compute a reaction. On account of arbitrary backwoods, a few choice trees are made (developed) and the 

reaction is computed in light of the result of the greater part of the decision trees [18]. 

The random forest classifier uses the Gini Index as an attribute selection measure, that computes the polluting influence of a credit as for the 

classes. For a training set T, selecting one case (pixel) at random and saying that it belongs to some class iC , the Gini index can be 

expressed as: 

    )T/T,)(T/T,( j

ij

i CfCf


 

where f ( iC , T)/ T is  the probability that the selected case belongs to  class iC . 

Each time a tree is developed to the most extreme profundity on new preparing information utilizing a mix of highlights. These full-

developed trees are not pruned. This is one of the significant focal points of the arbitrary timberland classifier over other choice tree 

strategies like the one proposed by Quinlan (1993). As the investigations recommend that the decision of the pruning strategies, and not the 

property choice measures, influence the execution of tree based classifiers (Pal and Mather, 2003a, Mingers, 1989;). Breiman (1999) 

proposes that as the quantity of trees expands, the speculation mistake dependably unites even without pruning the tree and overfitting isn't 

an issue because of Strong Law of Large Numbers (Feller, 1968). The quantity of highlights utilized at every hub to create a tree and the 

quantity of trees to be developed are two client characterized parameters required to produce an arbitrary woodland classifier. At every hub, 

just chose highlights are scanned for the best split. In this way, the irregular backwoods classifier comprises of N trees, where N is the 

quantity of trees to be developed which can be any esteem characterized by the client. To characterize another informational collection, each 

instance of the informational collections is passed down to every one of the N trees. The woodland picks a class having the most out of N 

votes, for that case. 

 

IV. RESULTS AND DISCUSSION 

     In this section, experimental results of the proposed technique has been presented. For this research work, standard AT&T Multimodal 

database that contains 40 unmistakable subjects that have an aggregate of 400 face pictures and 400 unique mark pictures relating to 10 

distinct pictures for every subject is utilized. The pictures are taken at various circumstances with various determinations, including 

somewhat changing brightening, diverse outward appearances, for example, open and shut eyes, grinning and non-grinning, and facial subtle 

elements like wearing glasses.  

     The four pictures delivered from every decay level are LL, LH, HL, and HH. The sub band LL relates to the low recurrence parts in both 

vertical and flat bearings of the first picture. Thusly, it is the low recurrence sub band of the first picture. The sub band LH compares to the 

low recurrence part the even way and high recurrence segments vertical way. In this manner it holds the vertical edge subtle elements. 

Comparative elucidation is made on the sub groups HL and HH. 
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After Applying Random Forest on both Face and Fingerprint: 

 
Figure 5: Accuracy of both Face and Fingerprint Samples 

      

Above figure shows the accuracy of the both face and fingerprint samples. Overall Accuracy: 98.5% in case of both face and fingerprint. 

 

Table 1: Showing comparison of proposed and existing technique on the basis of accuracy on database having 40 subjects 

Training Samples Testing Samples Accuracy(%) 

Face Samples Fingerprint Samples Face Samples Fingerprint Samples Existing Technique Proposed Technique 

200 200 80 80 97.5 97.8 

200 200 120 120 96.7 97 

160 160 80 80 95 95.7 

160 160 120 120 94.2 94.2 

 

 
Figure 6: Showing comparison of proposed and existing technique on the basis of accuracy on database having 40 subjects 

 

Table 2: Showing comparison of proposed and existing technique on the basis of accuracy on database having 30 subjects 

Training Samples Testing Samples Accuracy(%) 

Face Samples Fingerprint Samples Face Samples Fingerprint Samples Existing Technique Proposed Technique 

150 150 60 60 96.7 97 

150 150 90 90 95.6 96.2 

120 120 60 60 95 95.9 

120 120 90 90 94.4 95.3 

 

 
Figure 7: Showing comparison of proposed and existing technique on the basis of accuracy on database having 30 subjects 
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V. CONCLUSION 

     In this proposed research work, an efficient Multimodal Biometric System(MBS) for identity verification of individuals using the features 

of the Faces and Fingerprints.  Biometric identification is a exceptionally well known pattern for character check because of its higher 

exactness and adaptability these days. This work is implemented using MATLAB tool. Various training and testing samples are taken to 

compute the accuracy of the proposed technique. By experimental results it can be concluded that the accuracy of the proposed technique is 

better than the existing technique. 
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