
© 2018 JETIR April 2018, Volume 5, Issue 4                                                               www.jetir.org (ISSN-2349-5162) 

JETIR1804425 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 1230 
 

A CRITICAL REVIEW ON 5G NETWORKS 

Dhruv Kumar, Assistant Professor, Department of Computer Science & Engineering, Galgotias University 

ABSTRACT 

New security needs and problems are created when the characteristics of 5G mobile wireless network 

systems move into the next generation. This article offers a deep examination of 5G wireless network 

system security, which was made possible thanks to a complete analysis. The introduction begins with a 

look at 5G wireless network details, such as their special needs and motives, followed by a study of 5G 

wireless security's overall concepts. With the consideration of new service needs and new use cases, 

prospective threats and security services are detailed in 5G wireless networks. For reference, 5G wireless 

security service features, such authentication, availability, data confidentiality, key management, and 

privacy, are provided below with their current and recent developments. This article addresses the novel 

security characteristics, including heterogeneous networks, device-to-device communications, enormous 

multiple-input multiple-output, software-defined networks, and the Internet of Things, that are applied to 5G. 

We offer a novel 5G wireless security architecture based on which identity management and flexible 

authentication are performed. To illustrate the architecture's capabilities, we discuss a handover method and 

a signalling load scheme. 5G wireless security is coming to a head and being explained.  
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INTRODUCTION 

The next generation of wireless technology beyond existing 4G/IMT-Advanced Systems (or the 5th 

generation of wireless systems) is known as 5G. Not only does 5G cellular systems carry on the tradition of 

4G networks, but it also provides several more services. As part of their 5G research and development 

efforts, phone manufacturers and carriers are shooting for a variety of additional capabilities, such as more 

capacity than the existing 4G standard, bigger numbers of Internet users, and D2D compatibility. To achieve 

low latency and reduced energy consumption, 5G cellular network planning likewise emphasises reduced 

latency and lower energy consumption. Many 5G wireless systems, which connect devices to end points in 

the field, can reach speeds of 1-10 Gbps, connect with 1 millisecond of latency, and provide 1,000 times 

more bandwidth per unit area than current systems. They can support a greater number of connected devices, 

can be reliable and support up to ten years of battery life for low power devices. As part of meeting the 

performance requirements, several technologies including HetNet, MIMO, mmWave, D2D communications, 

SDN, NFV, and networking slicing are used to develop 5G systems. 5G wireless standards is merely in the 

early stages of development. This depicts a general design of 5G wireless systems. The wide availability of 

5G wireless technologies allows new uses in both voice and data transmission, as well as countless gadgets 

and applications for connecting society at large. Vehicle-to-vehicle (V2V) communications and vehicle-to-
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infrastructure (V2I) communications are all outlined as 5G use cases. However, it is conceivable but 

challenging to include security features such as authentication, integrity, and secrecy due to the broadcast 

nature and restricted bandwidth of wireless communications. Network security threats such assaults, 

vulnerabilities, and privacy problems exist in the present cellular networks, especially with regard to media 

access control (MAC) and physical (PHY) layers. Using established security architectures with user identity 

management, mutual authentication between the network and user equipment (UE), secure communication 

channels, and so on, we've implemented security features for voice and data communications. In legacy 

cellular networks, Long Term Evolution (LTE), providing users and network operators with a high degree 

of security and trustworthiness is the goal. Mutual authentication is also performed between a mobile unit 

and a base station. In addition, key management ensures security of the network's access and mobility. 

Studies are also being done on security issues connected to the use of LTE technology. However, in order to 

support new use cases and the new networking paradigms, new security criteria are required. For overall 5G 

advanced characteristics such as reduced latency and great energy efficiency (EE), security methods are 

required. 

SECURITY ISSUE IN 5G 

In order to overcome these concerns, security must be included into the system's design from the outset. To 

meet varied use cases and trust models, security solutions must be adaptable. Figure 3 illustrates the 

different trust models supported by the legacy cellular networks and 5G wireless networks. 5G-wireless 

networks need authentications for service parties on both the serving and home networks, as well as those in 

the service area. The security requirements for vertical industries use cases may vary greatly across various 

applications. Additionally, mobile devices have an acute battery constraint and hence demand lightweight 

security methods. High-speed services, on the other hand, need effective security methods with minimal 

latency. As a result, providing more freedom for 5G security solutions is another important demand. 

Because there are several device kinds and a large number of them, authentication management in 5G is 

more complicated. Each application may use a different authentication strategy, depending on the 

requirements. Study shows that network provider authentication can be implemented, or service provider 

authentication can be implemented, or both. Additionally, 5G security requires flexibility, but security 

automation is critical too. This management approach is automated, comprehensive, and intelligent, all at 

once. More personal information is utilised in a variety of applications, such surveillance using 5G wireless 

networks, and this has lead to an increase in privacy issues. Even more importantly, the range of services 

provided in 5G will be closer than previously. An example of this is a large network disruption which 

allows for termination of the fixed telephone connection, internet connection, and TV service 

simultaneously. To maintain the security of the 5G system, security automation is required.  

Passive attacks and active attacks are two different forms of security assaults. A passive attack is conducted 

by an attacker in order to learn or make use of information that is already present on the legitimate user's 

computer, but the attacker does not seek to attack the network itself. Passive surveillance is made up of two 

sub- categories, namely, surreptitious surveillance and traffic analysis. Passive assaults attempt to invade the 
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privacy of users and their personal data. The main difference between passive attacks and active attacks is 

that the former is less likely to alter or stop lawful communications. MITM, replay attack, denial of service 

(DoS) assault, and distributed denial of service (DDoS) assault are typical of an active assault.  

TRAFFIC ANALYSIS 

Spying is a technique that is often employed by someone who is unaware to intercept the communications 

of others. While active wiretapping is an assault on communication, passive eavesdropping is ineffective 

since communication does not change with passive eavesdropping, as demonstrated. Eavesdropping is  

difficult to see since it is a passive process. the use of encryption to radio link transmissions is widely used 

to combat eavesdropping Due to encryption, the eavesdropper will not be able to intercept the signal the 

receiver has received. Another kind of passive assault is a traffic analysis, which is performed without the 

sender's knowledge. Traffic analysis intercepts the position and identity of communication parties, such as 

parties using a communication network, by observing the traffic on the received signal. In other words, even 

encrypted communication can be cracked, even if traffic analysis may be utilised to expose the 

communication patterns of the parties. Even when used to genuine communications, the traffic analysis 

attack is ineffective. 

CONCLUSION 

On top of providing a number of new features, 5G wireless networks provide new services, such smart grid, 

smart home, vehicular networks, and m-health networks, as well. User terminals, the home, and the serving 

network are all elements of the trust model in the legacy cellular networks. The trust models varies 

depending on the use cases in which they are used, which may include new participants in 5G wireless 

networks. Authentication is required across numerous actors with varying degrees of confidence.  

The work that has been done in this area includes studies on trust models that focus on different scenarios. 

To allow safe data transfer across 5G wireless networks for vehicle communications, Eiza et al. developed a 

system model. All state and local government vehicles, together with the Department of Motor Vehicles, are 

part of the proposed system model. It is more sophisticated than in the traditional cellular networks since the 

trust mechanism is set up differently. New trust models are required to enhance the overall performance of 

security services such as IoT user cases authentication in the presence of an increase in the number of 

devices equipped with 5G wireless network technology. This fusion centre, however, lacks a trust model 

between the devices and itself. 
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