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Abstract: Vehicular Ad-hoc Networks (VANETs) have been explored as to upgrade driver’s safety and comfort in revolutionizing the 

vehicular communication industry. VANETs facilitate vehicles to share safety and non-safety information through messages. Safety 

information includes road accidents, natural hazards, roadblocks etc. Non-safety information includes falling information, traveller 

information etc. The primary objective behind sharing this data is to reduce road accidents by alerting the driver about the 

unexpected hazard. In these paper use advance cryptography mechanism between V2V,V2I,V2R for message authentication using 

ECC.At long last the relative ease of use of the proposed algorithm in the said application area is worked out and that demonstrates 

the strength of the scheme over the existingsystems. 
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I. INTRODUCTION 

Vehicles related with every other through an ad hoc formation form a wireless network called “vehicular Ad hoc Network”. 

“A mobile ad hoc network (MANET) comprises of mobile nodes that associate themselves in as decentralized, self-organizing 

manner and may likewise build up multi-hop routes. On the off chance that mobile nodes are cars, this is called vehicular ad hoc 

network”
 [15]

. VANET is subgroup of MANET. Vehicular ad hoc networks (VANETs) are expected in improving road safety and 

traffic conditions, in which security is essential
 [7]

. Vehicles communicate with each other by means of vehicle-to-vehicle (V2V) 

communication and with an infrastructure called Road Side Unit (RSU) by means of Vehicle-to-Infrastructure (V2I) 

communication. Every Vehicle is outfitted with an On Board Unit (OBU) with communication and handling capability. Vehicles 

communicate with each other and with the infrastructure via Dedicated Short-Range Communication (DSRC) standard
 [8]

. 

 

There are three ways for data dissemination in VANET:(1)Vehicle to Vehicle is vehicle to vehicle architecture where 

vehicles act as both consumers and producers as vehicles receive information from other vehicles in the network and distribute 

that information to other vehicles in the network. So, both collection and distribution of data are done within the network for 

faster delivery of messages, (2)Vehicle to Infrastructure is vehicle to infrastructure wireless architecture in which infrastructure 

is used to collect information from vehicles and provide that information to other vehicles when necessary, (3) Hybrid is the 

combination of both V2V and V2I. Every node i.e., a vehicle or RSU communicates with other nodes in single hop or multi hop. 

VANETs are designed with the goals of enhancing driving safety and providing passenger comfort
 [9]

. 

 

II. RELATED WORK 

 

ECDH-ECDSA aggregation
 [1]

 is a new security schema, by specifying an interaction zone, where a secret shared resulting 

from ECDH algorithm have been before the authentication step, simulation proves that even if ECDH-ECDSA aggregation 

schema takes about 40ms more than ECDSA schema and provides higher level ofsecurity but using ECDH-ECDSA aggregation 

schema average of end to end delay is higher than ECDSA. 

 

QRcode
 [2]

 is used in message encryption and decryption increases the performance of the system, since it provides the 

facility of high speed encoding and decoding process.     

 

Secure data dissemination among vehicles in VANET is difficult for solving that Timestamp defined message authentication 

code(TDMAC)
 [3]

 is used, which performs well in both qualitatively and quantitatively. 

 

Cooperative authentication protocols
 [4]

 and group key (GK)
 [4]

 distribution protocols were proposed for efficient 

authentication and revocation. The protocols intake advantage of the fact that each vehicle can cooperate in the message 

verification processes by selectively verifying its received signatures and by reporting its own verification results to neighbouring 

vehicles, because vehicles in same area possess nearly the same set of messages. 
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PBAS
 [5]

 propose for reduce the computational overhead of RSUs using the distributing computing. In PBAS proxy vehicles 

are used to authenticate multiple messages with verification function at the same time [10]. 

A local identity- based anonymous message authentication protocol (LIAP)
 [6]

 for VANETs, in which each vehicle and road 

side unit (RSU) is assigned a unique long term certification from the certificate authority (CA) in registration phase. RSU is in 

charge of managing and assigning the local master keys to every vehicle of entering its communication range. When vehicle 

meets a new RSU, they authenticate each other by their long certificates. The valid vehicle can obtain the local master keys from 

current RSU to generate the localized anonymous identity. To protect privacy, vehicle randomly chooses the anonymous identity 

to sign the safety-related message, which can be efficiently verified by the single or batch authentication manner
 [6]

. 

 

III. PROPOSED SYSTEM 

 
The broadcast medium is the 5.9-5.95 GHz radio spectrum, and the communication standard are defines in the IEEE 802.11p 

standards. The information consists of speed and position data is collected from vehicles. Speed data can be gathered from the 

vehicle speedometers and position data can be gathered using GPS receivers which is fitted to the vehicles. 

 

Fig- 1Proposed Method 

Data are gathered and encapsulated in data packets that are broadcast over the wireless medium. This is what calls the data 

dissemination phase. Data dissemination process done using “Event Driven Safety Message”. Event Driven Safety messages 

may be generated as a result of a dangerous situation or when abnormal condition is detected such as road accident. This 

message usually has strong reliability and need to be delivered to each neighbour with almost no delays. 

 

IV. RESULT ANALYSIS 

 

Experiment of proposed method is executed on computer having Intel (R) Core (TM) i5-6200U CPU@2.30GHz with 4GB 

RAM having Windows 10(64 bit) operating system. Using this proposed methodology end to end will reduce than existing 

method which is shown in figure-2. The parameters of the chosen scenario are describe in Table-1. 
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Table-1 Simulation parameters 

Parameter Value 

Number of vehicle 15-40 

Vehicles’s speed 20-60km/h 

Wireless protocol IEEE 802.11p 

Channel bitrate 11Mbps 

Carrier frequency 2.47 X 10
9
 Hz 

Message sending time in the 

interaction zone 

2s 

Distance between RSU 100-300m 

Interaction zone 10m 

Bandwidth 11 X 106 Hz 

 

 

Fig- 2 End to End delay 
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Fig- 2 Packet Delivery Ratio 

V. CONCLUSION 

In ebb and flow time of innovation Vehicular Ad hoc Networks(VANETs) have been researched with regard to enhance 

driver’ssafety and comfort. So according to literature analysis we find out certain restriction in existing system related to  node 

authentication and message security so utilizing proposed architecture design robust system for communication between 

V2V,V2I,V2R using ns-2.35 and furthermore analyzed performance of proposed system. 
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