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Abstract :  IoT is a concept where Things which are uniquely identifiable or addressable connected to Internet that has the ability 

to send and receive the data via the network based on standard communication protocols. The number of connected smart things 

is growing remarkably, and it is anticipated to go beyond 26 billion by 2020.Thus the introduction of IoT results in enormous 

amount of data. Such data needs to be handled in real-time and the processing may be extremely distributed in nature. The 

objective paper is to study about the challenges in the IoT data which is generated in great volume, velocity and variety in which 

traditional processing methods and tools has limitations to apply.. This paper reviews the main techniques and current research 

efforts in IoT from data-centric perspectives. This paper includes the study of data processing steps such as data aggregation, data 

analysis with various data mining and machine learning algorithms and data visualization in IoT. From the study of various 

research work a data management framework is also presented to show how data can be  handled in IoT environment. Open 

research challenges for IoT data management are also discussed. 

 

IndexTerms – internet of things, data processing, aggregation, storage, analytics. 

  

I. INTRODUCTION 

The term “Internet of Things” (IoT) was first used in 1999 by Kevin Ashton in the context of supply chain management [1].   

The smart devices in the real world are linked to the Internet by sensors in IoT. This was demonstrated by Aston by using RFID 

tags in supply chain goods are connected to Internet to count and track goods without the help of human involvement. Nowadays, 

the Internet of things has become a common term in which the devices, sensors and everyday items can be accessed from 

anywhere in the world [2].  

 

The Internet of Things (IoT) consist of a network of connected physical objects that can be accessed through the Internet. The 

connected physical objects are sensors, RFID, that enable objects to sense and communicate [3]. So the IoT refers to uniquely 

addressable objects that are connected to an Internet-like structure. In order to reach  common goal, a variety of physical objects  

through unique addressing schemes communicate and cooperate with each other using detection technology, internet technology, 

intelligent computing technology etc. [4]. So things which are uniquely identifiable or addressable connected to Internet that has 

the ability to send and receive the data via the network based on standard communication protocols.  

 

The data generated by the IoT environment permits people and things to be linked anytime, anywhere with anything and 

anyone,  using Internet- like structure and any service. In order to provide more useful information to the IoT users such as 

sending alert messages and information, wireless sensor networks and actuators are used. So the data generated by the things must 

be stored, analyzed [6]. 

 

IDC states that, by 2020, the digital data produced by the universe will from 4.4 zettabytes to 44 zettabytes [7]. A Cisco report 

states that, by 2018, for every year 400 zettabytes of IoT data will be generated [8]. Huge amount of data sets are generated with 

the growth of Internet, IoT and cloud computing technology in recent years. So for every two years overall information will be 

doubled as per International Data Corporation IDC2013.The amount of generated is more but does not provide more useful 

information, so in order to provide more valuable information the data generated must be analyzed quickly and efficiently having 

high processing capability [9]. 

 

Internet of things data are characterized by volume, velocity, variety, veracity and the data generated by IoT is big data in 

which traditional data processing methods and tools has limitations to apply. New technologies and efficient machine learning 

and deep learning algorithms are required to process the IoT data in order to bring valuable insights from the data generated from 

IoT environment. The data generated must undergo various stages during its life cycle including collection, storage and 

organization, exploration, and presentation of data [10]. The technologies of each data processing steps includes data collection, 

data aggregation,   data storage, and data analysis and data visualization and these concepts are discussed to understand about how 

data is processed in various stages. 
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The remainder of the article is organized as follows. Section 2 identifies the sources of data from the IoT environment. Section 

3 explains about the IoT data Nomenclature such as IoT data features, data quality and data types. Section 4 reviews the need for 

aggregation and aggregation techniques and Section 5 discusses about data preprocessing methods and Section 6 focuses on the 

data models and storage technologies for IoT. Data mining and machine learning algorithms are discussed in Sections 7.  Section 

8 focuses on need for data visualization. Section 9 proposes a data management framework. Section 10 highlights some major 

challenges on IoT from the data perspective. Finally, Section 11 offers some concluding remarks. 

II.SOURCES OF DATA 

The “Thing” in the IoT is the embarkation for an IoT solution. It is characteristically the source of the data. Data are from 

things. The things generate data for the IoT system. So the following definition contributes the various representations of things. 

Things can be tangible or intangible objects that have unique identification which is used to recognize the information around the 

objects and to deliver status of the object [11][12] [13] [14]. 

Tangible objects can be sensors, RFID tags, GPS, mobile devices, laptops, embedded chips, vehicles, ships, and any apparatus, 

refrigerators, TVs, vehicles, clothes, food, medicines, books or  other devices[15][16]. Intangible objects can be computational 

processes, software, services, database, data items, data stores, web objects, documents, digital objects. For example, URLs 

(Universal Resource Locators)are used to identify Web services, while DOIs (Digital Object Identifiers) are used to access  

documents and other digital objects [17][18]. 

Thus things are physical or virtual object containing sensors and embedded software to communicate with the external 

environment [19].Thus the IoT devices collects useful data from the things with the help of various existing technologies. 

III. IOT DATA NOMENCLATURE  

In this section, the fundamental characteristics of IoT data are recognized and they are classified into three categories, such as 

Data Features, Data Quality, and Data types. The specific characteristics of each category are identified, and the overall IoT data 

taxonomy is shown in Fig. 1 

 

.  

 

Fig 1. IoT Data Nomenclature 

3.1 Features of Data 

The IoT is a composite system with a different number of characteristics. Its characteristics may differ from one domain to 

another. Some of the general and key characteristics of IoT data are as follows [20, 21]: 

1. Volume: Large amount of data are produced by the IoT environment. The data generated needs more storage, bandwidth to 

transmit and adequate processing to get valuable information. Wireless senor networks require large buffer to store the data and 

transmission of these data reduce the lifetime of the battery power of sensors. In case of in – network processing in sensor 

networks will lead poor latency. 

2. Multidimensional: The IoT data that are composed from many different bases such as Sensor data, RFID which will be having 

different formats. Several sensors such as temperature, humidity, light, pressure   monitors the IoT environments and these data 

are used by the IoT applications. So an application integrates multi-dimensional data which are attached to a wide array of devices 

and objects. 

3. Velocity: IoT data can be generated rapidly. The flow of data is massive and continuous. The sensor in IoT environment, RFID 

readers, and other devices generates data fast at a constant rate which must be processed efficiently.  

4. Temporal-spatial correlation:  In order to describe the dynamic changes of IoT environment, the data from the Internet of things 

must be collected with respect to dense of sensor objects location over time.  

5. Interoperable: IoT data is observed by different numbers of devices RFID readers, cameras, and temperature sensors which has 

different format and semantics. The data collected has to be collaborated between different applications, which need data sharing 
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between the applications for the user to get IoT solution. For example, when a patient is in emergency situation, a telemedicine 

application needs traffic data to in order to get the traffic condition, so that the ambulance can be reached to the hospital in time. 

6. Veracity: Some sensors are of low cost which has low accuracy and some data may be sent over unreliable transport which 

causes data will be corrupted or arrive out of order, be late or missing. 

3.2  Data Quality 

1. Scalability:  The data is generated from various large states of heterogeneous devices including sensors networks, RFID data. 

More number of devices can be added in a network to enhance the quality of the data by applying data fusion. 

2. Agility: IoT systems must deploy real time rules based intelligence at every part of data lifecycle, thereby delivering rapid 

decisions and actions for an application. IoT solutions must have the ability to understand cause, effects, faults and performance. 

These ability are obtained from collecting the IoT data, identifying any faults from the sensor data, and issue remote command to 

the user and the IoT device to rectify the problems occurred in the IoT environment. Thus the IoT data collected must be explored 

to make quick decisions. 

3. Flexibility: IoT application integrates many types of sensors, RFID data ,and command data issued to the actuators .Thus all 

forms of data are handled by the IoT Systems including both structured and unstructured data. 

4. Inconsistency: Since IoT data come from different data sources such as sensors, RFID readers or GPS, inconsistencies exist in 

IoT data. In case of RFID data, inconsistencies occur because of missing readings of tags at some locations. In case of sensors 

readings, multiple sensors will monitor the same environment and discover different sensor result. Thus inconsistency leads to 

inaccuracy and poor precision of data value in IoT data. 

 

3.3 Data types 

The IoT data are discovered from different sources, some of these  data are discrete in nature and some are continuous and some 

data are input by humans. These data can be classified as follows  

1. Event data: This type of data deals with the measurement of the environment through sensors and RFID when an event occurs. 

It consists of the data that comes from the 'things' themselves – measures from sensors such as temperature, humidity, 

acceleration, vibration, speed, video feeds and milliseconds, so there is a high frequency of data creation. 

2. Interaction data: The IoT will be used to regulate remote devices. The data discovered from the IoT environment is used to 

control devices by issuing commands. These data occurs when any two objects interact or interaction between a human and an 

object. This can be of adjustment or alteration   of any value in a device or machine. This type of data occurs less frequently than 

event data, but it is somewhat more complex. 

 

IV.AGGREGATION  

When raw data is transmitted through the network, it needs more energy consumption to transmit the generated data from the 

thing. So aggregation functions are used to reduce the data size. Thus data aggregation approaches allow coping with huge 

volumes of data and reducing the size of real-time data streams. The data generated by the IoT environment is large and it leads to 

more transmission time to transfer the data to the cloud. By aggregating the data, the transmission time and network lifetime can 

be reduced. 

Rongxing et al[22] employed the homomorphic modified  Paillier encryption, Chinese Remainder Theorem, and one-way hash 

chain techniques to aggregate the data . The data from various IoT devices are collected, and passed to the control center where 

the false injected data is filtered at network edge. Chen et al[23] employed Boneh-Goh- Nissim (BGN) homomorphic encryption 

to aggregate   multifunctional data, supported by average, variance, and one-way ANOVA aggregation techniques. 

The aggregation function must be performed closer to the data sources to reduce the communication cost. Thus the data are 

collected and summarized from various homogeneous or heterogeneous things. So the aggregation points are deployed to improve 

the efficiency of the IoT system and it should not embrace delay which affects the systems real time performance [5]. 

 

The preprocessing for aggregation can be of two types [24] 

1. Signal Preprocessing 

2. Mathematical/Statistical Preprocessing 

 

4.1. Signal Preprocessing:  

An algorithm or hardware circuit is used to filter the unwanted parts of the signal. Thus in the frequency domain the 

unwanted signal is removed by cutting the signal after or before certain threshold frequency. This method helps to reduce the data 

size by removing background noise and concentrates on focused data set for further processing. But the problem behind this is 

sometime data can be missing or outlier data will exist. 

 

4.2. Mathematical/Statistical Preprocessing:  
Mathematical preprocessing techniques do not concentrate on the frequency domain, but works on the output produced. 

The data is aggregated over time by using data windows. Thus data is transmitted over a certain time to the gateway for 

further processing or to distribute over the network. The following are the various mathematical function used for extracting 

data over time. 

a) Min, max: A minimum and maximum value is set down .The difference between these two values over a sample window are 

considered for data extraction.  
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b) Mean, median: In this method last n values are considered over a time window to extract the data. 

c) Variance, standard deviation: Variance and standard deviation are used to find the unstableness in the data. 

d) Correlation, integration: Correlation and integration are used when data are in multidimensional.  

 

The ability to adapt the algorithms that are used to filter and aggregate data at the edge of the network will be essential for some 

sensor networks. 

 

V.DATA PREPROCESSING 

Internet of things data are generated in high speed generating more data and this vast data must be managed by determining 

what data can be discarded at the point of collection before it is sent on for processing. For effective processing of the data, the 

nodes at the outer edge of the network have to do a lot of processing and aggregation before transmitting the results to a central 

host. This is the place where intelligence is placed out at the edge of the network to filter and manage the flow of machine data 

.This is a complex process to determine which data is essential that reflects the data needed for an application [25]. 

The data generated from various sensors from different locations are gathered results in enormous amount and they are in 

different formats which may be structured and unstructured data. Thus the data collected are redundant and unreliable having 

much useful information. These data sets require a huge storage and do not fit into traditional databases and it must be 

preprocessed for storage. Thus the datasets are in raw form with inconsistency and redundancy with much useless information. 

improve the computational efficiency and to avoid excessive data storage, the generated data must be preprocessed [26]. 

 

5.1 Data processing methods 

Effective data processing methods must be adopted to challenge the massive data of the system. Some of the data 

processing methods are discussed below to reduce the data sets size. 

 

5.1.1. Protocol conversion. 

The IoT devices which are used to collect the data and operate the machines in the system are manufactured at different 

ages and from different vendors. So the data collected from various things will be in different protocols and standards and these 

increase the trouble in operating and maintaining the system. 

The solution to this problem is to provide an intelligent gateway to convert the data from several different devices with different 

protocols, and aggregate overall data by using a standard protocol. In industrial networks Modbus/TCP protocol is used for 

protocol conversion [27]. 

 

5.1.2. Cleaning 

Data collected from the IoT environment is normally incomplete, inaccurate, incorrect data of noise or even invalid. Data 

cleaning is a valuable process that helps to increase the accuracy and efficiency of the data by filling missing values, replacing, 

modifying, or deleting the dirty or coarse data and smoothing the noise.  

The algorithm is effective and simple to treat the noisy data, when the enormous amount of data received frequently at 

the reception node. In case of missing values, the value is filled with infinite “- ∞” or “unknown” values; otherwise, average of 

last N values can be used to fill in the missing values. To clean noise, the method named binning can be used, in this method the 

neighborhoods values are sorted and divided into partitions called bins and then smooth the noise by bin means, bin median and 

bin boundaries. The methods described are simple, easy to understand and effective [28]. The other methods used to remove noise 

are clustering, regression combined human and computer inspection. 

 

5.1.3. Data filtering 

Filtering refers to the process of reducing noise content from raw data. This means the data needed by the user are 

defined and the errors are detected and corrected in the given data, to minimize the impact of errors in input data for succeeding 

analyses. The filters are presented as mathematical formulas or pseudo code so that they can be implemented in a language of 

choice [27]. 

Data collected from sensor is very large and redundant and inaccurate. If the unwanted data is not removed the following problem 

occurs. 

a) The network bandwidth will be increased, since the whole data generated from sensors must be transmitted. 

b) The data processor workload will be increased, because the processer has to process large number of data. 

c) The data storage will be increased, because more unwanted data has to be stored in database. 

 

5.1.4. Data conversion 

In Application Layer, different operating system and languages are used; it is difficult to integrate with the system and 

application, because the data is collected from different sources, at different times and at different globally distributed locations so 

the data will be of different form and data types. The data collected can be converted into a single format for further processing. 

XML technology can be used; the sensor node information is converted into XML format [27].  

 

5.1.5. Data Compression 

The major challenge in the progress of Internet of Things applications is management of large sensor data. This large 

volume of data leads to data compression technique in order to deal with the problem of energy-effective usage of transmission, 
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reducing storage space for tiny sensor devices, and cost-effective sensor analytics. SensCompr is  a technique that extracts the 

useful information from sensor data and adapts the parameters like threshold selection, block-size estimation for Chebyshev 

compression to yield maximum compression gain while sacrificing irrelevant information loss. Compression is performed in 

smart meter, healthcare, transportation datasets [29]. 

 

5.1.6. Data Fusion 

The data collected from various sensors could be incorrect because of various factors in the IoT environment. This is 

because a sensor node itself collects incorrect data due to failure, geographically distributed sensor data and time based data. 

Sometimes the neighborhood sensors often generate identical and highly co-related data. Sometimes environmental factors such 

as pressure, temperature, electromagnetic noise in the monitored area might affect with sensor node reading which could lead to 

inaccurate readings. 

So data fusion is a process of collecting data from multiple sensors and related information. Then the related data are 

combined and mined to produce more accurate data by removing incorrect and duplicate data. Thus data fusion is a process that 

consists of algorithms and methods for integrating multisource sensor heterogeneous data for achieving improved accuracy and 

more specific inferences than that obtained by using only a single sensor [30]. 

 

VI. DATA STORAGE 

IoT faces a series of challenges with respect to data storage and processing like enormous amount of data generated by sensors 

data, integrating all IoT data coming from different IoT environment with different format and type, IoT devices generating data 

rapidly, complicated requirements of data management, etc. A picture-perfect data storage solution is needed to handle the rapidly 

increasing large voluminous data efficiently. 

 

The data generated by IoT devices, comes in two distinct types [21]: 

Unstructured data: Unstructured data does not have recognized or predefined structure. It is unorganized raw data which can be 

either textual or non-textual. It may be images or videos that are generated from smart phone, camera or other devices. This type 

of data can be accessed via file name either sequentially or in alphabetical order  

Structured: Structured data is highly organized information, which can be stored in a database. These data are like small log- file 

are captured from sensors. These data are smaller in size and billions of files can create by sensors and accessed.  

 

The data in the IoT environment is earnest if they can be recognized. For example, the sensor data from the IoT environment must 

be stored with other information such time and geographic locations otherwise it is not valuable. The data generated needs 

timestamp and the EPC code of the device to identify which device has generated the data [21]. 

 

There data generated can be stored in three forms: local, distributed and centralized. [5] 

1. Local form: The data is stored in the storage unit of sensor. Flash memories and embedded platforms are installed in sensors to 

store the data locally. A database management system, StoneDB, form a database to store the sensors data to support queries and 

mining tasks. 

2. Distributed form: The data is stored in more than one server in a network through distributed technologies and dynamically add 

new attributes to a data record. In a distributed storage system, there exist three types of storage. It can be through block, file and 

object.  

3. Centralized form: The centralized form refers to that the data from the sensors are collected and then it is stored in cloud. 

 

The IoT data can be stored as object storage or Software defined storage for efficient accessing. The IoT data can be 

stored in cloud platforms using  RDBMS, NOSQL DBMS, DBMS based on HDFS, main-memory DBMS, and graph DBMS[21]. 

The structured data can be stored in   the multiple databases such as NoSQL and MongoDB and unstructured data can be stored in 

file repository (HDFS). Two major issues must be addressed regarding the storage of IoT data: the Location of data storage 

facilities (the where), and the organization of data storage (the how). 

 

VII. DATA ANALYTICS 

Data analytics is the process of converting data into information and knowledge. Depending on the requirement of services, the 

data collected is analyzed to take specific actions. Today, IoT brings the great research for managing, analyzing and mining data. 

The data collected from the IoT environment enables to understand the complex environments and used to make better decision, 

automation, high efficiency, productivity and accuracy. 

IoT Data Analytics helps to create valuable information in IoT. The data such as structured, semi-structured, live streaming and 

historic data collected from IoT devices are analyzed to create specific action for an application to increase the performance of the 

application .The data generated by the IoT environment is very large and it leads to vast data storage, security problems to store in 

cloud and greater analytic challenges. To find out the information hidden in the IoT data, data mining algorithms, machine 

learning algorithms and deep learning algorithms are needed to provide possible solutions. 

To produce highly reliable and accurate results, timely analyses of IoT data are a major issue. Data mining and Machine 

learning algorithm are the best to produce hidden information from IoT data [31].  
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7.1 Data Mining 

Data mining aims to determine the solution that are present in the generated IoT data and thereby increase the efficiency of the 

system and quality of services [32]. There are various processes and algorithms in data mining, so to select a particular algorithm 

for a particular IoT system is also a challenge now. Data mining in simple terms can be said as the process of extracting valuable 

or sensible information from a data warehouse. Effective and efficient mining algorithms are required to mine IoT data streams 

that are highly dynamic, heterogeneous, uncertain, indefinite and incomplete set. The following are some of the data mining 

algorithms. 

 

7.1.1. Clustering 
Clustering is typically defined as categorizing the data into some sensible, meaningful groups or classes. This helps to 

achieve an easy perceptive for the users by grouping naturally. The best example for this could be a search engine which is based 

on clustering, that can categorize endless web pages into news, images, videos, reviews etc. Clustering is an unsupervised 

learning process. There are various clustering models such as k-Means clustering, k-Medoids clustering, Density based clustering 

and Hierarchical clustering that can be used depending upon their use. 

Clustering methods are divided into 4 major categories such as: [33] 

1. Partitioning methods,  

2. Hierarchical methods, 

3. Density based methods and  

4. Grid based methods 

 

7.1.2. Classification 
It is a function of data mining that delegates items into categorical labels. It helps us to predict the category of a 

particular item in a dataset [34]. Classification is a supervised learning process. This classification algorithm can be implemented 

on different types of data sets and on basis of performance these algorithm also used to detect the natural disasters like cloud 

bursting, earth quake, etc. This technique is applied for car parking, accident detection, and traffic forecasting services. 

 

7.1.3. Frequent pattern mining 

The basic idea of frequent pattern mining is to find patterns such as set of items, subsequences, substructures that occurs 

frequently in a data set [32].Finding frequent pattern plays a vital role in mining associations, correlations among data. It is a basis 

for many data mining tasks such as indexing, classification, and clustering, sequential and structural pattern. It helps to find out 

the hidden information from a set of transactions in a database .Haoshu et al proposed a system to detect frequent trajectory 

patterns to investigate the production process in manufacturing system by deploying sensors in the manufacturing system [33].  
 

7.1.4. Time Series Analysis 

A time series is collection of time-based data objects and it’s obtained from scientific and financial applications. The 

features of time series data include huge data size, high dimensionality, and update continuously. Deep learning algorithms could 

apply to IoT and Smart city domains in time series analysis [34] 

Stock market index value is analyzed in a time series manner. Time series analysis is also used in forecasting, to analyze 

dependent events; that is to predict future values based on past events. When data points are present in consecutive time interval, 

time series analysis is applied to extract meaningful related to specific patterns or statistics [35] 

 

7.1.5. Outlier and Anomaly Detection. 

The data points which are entirely different from the remaining points in a given data set is called as outlier. The outlier can be 

obtained based on the distance between the points in the data set. The data points that  are most distant from all points will be 

marked as outliers[36].Paper [37 ]  proposes a  model to detect  outlier based on sensors placed on different geographical location  

and sensors reading taken at different time in  air pollution data set  for a  smart city. Zibin[38] etal proposes an algorithm to 

detect anomaly using support Vector Machine for smart traffic data. 

 

7.2 Machine Learning 

Machine learning is a concept in which the machine learns from the programmed code without human intervention. 

Machine Learning (ML) algorithms can be classified in two groups, supervised and unsupervised techniques. Supervised 

techniques need a prior knowledge in order to classify the rest of samples. Because the environment completely changes every 

day in a RFID context (i.e. new objects around the system), the training set may not work for future uses of the system. Hence, for 

real-time applications it can be a disadvantage since the system requires a previous normalization before obtaining a good 

classification. However, unsupervised techniques (which do not require training) are suitable in this scenario where the 

classification does not depend on previous training sets. Algorithms or mathematics plays the most essential role in machine 

learning; this is the tool to deal with the data. Some of the machine learning algorithms is discussed below. 

 

7.2.1. Bayesian Statistics 

Bayesian statistics is a mathematical procedure that applies probabilities to statistical problems. It provides people the 

tools to update their beliefs in the confirmation of new data. 

The data sensed by the sensor are enormous and all the data generated are not important, BP( Belief Propagation),handles  these 

sensor data and controls the sending of useless data [39]. The data sensed must be of high quality to provide good result and 

http://www.jetir.org/


© 2018 JETIR July 2018, Volume 5, Issue 7                                            www.jetir.org  (ISSN-2349-5162) 

JETIR1807293 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 323 

 

solution. When all the sensors sense data it leads more generation of data and high energy consumption. Lev [41] used multiphase 

adaptive sensing algorithm with belief propagation protocol (ASBP) to turn on only a smaller number of sensors thereby reducing 

the energy consumed by the sensor network providing with high data quality. 

 

7.2.2. k-Nearest Neighbors (k-NN) 

The k-NN algorithm is a supervised learning algorithm. This is a general classification algorithm which groups k kinds 

of groups so that the distance between the points inside a group is minimum [39].This algorithm helps to identify missing data by 

exploiting several neighbour nodes cooperatively by considerering spatial correlation of sensor data than temporal correlation[39] 

[40]. This algorithm is applicable to the IoT data which is designed for applying in fast online parallel multisensory information 

processing and Change detection algorithm in multisensory environment [41]. Based on similarity measure, this algorithm stores 

all available clusters and classifies new clusters. 

 

7.2.3. Neural Networks 

Neural network is a concept to process the information. A neural network consists of several hidden layers which helps 

to find the difference between objects of different groups by training. Knowledge for training is provided by means of input 

examples called training examples [42]. 

In case of locating a sensor node (i.e to find out node geographical position) neural networks can be used. Depending upon the 

frequency signal received from neighbor nodes and the spatial relation between the nodes, a node can be localized. The 

measurements may include received signal strength indicator (RSSI), time of arrival (TOA), and time difference of arrival 

(TDOA).By giving multiple training, the location of the node cab be computed by neurons [39]. 

 

7.2.4. Support Vector Machines (SVM) 

It is supervised machine learning algorithm which uses labeled training model to categorize the data points by learning. 

So it mainly categorize the data points into two regions separated by a plane and new data points will be placed in one of the two 

regions[40]. Machine learning techniques like ANN, SVM and multiclass SVM are used to detect abnormal data points using Air 

quality index [42].In another application, anomaly detection is used to identify the interesting parking locations [43]. 

 

7.2.5. Decision Tree (DT) 

Decision Tree algorithm is a supervised learning algorithm which is used for building classification or regression model 

in the form of tree structure for a problem.  This algorithm is more appropriate for large data sets. A decision tree is a hierarchical 

tree structure, in which it breaks dataset into smaller and smaller subsets. Finally the tree structure is developed with nodes. The 

nodes can be root node, leaf nodes or decision nodes.  A decision node can have two or more branches, which perform a test on 

single value .Leaf node is used to make decision or prediction.  The top most node is the root node which is used for best 

prediction. Thus each node represents assessment on an attribute value, where the outcome of the test is represented by branch 

and tree leaves are various classes and thus decision tree represents a tree like structure. This algorithm is used in identifying six 

activities (watching, reading, chatting, sleeping, listening and walking) using wearable’s[44]. 

 

7.2.6. Principle Component Analysis (PCA) 

Principal component analysis aims to analyze the data to identify patterns and finds to reduce the dimensions (for 

example reduce 2D to 1D, 3D to 2D) of the data set with less loss of information. Thus the necessary information are mined from 

the data collected and it generates new set of variables called principal components. It can be used for compression, event 

detection and event recognition. It can be used to deal with high dimensional data. So this algorithm is more applicable for 

processing data from sensor networks [45].  

 

7.2.7. k-Means Algorithms 

k-means algorithm is unsupervised learning algorithm , which solves k-means clustering problem. The algorithm aims to 

discover clusters in the input data points. The amount of clusters are represented by a variable K. Based on the feature provided, 

each data point are assigned to one of the K group by working iteratively. The clusters are formed based on feature similarity. 

This algorithm can be applied to behavioral segmentation, inventory categorization, sorting sensor measurements and detecting 

anomalies. The advantage of this algorithm is simple implementation and it has linear complexity. This algorithm is used for data 

analysis based on MapReduce[46]. In [47] the prediction of gestures is achieved by the standard unsupervised machine learning 

technique K-means clustering. 

 

VIII. DATA VISUALIZATION 

Visualization is the only technique which is used to quickly identify the problem and based upon that decision can be made. 

The data collected from the IoT environment is huge and the information is hidden and they can be represented in a meaningful 

way by data visualization. Thus data visualization helps to make fast and quick decision with more confident and accurate. Data 

visualization is not about graphs or charts which shows something interest about the data collected or analyzed .It deals about 

understanding of data, analyzing data and communicating the data within billions of IoT devices. Any IoT application datasets 

can be tracked and analyzed with the use of powerful and simple data visualization. Data Visualization is becoming an integral 

part of IoT, when the analyzed data are translated into a language that is easy to understand process and present on visual 

language. 
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IX. DATA MANAGEMENT FRAMEWORK 

IoT data management system can be divided into various layers as shown in Fig 2. Layer1 is the Things Layer which works 

together directly with the interconnected IoT devices and sensors. Data produced by sensors is collected and data is sent to 

Aggregation layer. Layer  2 is the aggregation layer which is responsible for the process in which the collected data are efficiently 

summarized the huge volumes of data in real-time. Layer 3 involves Data Pre-processing. IoT data will be in various formats and 

structures, since Things layers may interact to collect the data with various sources like sensors, RFID readers, GPS, camera etc. 

 

 
Fig 2 . IoT Data Processing Framework 

The IoT data must be stored in unified format, so redundant and missing data are processed and converted into unified format. In 

order to decrease communication cost, the data compressed in this Layer .Sometime data from the multiple sensors provides 

duplicate information, so in order to provide precise information a technique called data fusion is applied to the sensed data. 

Layer  4 is storage-layer which involves the mass storage of produced data to specific data base management systems for later 

processing and analysis and for query and use. Layer 5 is the Analytic Layer which is responsible to apply data mining techniques 

or predictive machine learning algorithms   to find the hidden information within the pre -processed data. Layer 6 relates with 

data visualization which is used to quickly identify the problem and based upon that decision can be made. 

 

X. MAJOR CHALLENGES 

Challenge #1Need for edge Processing 

Raw data generated by the sensors are transported to the cloud which requires high band width to transmit and high 

storage cost to store the data in cloud. So the data is handled at the edge node or server to reduce the data size and sent to the 

cloud.  

The edge server is similar to cloud server, but its capability is lesser than cloud server. Edge sever can perform 

computation and data storage and it communicates with the other network by having internet connection. Devices such as base 

stations, gateways, access points, routers, switches, and video surveillance cameras are some of the edge computing nodes [27]. 

To reduce communication cost and storage cost, the data must be processed within the edge network.  

In the existing cloud computing networks, a middle layer can be built called as edge layer. This edge layer is made up of 

several edge servers. Edge servers may be available in remote locations or other edge locations. But they are generally available 

where the sensors reside closer to the sensors. The major advantage of edge processing is to handle the tasks that needs to process 

immediately without delay, in order to give quick feedback to the end-users [48]. 

 

Challenge #2 Distribution of  IoT tasks between  edge, cloud and things 

Edge sever has low computing power and storage capabilities, and it cannot handle huge amount of data like cloud 

server, but it must be used effectively. So necessary actions must be taken to identify which activities must continue on edge, 

which activity can be processed by the things or IoT devices and identify other remaining activities which can be moved to cloud. 

Certain data prioritization techniques can be used to find which IoT data needs to be processed closer to the edge in order to yield 

reply to the end users with less latency. Other remaining IoT data can be moved to the cloud for further processing and storage. 

So while taking the number of IoT jobs requested or created suitable data classification, data prioritization, task scheduling, task 

and data offloading with limited bandwidth, delay, power consumption must be considered [27]. 

 

Challenge #3Security 

In IoT things are given unique addresses, and it has the facility to transmit the data over the network. Thus lots of data 

are collected from IoT environment and they need to be protected from hacking. Collecting and aggregating the IoT data is not 

only necessary for an IoT application, but providing deployable information and notification on distinct activities must be 

considered when events lie outside the established regulation. In order to provide solution to this, sophisticated machine learning, 

artificial intelligence, data mining and big data techniques must be applied to detect any anomaly. Traditional network solutions 

http://www.jetir.org/
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such as firewalls do not recognize IoT specific attacks and intrusions, so IoT Security Analytics is essential to identify such 

attacks. 

 

Challenge #4 Interoperability 

In IoT environment, variety of IoT devices (low computing power versus more capable devices), heterogeneous things and 

homogenous things which has different identification (addressing) are connected to the internet via gateway with different 

standards and protocols which needs interoperability. So the solution needed is standardization across vendors and a set of Open 

APIs for developers to overcome interoperability. 

 

Challenge #5 How to store IoT data-Data storage formats 

IoT data generated comes in different format such as structured and unstructured. Structured data and unstructured data 

can’t be stored in one database. Because separate schema is used for unstructured data and it won’t fit in the database. So the 

challenge is to permit storage of both types of data supporting faster analytics and providing security [7] and to manage big data 

so that unstructured data can be accessed quickly [8]. 

 

Challenge #6 Where to store the data 

The challenge in storing the IoT data depends upon the application. It can be stored either in the cloud or at the edge or 

the third hybrid approach. A hybrid approach is to use both the edge and the cloud. In this method the data needed far faster 

response can be stored closer to the objects where the object is generated, and permanent data used for further examination can be 

stored at cloud. Since persistent data are moved to cloud, it is advantage with respect to storage of vast data in cloud, This 

approach supports the less cost of data storage and data transmission, since temporal data are stored in edge and remaining data 

are transferred to cloud for further analysis and queries [5].  

 

Challenge #7 Adaptive data mining/ Machine learning algorithms 

Several data mining algorithms and machine learning algorithms such as neural network, artificial intelligence, support 

vector machine, clustering, regression analysis etc exist. But which mining algorithm must be used for a specific application in 

real time for analytics to get the best solution is a major challenge. 

 

Challenge #8Focus on multi-modal data 

Several sensors are deployed in an IoT environment to continuously observe a number of factors, such as temperature, 

heat, moisture, motion, speed etc . The data generated by the several sensors are usually in different dimensions. This leads to 

several problems to tackle with huge amount of mixed data with respect to storage and processing 

 

Challenge #9Analytics at the Edge. 

Cloud computing can handle large amount of IoT data generated  from IoT environment because of its high computing 

power, high storage and less cost .Therefore cloud is used in current situation  for most of the IoT applications. But certain 

application demands low latency, high Quality of Service in real time. So for the application requiring less response time, cloud is 

not suitable. So therefore Analytics can be performed at the edge of the network instead of performing analytics at the cloud. 

 

XI. CONCLUSION 

It is foretold that the Internet will consist of trillions of connected computing devices universally in next generation. These 

nodes will generate huge amount of data and these data is the heart of the IoT architecture and it must be processed in depth to 

obtain valuable information and to provide a required solution for an application with low latency. Thus the internet of things has 

a long data processing channel in terms of collecting data, storing the data, and processing the data, and make decisions for an 

application. This paper put forwards data centric issues on IoT technology. It mainly researches the features and sources of IoT 

data, data aggregation, data storage, data processing and analysis with machine learning and data mining algorithms. It also 

provides an overview of some of the challenging areas in IoT with data perspective. 
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