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Abstract: Cloud computing is an data technology (IT) paradigm that enables repeated pierce to distributed pools of configurable 

process resources and higher-level companies which can be rapidly provisioned with small administration work, usually over 

the Internet. Cloud computing utilizes sharing of assets to accomplish coherence and economies of degree, just like a community 

utility[1]. Cloud computing protection could be the pair of control-based technologies and guidelines developed to adhere to 

regulatory conformity principles and protect data, information programs and infrastructure related to cloud computing use[2].  

With an increase of companies using cloud computing and associated cloud providers for information procedures, 

proper security in these and different probably susceptible parts have grown to be a concern for companies acquiring with a cloud 

processing provider[3][4].  This paper is centered on safety dilemmas in cloud computing. In this we use cryptographic algorithm 

for obtaining security of information around our cloud[5]. We proposed a technique hybrid RSA to increase the confidentiality 

and security of data. We uses hash codes to keep the integrity of the information.  We also raise the authentication of security of 

the cloud computing using multi-level authentication[6]. 

Index Terms - Cloud computing, Algorithms, Security, Authentication, Confidentiality 

________________________________________________________________________________________________________ 

I. INTRODUCTION 

 Cloud computing is a technique for delivering information technology (IT) services where resources are retrieved from 

the Internet through web-based tools and applications, instead of an immediate link with a server[7]. Rather than keeping files on 

an exclusive hard disk or local storage device, cloud-based storage afford them the ability to save lots of them to a remote 

database[8]. Provided that a digital device has access to the internet, it's access to the information and programs to perform it . 

It's called cloud computing because the data being accessed is within "the cloud" and doesn't require a person to stay in a 

particular destination to get access to it[9][10]. This sort of system allows employees to work remotely. Companies providing 

cloud services enable users to store files and applications on remote servers, and then access all the information via the 

internet[11]. 

 

II. LITRATURE REVIEW 

 Mbarek Marwan et al. [12] have focused on security of data on the cloud. In fact, this approach guarantees data 

confidentiality and enables users to perform arithmetic operation over encrypted data without decrypting them. In principle, the 

proposed techniques seek not only to secure client data, but also to perform mathematical operations on the ciphertext. In this 

paper, the author had proposed RSA and Paillier algorithms that ensure the two main homomorphic properties: addition and 

multiplication. The RSA algorithm is used to perform multiplication over encrypted data and to ensure data confidentiality. In 

parallel, Paillier is a homomorphic algorithm used mainly to carry out addition over encrypted data. 

  

             Ashutosh kumar debey et al. [33] have proposed a technique in whith they  apply RSA and MD 5 algorithm. When the 

cloud user upload the data in the cloud environment, the data is uploaded in encrypted form using RSA algorithm and the cloud 

admin can decrypt using their own private key. For updating the data in the cloud environment admin request the user for a secure 

key. Cloud user sends a secure key with a message digest tag for updating data. If any outsiders perform a change in the key, the 

tag bit is also changed indicating the key is not secure and correct.  

 

             Manpreet kaur et al.[33] have mentioned about the security challenges and security issues while uploading the data on 

the cloud. 

 

             Varun Gandhi et al.[34] have discussed the  main security issues existing in cloud computing environments. The 

security issues at various levels of cloud computing environment is identified in this paper and categorized based on cloud 

computing architecture. This paper also focuses on the usage of cloud services and security issues to build these cross-domain 

Internet-connected collaborations. 

 

2.1 Summary on literature review: 

           A number of researchers have discussed the security challenges that are raised by cloud computing. It is clear that the 

security issue has played the most important role in hindering the acceptance of Cloud Computing[12]. 

           For security purpose of cloud storage various encryption techniques are being analyzed by researchers. As discussed in 

survey there are many security techniques which are currently applied to cloud storage[13]. Apart from this there are still too 

many areas which require further enhancements like more efficient algorithms can be developed which can increase the security 

level in the cloud storage[14][15]. 
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III. SECURITY IN CLOUD COMPUTING 

3.1 Importance of Authentication: 

              Authentication plays a significant role in cloud's security. Authentication is the procedure of to determine confidence in 

users identities. Authentication assurance levels must be appropriate and accurate for the sensitivity of the any application, 

information assets accessed and the danger involved[16]. In Authentication  process  the credentials provided are in comparison to 

those on file in a database of authorized users informative data on a local operating system or within an authentication server[17]. 

If the credentials match, the procedure is completed and an individual is granted authorization for access. Authorization is 

employed to regulate the access of data[18]. It's the mechanism through which a method determines what degree of  access a 

specific authenticated user should need to secure resources controlled by the system. 

 

3.2Importance of Confidentiality 

 It contemplates the abilities of the VMs as well as assigns superior amount of errands to the privileged facility VMs 

deployed on the supremacy specified to all of the VMs however it gets unsuccessful to consider the extent of the jobs to opt for the 

suitable VM. 

              Data confidentiality is essential for users to store their private or confidential data in the cloud. Authentication and access 

control strategies are accustomed to ensure data confidentiality[20][21]. The confidentiality, authentication, and access control of 

data issues in cloud computing  could be addressed by increasing the cloud reliability and trustworthiness. Confidentiality, in the 

context of computer systems, allows authorized users to gain access to sensitive and protected data[22]. Specific mechanisms 

ensure confidentiality and safeguard data from harmful intruders[23]. Data confidentiality identifies the capability to share sensitive 

data among a community of users while respecting the privileges granted by the data owner to each person in the community. Any 

user external to the community is assumed to possess no privilege at all[24]. 

IV. EXISTING FRAMEWORK 

 The prevailing framework guarantees data confidentiality and enables users to do arithmetic operation over encrypted 

data. This framework was  centered on conventional encryption methods, such AES, DES and RSA. However, clients had 

decrypted stored data before manipulating them. Consequently, these algorithms aren't suited to exploit the cloud database[25]. 

For that end, the writer proposed the homomorphic encryption scheme to secure clients'data. The key idea behind that method is 

to hold out computations on encrypted data. In reality, homomorphic algorithms allow anyone to compute arithmetic operations 

over encrypted data without decrypting them. In principle, the excisting techniques seek not merely to secure client data,  but 

additionally to do mathematical operations on the cipher text. users count on homomorphic properties to do common 

mathematical operation, such as for example addition and multiplication[25]. For that end, the writer had presented two well-

known algorithms: Paillier and RSA. In reality, Paillier can perform addition  of two values without decrypting them while RSA 

is especially used to do multiplication. enerally, homomorphic encryption is just a technique where arithmetic operations are 

carried out over encrypted data. So, organizations encrypt their data using homomorphic algorithms before uploading them in to 

the cloud database[25]. 

V. PROPOSED FRAMEWORK 

 We proposes a platform to mitigate security issues at the particular level authentication and storage level in cloud 

computing. Efficient security mechanisms must be deployed in the form of encryption, authentication, and authorization or by 

various other method to guarantee the privacy of consumer's data on cloud storage. 

5.1 We raise the authentication of security  of the cloud computing using multi-level authentication. 

 

Multilevel authentication:  

It generates passwords at multilevel. In this password is entered in stages. On each correct password privilages for the entered 

stages are granted. 

In this framework you can find three levels:- 

 Owner level 

 Administrator level 

 User level 

 Owner- top level security like giving the access after asking various security questions. 

Administrator-second level security i.e. after asking various security questions then provide the access 

User- third level security i.e. providing access after username and password matching. 

 

5.2 We raise the confidentiality and security of the cloud computing through Hybrid RSA technique: 

 

Uploading data on cloud securely by encrypting its data using RSA with HMAC i.e. hashed message authentication code. Data is 

encrypted using RSA and the HMAC code file of that data is generated and sending both the files Encrypted File + HMAC code 

file to the cloud. Also, saved HMAC code file to the LOCAL storage also in order to maintain the integrity of the data in cloud. 

The cloud sends the encrypted file to the user by using the decryption key for file. After decrypting the file, the integrity check 
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can be applied by the user using HMAC. The user receives the HMAC along with the file. The user can compute the HMAC on 

the file and check if both are equal. It can therefore detect if there is any tampering of data during transmission 

 

5.3 HMAC 

              Message authentication codes are employed between two parties that share a secret key to be able to authenticate 

information transmitted between these parties[13]. The standard defines a MAC which used a cryptographic hash function in 

conjuction with a secret key in order to authenticate information transmitted between two parties[13].Load balancing in cloud is the 

course of distributing the job load amongst different nodes in a distributed system used for enhanced reserve consumption and job 

reply time. The load balancer calculates observed in the particular time-span along with uses this value to estimate the virtual 

machine availability for the next time span. Load balancing ensures that all the processor in the system or every node in the 

network does roughly the equal quantity of work at any instant of time. It is a procedure of passing on the entire load to each nodes 

of the combined structure to create resource utilization efficient as well to get better response time of the situation, concurrently 

removing a situation in which some of the nodes are over loaded while several others are under loaded. It can be observed CPU 

utilization, throughput etc. will be improvised while balancing the load to virtual machines on the basis of utilization of resources 

on an immediate time. The goal of this research work is to set aside resources with the intention that we can assign the assets to 

additional number of processes in order to boost productivity plus make it environmental friendly [15]. 

 

5.4 Performance parameters 

 Encryption time: 

 Decryption time 

5.5 Simulation Agenda 

            NetBeans is an open-source project dedicated to providing rock solid software development products (the NetBeans 

IDE and the NetBeans Platform) that address the needs of developers, users and the businesses who rely on NetBeans as a basis 

for their products; particularly, to enable them to develop these products quickly, efficiently and easily by leveraging the strengths 

of the Java platform and other relevant industry standards. 

All the functions of the IDE are provided by modules. Each module provides a well-defined function, such as support for the Java 

language, editing, or support for the CVS versioning system, and SVN. NetBeans contains all the modules needed for Java 

development in a single download, allowing the user to start working immediately. Modules also allow NetBeans to be extended. 

New features, such as support for other programming languages, can be added by installing additional modules. For instance, Sun 

Studio, Sun Java Studio Enterprise, and Sun Java Studio Creator from Sun Microsystems are all based on the NetBeans IDE. 

Best Support for Latest Java Technologies 

            NetBeans IDE is the official IDE for Java 8. With its editors, code analyzers, and converters, you can quickly and 

smoothly upgrade your applications to use new Java 8 language constructs, such as lambdas, functional operations, and method 

references 

           With its constantly improving Java Editor, many rich features and an extensive range of tools, templates and samples, 

NetBeans IDE sets the standard for developing with cutting edge technologies out of the box. 

VI. FLOWCHART OF PROPOSED FRAMEWORK 
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VII. IMPLEMENTATION AND RESULTS 

We develop an application to store medical information. To meet security requirement we encrypt the data  using RSA with 

HMAC and upload the data to the cloud. The proposed application is developed using netbeans ide 8.2 and cloudsim 3.0. we use 

MYSQL as a database. 

 

 
 

Fig 7.1. Dataset uploading to the cloud                               Fig 7.2. Dataset decrypting from the cloud 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Case I- Comparison of encryption time of base paper technique with RSA and proposed encryption with RSA_HMAC 
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Case II- Comparison of  encryption time of base paper technique with pailier and proposed RSA_HMAC 

 

 
 

 

 

 

 

 

 

 

 

Case III- Comparison of decryption time of base paper technique with RSA and proposed decryption with RSA_HMAC 
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CaseIV- Comparison of decryption time of base paper technique with Pailier and proposed decryption with RSA_HMAC 
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VIII. CONCLUSION  

Cloud database is an approach that aims at reducing operating costs and improving availability and reliability. Indeed, it provides 

a scalable structured repository to store and manage data. In this concept, the cloud provider is responsible for maintaining and 

upgrading the delivered database. Also, users are charged only for the database utilization. Despite its multiple advantages, the 

migration to cloud database faces several challenges. In this context, the security and privacy of clients’ data need to be addressed 

before implementing this new concept. In this regard, we suggest a hybrid RSA based on RSA and HMAC algorithms to 

overcome these challenges. Indeed, this solution ensures the confidentiality and integrity of the stored data in the cloud database. 

In this study, we use RSA with HMAC to secure the data. The proposed techniques guarantee the confidentiality and integrity of 

clients’ data. Using proposed system we need less time to encrypt and decrypt the files we also increase the confidentiality and 

integrity of the data using HMAC. In this proposed technique we also increase the authentication of security using multilevel 

authentication. 

 

 

TABLE 8.1: Comparison table of exiting technique  

with proposed technique 
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