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Abstract: Dynamic data is the big problem in big data and clouds. There are different resource available that create duplicate data. In
this survey paper discuss the different data duplication avoiding methods. In the last decade there are different data duplication methods
are proposed. In this present work discuss different method as well as compare those methods in the literature survey on the basis on
survey problem proposed a modified hybrid AES-SHA 512 based Data De-duplication with Secure Encryption in Cloud. The main
problem originate due to data duplication that is bandwidth consumption and space wastage due to same data. To avoid these problem
researchers are focus on different data duplication techniques in last decade. In this proposed work use simple hash algorithm with
advance encryption system for avidness of de-duplication in cloud. The proposed method output shows better result is compare to other
previous method such as MD5, SHA — 1 as well as DSA in terms of security key generation time, encryption time and data duplicity find
out time. Also the proposed method preserve same of the cloud server and bandwidth of communication channel.
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. INTRODUCTION

Cloud computing (on-demand computing), it is a branch of computing which provide services on demand. In this cloud computing,
computing resources, data and information can be shared between one system to another system on demand. Cloud Computing may be a
model obtainable anyplace, to access on-demand to a shared pool of configurable computing resources. Cloud computing provides solution
for storage to clients and different organization with various capability to save and process their data in third-party data centre. It depends on
sharing of resources to induce consistency and economies of scale, same because the utility into a network. [1]

To preserve privacy of data, encryption and decryption techniques are used. The plaintext is the original form of data and the cipher text
is the encrypted form of data. Encryption strategies take plain content (unique type of information) as an info and change over it into figure
content (scrambled type of information), in view of calculation utilizing a key. A key is a component on the basis of which data is encrypted.
Unscrambling systems takes the figure content (scrambled type of information) and change over it into plain content (unique type of
information) in light of calculation utilizing a key. [2]

Cryptography algorithms are divided into two different categories on the basis of the keys used-

1.  Symmetric Key Cryptography and

2. Asymmetric Key Cryptography

In Symmetric Key Cryptography algorithms a single key is used for encrypting and decrypting the data. A key is transmitted to both
sender and receiver before communication. It is also called private or secret key cryptography. Then again, Asymmetric Key Cryptography
calculations utilize a key combine known as open key and private key. People normally key's utilized for coding the message although
personal key's utilized for unscrambling the message. They are likewise called open key cryptography techniques. Symmetric key encryption
is better than asymmetric key encryption. [3]

1. DE-DUPLICATION

Data de-duplication is sometimes called an intelligent compression or single-instance storage; is a process that
removes redundant copies of information and reduces storage aloft. Information de-duplication strategies guarantee that just a single diverse
occurrence of data is held on capacity, for example, plate, blaze or tape. Repetitive information squares are supplanted with a pointer to the
one of a kind information duplicate. In that way, information de-duplication nearly lines up with incremental reinforcement, which duplicates
just the information that has changed since the past reinforcement. Aligns with incremental backup, which copies only the data that has
changed since the previous backup.[4]

Information de-duplication is one of the current advances away right now since it empowers organizations to spare a ton of cash on
capacity expenses to store the information and on the transfer speed expenses to move the information while imitating it offsite for DR. This
is awesome news for cloud suppliers, in light of the fact that in the event that you store less, you require less equipment. In the event that you
can de-copy what you store, you can better use your current storage room, which can spare cash by utilizing what you have all the more
proficiently. [5]

If you store little, you also back up little, which again means less hardware and backup of media. On the off chance that you store less,
you likewise send less information over the system if there should be an occurrence of a calamity, which implies you spare cash in
equipment and system costs after some time. The business benefits of data deduplication will be:

e Reduced hardware costs;

Reduced backup values;

Reduced values for business continuity / disaster recovery;
Increased storage efficiency; and

Increased network efficiency.
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Fig. 1. Architecture of Auditor based Data Proving

I11. PROPOSED METHOD

The overall proposed method is divided into two sections. In the first section, we upload the file on cloud and also check the duplicate
file present or not in the cloud. To avoid the duplication problem in the cloud. That why when upload any file cloud check same file
available or not on cloud if same is already exists in cloud. In this case file is not upload on the cloud. After the verification of file, in the
second stage upload file on cloud data server with advance encryption system using AES.

Section -1 File Uploading on cloud and duplicate checking
Section -2 Data verification by Data Auditor

Algorithm Codes -
. User file Uploading Algorithm on Cloud
. User—1login
. User enter in the system
. Select file for uploading
. Check hash value if similar hash already exist in the system file not upload)
. Fn( file id) = SHA-2 (Hash value == data log )
Send message to user ---(“This file is already exist in the cloud )
. Stop operation
. Else
10. Fn(1* file ) = SHA-2(Hash value # data) // hash value not matched
11. Apply encryption on selected file first fread // read test file
12. Fn (file id) = encryption_AES (‘file’, ‘key’) ;
13. F (ency.) // Store in the admin Log files
14. end

OO ~NO O~ WN P

IV. ADVANCED ENCRYPTION STANDARD (AES)

Sub Bytes () Transformation

The Sub Bytes () transformation is a non-linear byte substitution that operates independently on each byte of the State using a substitution
table (S-box). This S-box (Fig 1), which is invertible, is constructed by composing two transformations [1]:

1. Take the multiplicative inverse in the finite field GF(2®), described in Sec the element {00} is mapped to itself.

2. Apply the following affine transformation

b; = b; ® b(i+4mod8) @ b(i+6mod8) @ b(i+7mod8)®c,— (1)

for 0 < i < 8,where b;is the i~*" Bit of a byte ¢ with the value {63} or {01100011}. Here and elsewhere, a prime on a variable (e.g., b¢)
indicates that the variable is to be updated with the value on the right [3].
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Fig. 2 Block diagram of SubBytes Transformation.

The various transformations (e.g., Sub Bytes (), Shift Rows (), etc.) act upon the State array that is addressed by the ,,state” pointer. Add
Round Key () uses an additional pointer to address the Round Key. In matrix form, the affine transformation element of the S-box can be
expressed as:

_bl_ I S

b‘,’ -10001111-20 11
b}1100011111

2t 111 0 0 0 1 1][P2] o

bsf_11 1 1 1 0 0 0 1f|bs], 0 @
byl 11 1.1 1 1 0 0 ol]|bs] loO

pil (001 1 11 1 0 0f|bs| (1

pel 100 1 1 1 1 1 0flp| |1

p] 0001 1 1 1 | Lo

.07 ] -7

Shift Rows () Transformation
In the Shift Rows () transformation, the bytes in the last three rows of the State are cyclically shifted over different numbers of bytes
(offsets). The first row, r = 0, is not shifted. Specifically, the Shift Rows () transformation proceeds as follows:

Spe = Sr,(c+shift(r,Nb))modNb for0<r<4and0<c<Nb 3)
Where the shift value shift(r, Nb) depends on the row number, r, as follows (recall that Nb= 4): Shift(1,4)=1 ; shift(2,4) =2; shift (3,4)=3.

No |
change 0.0] %0,1) B2 &3 3,0 30,1/ Fp,2) S.3
. ShiftRows |
Shife 131,0[ 3,1 B2 83 311|312 31,3 310
e e —
Shift 1 30| B, B2 & d3,2 83,3 2.0 32
o m—
Shit 3 85,0/ 3.1 8.2 833 83 ¥3,0[ F31/ 3.2

S —"

Fig 3 Shift Rows, cyclically shift the last three rows in the state.
The Mix Columns () transformation operates on the State column-by-column, treating each column as a four-term polynomial. The
columns are considered as polynomials over GF (2%) and multiplied modulo x4+ 1 with a fixed polynomial a(x), given by

a(x) = {03}x3 + {01}x? + {01}x + {02} (4)
This can be written as a matrix multiplication. Let

S'(x) = a(x) @ s(x)
Sie| _ fo1 02 03 o1 [Sie

s;. |~ (o1 01 02 03]]s,,.
ls;.] Loz 01 o1 02l s,

Soc] 02 03 01 017 [Sore
= for0<c<Nb ()

As a result of this multiplication, the four bytes in a column are replaced by the following:

Sic = Soc({02} ¢ Sy.) @ ({03} # Syr0) D S3c
Szc = Soic D S1,c({02} o Sy) D ({03}« S37¢)
S3c =S ({02} ¢ Sy10) D ({03} ¢ Syr) D Ssic

Soc = ({02} » Sore) @ ({03}« Sy1c) D Sz1c D S3Icl
(6)

JETIR1808132 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 904


http://www.jetir.org/

© 2018 JETIR August 2018, Volume 5, Issue 8 www.jetir.org (ISSN-2349-5162)

aO. a0.3 b0,3

a 8 .| by

10 13 d

b

a4 2.3

as.oa b,
L

) c(x)

Fig. 4 Mix Columns operates on the state column by column.

Add Round Key () Transformation

In the Add Round Key () transformation, a Round Key is added to the State by a simple bitwise XOR operation. Each Round Key consists
of Nb words. Those Nb words are each added into the columns of the State, such that

[SorsSifs Sapr Sip | = [Sof,SlerZerSf 52 [Wround-Nb+c]]f07” 0 <c <Nb, ()
Where [wi] are the key schedule words, and round is a value in the range O £ round £ Nr. In the Cipher, the initial Round Key addition
occurs when round = 0, prior to the first application of the round function.
The application of the Add Round Key () transformation to the Nr rounds of the Cipher occurs when 1 £ round £ Nr.
V. RESULT
The presented de-duplication system based on SHA -512, it’s consume less time and give higher hash output as compare to other previous
methods. In the below table 1, shows the comparison of proposed de- duplication finding time as compare to de-duplication finding time MD
-5, SHA- 1, SHA- 256 and SHA — 256 and SHA 512. In the below figure and table clearly shows that proposed method shows better result as

compare to other previous methods. Also shows in the figure 2, compare in bar graph.

Table 1: Compare with different previous methods

File Size Time (mile second )
Methods MD 5 SHAL[1] [3] SHA 256 SHA 512
5 kb 2.086 1.854 1.55 0.781
10 kb 2.085 1.901 1.606 0.925
20 kb 2.226 1.976 1.734 0.955
30 kb 2.141 2.269 2.045 1.083
40 kb 2.139 2.098 2.975 1.404
50kb 2.951 3.348 2.988 1.731
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Figure 2: Graphical Comparison of proposed work in different previous work
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IV. CONCLUSION

Cloud computing is an emerging area of research, where most of the IT infrastructure is moving to make their service and delivery more
efficient. Cloud computing make it more scalable, more reliable, secure and accessible with plenty of option to perform its best. In this
Dissertation our work approach lead behind the multiple copy and duplicate data get upload over the cloud and its different data centre due to
different ownership. The concept behind the research is taken a secure and reliable algorithm, approach which can find the solution for
security as well as de-duplication redundancy optimization over the data store.

The proposed base method discussed about the file level distribution and redundancy detection using file level chunking, where as to
transmit and store the data AES (Asymmetric encryption system) algorithm is used to provide data security. For improvement of the hash
calculation use SHA — 512, with the help of SHA -2 obtain duplicate file detection faster as compare to other methods. In future try to
encrypted this image using the above methods also add impulse noise as an attack [11] [12] [13]. In future implement the proposed method
on real time communication system such as LTE, TD LTE. [14]
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