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Abstract:  Mobile Ad-hoc Networks (MANETs) is one of the fastest growing areas of research in communicating technology. The 

flexibility and mobility of Mobile Ad hoc Networks have made them increasingly popular in a wide range.   Many problems and 

challenges exist in this field because of the frequent and unpredictable MANET topology changes. To protect these networks, 

security protocols have been developed to protect routing and application data. The use of communication security protocols 

originally developed for wired and Wi-Fi networks. They also place a heavy burden on the limited network resources of a 

MANET. To address these issues, a secure routing communication and a novel secure framework is proposed. The framework is 

designed to allow existing network and routing protocols to perform their functions while providing node authentication, access 

control, and communication security mechanisms. A secure protocol and a watch dog approach is been implemented for security 

mechanism in wireless networks. 

 

Index Terms - mobile ad-hoc networks, authentication, access control, communication security, watch dog approach   

I. INTRODUCTION 

 

Mobile ad hoc network (MANET) has become very famous due to their infrastructure-less quality and dynamic nature in 

communicating technology. They contain a large number of nodes which are connected and they communicate to each other in 

wireless nature.  MANET is an ad hoc network for mobile or much simply called as mobile ad hoc network which is a 

continuous self-ordered, infrastructure-less network of mobile devices connected wirelessly. Every node also works as a router 

since they route packets from one to node to the other nodes. Due to its wireless nature and lack of any central authority in the 

background, Mobile ad hoc networks are always vulnerable to some security issues and performance issues. The security 

imposes a huge impact on the performance of any network. 

Definition:  A collection of wireless mobile hosts forming a temporary network without the aid of any centralized 

administration or standard support services. 

There is a widespread of applications in mobile ad hoc network in the commercial, Military and private sectors. Mobile Adhoc 

Networks allow users to access and exchange information regardless of their geographic position or proximity to infrastructure. 

Wireless communication can be trivially intercepted by any node in range of the transmitter. This can leave MANETs open to a 

range of attacks. 

II. EXISTING SYSTEM 

Secure routing communication that provides node authentication, access control and communication security mechanism in 

mobile adhoc networks is implemented, where the strength of the connection changes with time. MANET’s rely on 

intermediate nodes to route message between distant nodes. AODV and OLSR lack security mechanisms, allowing malicious 

nodes to interfere with the network in a variety of ways. Diffie Hellman key exchange algorithm is used. Generating keys for 

every node to connect to the other node causes overhead. 

III. PROBLEM STATEMENT 

MANETs rely on intermediate nodes to route messages between distant nodes. They lack infrastructure to administrate the 

manner in which packets are routed to their destinations. Reactive protocols, such as Ad hoc On-demand Distance Vector 

(AODV) plan routes when messages need to be sent from source node to the destination node  by polling nearby nodes in an 

attempt to find the shortest route .The basic versions of AODV and OLSR lack security mechanisms, allowing malicious nodes 

to interfere with the network in a variety of ways. Generating keys for every node to connect to the other node causes overhead. 

The key contributing factor to this problem is an inability to distinguish legitimate nodes from malicious nodes. 

IV. PROPOSED SYSTEM 

Secure MANET routing protocol have been proposed. Secure Ad hoc On-demand Distance Vector (SAODV) is the secure 

implementation of AODV respectively. Verification of the source node's identity must be performed. Each node is assumed to 

have a digital signature. A watch dog tool is implemented to monitor and evaluate the transaction between the nodes using certain 
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parameters like digital signature and transaction id. Secured Hashing algorithm (SHA2) is been used for generating digital 

signature. Malicious and authorized nodes are been identified. 

4.1 Adhoc On demand Distance Vector (AODV) routing protocol  
The AODV routing protocol is a reactive routing protocol. Routes are determined only when needed. In this protocol the 

routes are kept for packet transmission as long as they are needed by the source node. AODV enables dynamic, self-starting, 

multi-hop routing between mobile nodes wishing to establish and maintain an ad-hoc network. AODV allows for the construction 

of routes to specific destinations and does not require that nodes keep these routes when they are not in active communication. 

AODV avoids the ―counting to infinity problem by using destination sequence numbers. This makes AODV loop free. 

AODV defines 3 message types: 

 • RREQ messages are used to initiate the route finding process.  

 • RREP messages are used to finalize the routes. 

 • RERR messages are used to notify the network of a link breakage in an active route.  

The Path Discovery process is initiated whenever a source node needs to communicate with another node for which it 

has no routing information in its table. Every node maintains two separate counters. A node sequence number and a broadcast id. 

The source node initiates path discovery by broadcasting a route request (RREQ) packet to its neighbors.  

The pair uniquely identifies a RREQ broadcast id is incremented whenever the source issues a new RREQ. Each 

neighbor either satisfies the RREQ by sending a route reply (RREP) back to the source or rebroadcasts the RREQ to its own 

neighbors after increasing the hop count. Notice that a node may receive multiple copies of the same route broadcast packet from 

various neighbors. If it has already received a RREQ with the same broadcast id and source address it drops the redundant RREQ 

and does not rebroadcast it.  

Nodes can keep track of connectivity to neighbors using available data link or network layer mechanisms. RERR message 

processing is initiated when 

 Node detects a link break for the next hop of an active route, or 

 Receives a data packet destined for a node for which it has no (active) route, or 

 Receives a RERR message from a neighbour for at least one active route in its routing table.  

Nodes must increment the destination sequence numbers of the routing entries contained in the RERR message before 

transmitting to nodes in precursor list. Nodes receiving RERR messages simply update their sequence numbers with those 

contained in the RERR message. Nodes must also mark these routing entries as invalid regardless of whether they are transmitting 

and/or receiving. This ensures that no predecessors may reply to a RREQ from a node on their successor path, thus providing loop 

freedom. RREQ messages are ultimately forwarded back to the originator who may initiate another RREQ message.  

 

4.2 Flow Diagram 

   
 

Fig. 1 Adding security features for the routing protocols 

 

4.3 Digital signature 

 

 A type of asymmetric cryptography used to simulate the security properties of a signature in digital. 

4.4 Watchdog Tool 

 Monitors the transactions between the nodes and verification of digital signatures. 

 Evaluating malicious activity and blocking them. 

4.5 Algorithms 

4.5.1 Malicious node detection 

BEGIN 

Step1:   Static and dynamic Parameters initialization. 

Step2:   Put all identity on the first node. 
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Step3:   Update the identity of the watch table  

Step4:   Select an edge to reach to the next node. 

Step5:   Compute the amount of energy consumed to transmit the data 

Step 6:  Update the edge of nodes and their identity 

Step7:   IF Have all have secure identity completed their solutions THEN GOTO  

Step 8:   ELSE GOTO Step 4. 

Step 9:  Find the route and transmit the data  

Step 10:  Perform routing with the intermediate id for packet transmission 

END 

 

4.5.2 Digital signature Generation 

Begin 

Step1:   Initialize hash chain. 

Step2:   Generate hash chain. 

Step3:   Max hop count. 

Step4:   Define hash function type. 

Step5:   Generate hash based on Source address. 

Step6:   Extract auto key 

Step7:   Generate signature. 

End 

4.5.3 Checking and verifying signature integrity  

Begin 

Step1:   IF the signature is invalid THEN simply drop the packet. 

     ELSE 

        Signature verified. 

        End 

 

V. RESULTS  

Python 2.7.5 version is installed in windows 10 and after installing python the program is executed. But few packages 

are to be installed before execution. SHA generated keys for nodes that want to transfer the data in form of packets by forming a 

network and stored in database. 

 

 
Fig. 2 Digital signatures generation 

. 
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      Fig. 3 RREQ generated for the packets between the routes 

Routing  nodes and malicious nodes are displayed which are used in routing. 

    

Fig. 4 List of malicious nodes 

 

The above graph is obtained after identifying the secure nodes and malicious nodes in routing the packets from source to the 

destination. The red points indicate malicious nodes, green points indicate authorized nodes. 

 

 
Fig. 5 Graph representation 

 

VI. CONCLUSION  

The use of infrastructure free network such as MANET’s has increased tremendously. In such environment, the security 

is more important because the data should be safe and the identification of nodes should be done. Routing protocols and the 

process should also be secure. A novel frame work for analysis of secure routing in mobile adhoc network is been proposed. A 

secure routing protocol AODV is implemented for transmission of data packets. Digital signature is been generated for the nodes 
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before the transmission. A watch dog approach is been implemented for security analysis in the routing process. The results have 

shown the transmission of data packets between nodes securely by identifying the authorized nodes and the malicious nodes. 

Many more routing protocols can be proposed. Comparison between different routing protocols with security and watch dog 

approach can be used. 
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