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Abstract: Personalized web search (PWS) improves the level of various search services on the Internet. But because of lack of
user’s private search information during search it is difficult for the wide proliferation of PWS. We study privacy protection in
PWS applications which helps to structure user preferences as hierarchical user profiles. We propose a PWS framework that helps
to generalize profiles by queries while respecting user specified privacy requirements. We are aiming at striking a balance
between two main factors that evaluate the utility of personalization and the privacy risk of exposing the generalized profile. We
present two algorithms first is SSM and cosine similarity algorithm for runtime generalization and second is ranking based on
mean value of similar links.
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l. INTRODUCTION

The web search engine has long turn into the most vital source for individuals searching for helpful data on the web. However,
users may get disappointed when web search return unwanted results that don't meet their requirements. Such unwanted data
extracted by search engine is generally because of huge amount of variety of users’ contexts and backgrounds, and additionally the
ambiguity of writings. Personalized Web Search (PWS) is a general class of pursuit procedures going for giving better indexed
lists, which are custom-made for individual client needs[5]. As the cost, user’s data must be classified to make sense of the client
expectation behind the issued inquiry.

The PWS can be classified as click-log-based systems and profile-based systems. The click log-based strategies basically go
through clicked pages in the client's search history[4]. Despite the fact that this system has been exhibited to perform reliably and
extensively well, it can just chip away at new domain inquiries from the same client, which makes it difficult to keeping of its
appropriateness. On the other side, profile-based system generates the client interest models created from client profiling strategies.
Although both types of PWS techniques has some advantages and disadvantages for, the profile-based PWS has proved more
effective in improving the quality of web search recently, with increasing usage of personal and behavior information to profile its
users, which is usually gathered from query history browsing history, click-through data, bookmarks, user documents and so forth.
Unfortunately, such certainly collected personal data can easily reveal a matter of interest of user’s private life [7].
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Fig 1.1 Generalized user profiler

The Web personalization process is classified into four deferent phases: Collection of Web data - Implicit data includes past
activities as recorded in Web server logs via cookies or session tracking modules. Explicit data generally gathered from registration
forms and rating questionnaires. Additional data such as demographic and application data (for example, e-commerce transactions)
can also be used [1][4]. In some cases, Web content, structure, and application data can be added as additional sources of data, to
shed more light on the next stages. Pre-processing of Web data — Gathered data is further pre-processed to put it into a format that
is compatible with the analysis technique to be used in the next step.

Pre-processing may include cleaning data of inconsistencies, filtering out irrelevant information according to the goal of
analysis (example: automatically generated requests to embedded graphics will be recorded in web server logs, even though they
add little information about user interests), and completing the missing links (due to caching) in incomplete click through paths [4].
Analysis of Web data - Also called Web Usage Mining, this step applies data mining techniques to discover interesting usage
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patterns and statistical correlations between web pages and user groups. This step generates user profile, and work offline, so that it
does not add any extra workload on the web server. Final Recommendation Phase -This is the last phase; this step uses the results
of the previous analysis step to provide recommendations to the user. The recommendation process involves generating dynamic
web content and adding hyperlinks to the last web page requested by the user [3][6].

1. LITERATURE SURVEY

[1] In this paper author proposed an efficient information retrieval system in order to overcome the drawbacks of the ranking
algorithms and improve the efficiency of web searching respecting to the precision measures. Current search engines do not rank
the searched documents for a certain query automatically; they just retrieve related documents to that query issued by the user.

[2] Author proposed a framework called Personalized Mobile Search Engine (PMSE) which extracts and learns user’s search
and location preferences based on the user’s clickthrough. The GPS trajectories are used to adapt the user mobility. GPS locations
help to improve effectiveness during retrieval, especially for location queries. Two privacy parameters, minDistance and expRatio
are proposed. The privacy parameters provide implicit control of privacy exposure while maintaining good ranking quality.

[3] In this paper author implemented system a client-side privacy protection framework. System is potentially be adopted by
any PWS that captures user profiles in a hierarchical taxonomy. The framework allowed users to specify customized privacy
requirements via the hierarchical profiles. In addition, Online generalization on user profiles to protect the personal privacy
without compromising the search quality. GreedyDP and GreedylL algorithm for the online generalization. Our experimental
results revealed that system could achieve quality search results while preserving user’s customized privacy requirements. The
results also confirmed the effectiveness and efficiency of our solution.

[5] have proposed a strategy for recommending the preferences directly for personalized web searches to increase the
appropriate- ness of the results. A unique approach of conditional preference networks is employed for recommending
preferences more explicitly. The approach directly aims at improving the overall accuracy of the personalized web search. The
user preferences are first obtained which act as the intrinsic driving force for recommending web pages to the users.

Ramya and Gowthami [9] have proposed a per- sonalized web search mechanism by implementing the meta search approach
that relies on the existing meta search engines like Google, Bing, Yahoo, etc. The client receives the request from the users’ and
submits to the server and displays the results based on his/her profile details and favorite search history. The server manages the
tasks and forwards the request to search engines. The user details are stored in the user profile that pre- serves the privacy. That
makes client-server model to communicate in a faster way and provides more efficiency in results based on the user query.

Abu-Dalbouh [10] has conducted a detailed study on incorporating end- user privacy in personalized web search systems. A
study focuses on facilitating an end to end privacy in human computer systems for achieving better retrieval privacy in Web
Search Systems. The main inference from the study is that privacy is a criterion which must accompany the Web Searches, as a
Web Search without privacy is incomplete and risky.

Table 1.1 shows the comparison between similarity algorithms with similarity and time parameters by evaluating results on string
1 and string 2. Here Levenshtein distance algorithm takes considerable amount of time with minimum similarity. Cosine similarity
gives good result with higher similarity rate with minimum time.

String 1: Android mobile development company

String 2: What is android?

ALGORITHM SIMILARITY (%) | TIME(MS)
Levenshtein distance [11] 14.71% 2500
Q-grams [12] 14.55% 2320
Dice coefficient [13] 28.57% 2360
Cosine similarity [14] 28.87% 1200

Table 1.1 String similarity algorithms comparisons

I1l. PROBLEM STATEMENT

In the proposed system, we are going to implement the process by using which the system can become capable of
capturing and extracting a series of queries by applying string similarity match algorithm to minimize the computational time and
to achieve more accuracy in search results.

1V. PROPOSED SYSTEM ARCHITECTURE

Web search engines (e.g. Google, Yahoo, Microsoft Live Search, Bing, etc.) are mostly used to search certain information from a
large amount of data in a very few amounts of time [7]. These web search engines also pose a privacy threat to the users. These
useful tools profile their users on the basis of previous searches submitted by them. To address this privacy threat, current solution
proposes new mechanisms that introduce a low cost in terms of communication. In the proposed system, we are going to
implement the String Similarity Match Algorithm (SSM Algorithm) for increasing the better search quality results. Personalized
web search is best way to increase the accuracy of web search.

In the proposed system, we propose a new protocol specially designed to provide privacy to the user’s in front of web search
profiling. In this proposed system, we propose and try to oppose adversaries with broader background knowledge, such as richer
relationship among topics. We have generalized the user profile results by using the background knowledge which is going to store
in history. Through this we are able to hide the user search results. In the existing system, Greedy IL and Greedy DP algorithm are
used which takes large computational time.
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In the proposed system, Cosine Similarity and String Similarity Match Algorithm is used. For Client post query q to the
server, server retrieves the query results PT to the client. Results have been extracted by using string similarity match algorithm.
One possible definition of the string similarity match algorithm is the following:

1. Given a pattern string, P =plp2.....pm
2. Textstring, T=tI1t2........ tn
3. Find a substring Tj’j=1tj".......... tj
in T, which of all substrings of T, has the smallest edit distance to the pattern P.

4.1 Algorithm for Proposed System:

Step 1: Detection & removal of unwanted symbols

Step 2: Calculate similarity values for user given words and words in database.

Step 3: In that similarity computation, extract the similar features in the dataset.

Step 4: Then calculate the ASCII difference for user given word and words in database.
Step 5: Then again calculate the similarity values.

Step 6: Finally retrieve the most relevant documents based on the similar matching values.

Psuedocode:

public float DistanceCalculation(String source, String target)
{

final int sl = source.length();

final int tl = target.length();

if (sl==0||tI==0) {
if (sl==tl){

return 1;

}

else {

return O;

}}

int cost = 0;

if(sl<n|tl<n){

for (int i=0,ni=Math.min(sl,tl);i<ni;i++) {
if (source.charAt(i) == target.charAt(i)) {
COSt++;

}

return (float) cost/Math.max(sl, tl);

¥

Above pseudocode gives the distance between two strings namely source string and target string. Algorithm performs
character wise string similarity. Algorithm checks character at same index location in both strings, if character matches then it
increases cost by 1 if not it goes to next index position till end of word. Finally, distance is calculated by dividing cost with
maximum string length.

The proposed framework will dynamically generate a user profile for a user’s query prioritizing the user’s privacy.

Search Query:
Here client execute the Query (q) to the server, server retrieves the data and retrieved data is further generalized and similarity
between dataset keyword and data extracted from server is calculated. Weights are assigned to each links as per similarity value.
SSM and Cosine Similarity with TFIDF:
Module 1: Processing of multiple links :

1. Coreferent Detection:

e Removal of Duplicates.
e  Tokenization.
e Filtering
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Module 2: Cosine Similarity Based Approach:

Cosine Similarity measures the similarity between two sentences in terms of the value within the range of [0, 1]. Cosine
similarity is based on basic fundamentals o term based extraction. Term frequency identifies the links containing the relevant
terms TF (term, document) = Frequency of term / No of links

ti- — 1)

i=
YkNk

IDF (inverse document frequency) calculates whether the term is rare or common in all documents. IDF (term,
document) is calculated by dividing total number of documents by the number of documents containing provided term and
taking log of that.(Here documents are nothing but the links)

IDF (term, no of answers) = log (Total No of links / No of links containing term)

D

|df| =log m (2)

TF-IDF is the multiple of the value of TF and IDF for a provided term. The increasing value of TF-IDF is directly
proportional to the number of occurrences of term within a link and with rarity of the term across the corps

TFIDF=TF*IDF 3)
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Fig. 4.1 Proposed System Architecture

Module 3: Ranking Algorithm Implementation:

Ranking Algorithm calculates the mean of whole links, creates a mean value and it takes nearest value from the mean
value and generates the output based on score.

Steps-
Arrange the Value in descending order.
Calculate Mean Value for whole Answers.

Mean Value= Total no. of links /Total Size
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Fig 4.2 User Profile

4.2 DATA FLOW DIAGRAM (DFD):

This Data Flow involves following steps -
1. Data Pre-processing Phase-
Retrieve data
Eliminate stop words.
2. Feature extraction Phase-
Extract relevant feature i.e weighted feature.
3. Similarity Based Approach Phase-

Rank similar multiple links
| Login | Register

.|
"1

Serach Query I

Fetch rasult

Get keywords from user
profile

&

apply similarity and rank
links with TF

L

Display Resulit

Fig. 4.3 System flow diagram

4.3 ADVANTAGES
1. It provides better search results.
2. It has less computational time as compared to existing system.
3. Itissimple
4. Itis very efficient to evaluate.
CONCLUSION

The data can be retrieved by using the background knowledge for generalization. An important feature of transaction
data is the extreme sparsity, which makes any single technique not sufficient in anonymizing such data. Among recent works,
some suffer from high information loss, some result in data hard to interpret, and some suffer from performance drawbacks. From
some previous studies, it can be seen that most of the users are willing to compromise privacy if the personalization by supplying
user profile to the search engine provides better search quality. In the proposed system, we propose generalization to minimize
information loss. We propose new techniques to address the efficiency and scalability challenges.

JETIR1812129 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 233


http://www.jetir.org/

© 2018 JETIR December 2018, Volume 5, Issue 12 www.jetir.org (ISSN-2349-5162)

Proposed system provides better quality results and provides more efficiency. Our string similarity match algorithm
provides better accuracy.
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