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Abstract :  This paper explains various security issues in the existing home automation systems and proposes the use of logic 

based security algorithms to improve home security. The work classifies natural access points to a home as primary and 

secondary access points depending on their use. Logic based sensing is implemented by identifying normal user behavior at these 

access points and requesting user verification when necessary. User position is also considered when various access points 

changed states. Moreover, the algorithm also verifies the legitimacy of a fire alarm by measuring the change in temperature, 

humidity and carbon monoxide levels, thus defending against manipulative attackers. The experiment conducted in this paper 

used a combination of sensors, microcontrollers, Raspberry Pi and ZigBee communication to identify user behavior at various 

access points and implement the logical sensing algorithm. In the experiment the proposed logical sensing algorithm was 

successfully implemented for a month in a studio apartment. 
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I. INTRODUCTION 

Using energy efficiently in smart homes saves money, enhances sustainability and reduces carbon footprint at large. 

Consequently, the need for smart energy management is on the rise for smart homes for smart cities in general. However, the 

lack of low cost, easy to deploy, and low maintenance technology has somewhat limited a large-scale deployment of such 

system. The sheer quantity of data collected throughout different cities of a country presents multiple challenges in data storage, 

organization, and analysis. Internet of Things (IoT) technology and Big Data are natural candidates to address these challenges. 

IoT technologies can provide a ubiquitous computing platform to sense, monitor and control the household appliances energy 

consumption on a large scale. This data is collected using many different wireless sensors installed in residential units. The data 

can be monitored, collected and analyzed using predictive analysis and advanced methods to actionable information in the form 

of reports, graphs and charts. Thus, this analyzed data in real time can aid home owners, utilities and utility eco-systems 

providers to gain significant insights on energy consumption of smart homes. The energy service providers can use the power 

consumption data available with analytics engine to provide flexible and on-demand supply with appropriate energy marketing 

strategies. The consumers, being aware of their consumption behavior and having a close interaction with the electricity utilities, 

can adjust and optimize their power consumption and reduce their electricity bills. In order to have an effective cost saving 

system, it is important to monitor and control the operation of residential loads depending on the aggregate power consumption 

over desired period, the peak power consumption, the effect of weather/atmospheric conditions and consumption slab rates. This 

is where the combination of IoT technology, Big Data analytics and BI comes into play for implementing energy management 

solutions on a local and national scale. Finally, as an additional advantage, the use of IoT also enables seamless remote access 

control of home devices where the customers get online access to the ON/OFF usage pattern of in home appliances via a 

personal computer or a mobile phone. 

II. INTERNET OF THINGS 

The process of controlling or operating various equipment, machinery, industrial processes, and other applications using 

various control systems and also with less or no human intervention is termed as automation. There are various types of automation 

based on the application they can be categorized as home automation, industrial automation, autonomous automation, building 

automation, etc. Home automation is the process of controlling home appliances automatically using various control system 

techniques. The electrical and electronic appliances in the home such as fan, lights, outdoor lights, fire alarm, kitchen timer, etc., 

can be controlled using various control techniques. There are various techniques to control home appliances such as IOT based 

home automation over the cloud, home automation under WiFi through android apps from any smart phone, Arduino  based home 

automation, home automation by Android application based remote control, home automation using digital control, RF based home 

automation system and touch screen based home automation. 

III. BIG DATA 

The sensors, IoT, devices, and actuators in the smart grid keep generating data for carrying out functions related to 

operation, monitoring, control, audit, QoS, billing, etc. For having an effective operation & management of smart grid, Big data 

sources, monitoring and control system, data collection agents, robust ICT infrastructure and ubiquitous computing platforms play 

a central role. Big data is used to store and retrieve the information of home automation applications. 
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IV. EXISTING SYSTEM 

The functional requirements of the system are specified as general functional requirements and specific system 

requirements. The general requirements are the system’s functionality and specific requirements are different business processes 

delivered. Non-functional requirements comprise of system’s attributes such as scalability, security, privacy, etc. The proposed 

system’s functional requirements are the SoC should gather power consumption information and the ambient condition 

information periodically, and send it to a centralized server. The server should parse the information and transmit the readings to a 

central data storage system or database. The stored data should be used by analytics engine to process it and generate reports, 

graphs, and charts. Clients should be able to view the generated graphs through a cross-platform mobile application. Client 

application interacts with the server using a lightweight architectural style Web API to facilitate communication using web 

services. Depending on the user privileges, the application should render different services to each user such as viewing reports, 

device status, and remote control of device or bill payment. 

                 The specific functional requirements can be characterized as the business processes offered by the system. To render  

    these requirements, six divisions of business processes are follows 

 Consumption Analysis for Monitoring 

 Asset Efficiency Analysis 

 Root Cause Analysis 

 Predictive Analysis 

 Remote and Local Device Controlling 

 Bill Tracking Utility 

The non-functional requirements of the system demonstrate that the system is scalable, reliable, secured, maintainable, 

easily deployed, and remotely accessible. Scalability, Security and Privacy are the three important non-functional aspects in the 

proposed systems which are discussed as follows Scalability of the data is collected and analysed on a national level 

accommodating four different levels of stakeholders Home Owner, Community Representative, State Representative and Country 

Representative. Each stakeholder has its respective view of the data and services offered.  

The six business processes mentioned above should be applied to each stakeholder as required. To serve these levels of 

clients, the system should be based on an easily scalable architecture. Security of the system is important as a minor flaw in system 

design can lead to catastrophic disasters. Multiple levels of security such as secured web service calls using https must be 

implemented to ensure protected communication of the system. Privacy of the communication between server and end devices 

should be private. Access control using two factor authentication and proper encryption techniques should be utilized to prevent 

illegitimate users from prying over the data. 

 

V. PROPOSED SYSTEM 

           In this paper, we analyzed various access points in a home to identify different improbable scenarios within a smart 

home during its operation. Access points are inherent in the structure of a home, which can be used for entering and exiting a 

home. In a typical home these natural access points are front door, back door, balcony doors and windows. Even though window is 

not a normal access point it can be used as one; most likely by an intruder depending on the situation. Physical access to a home is 

only possible through these access points unless serious structural alterations are made to a home. These serious structural 

alterations cannot be made without drawing attention to the act itself, like blasting or destroying a wall to create an entrance. So, 

managing access at these access points is crucial in securing a home. The paper proposes that, irrespective of the number and type 

of access points in a home, the behavior of a legitimate user at these access points can be broken down in to a set of possible 

events which can be predicted. Based on the purpose of the access points, the paper classifies access points into primary and 

secondary. In a home, when an access point is used by its inhabitants as a primary means to enter and exit from their home, it is 

categorized as primary access point like the front door, back door etc. On the other hand, secondary access points like the window, 

balcony door etc. also provide entry/exit to a home but they are rarely used for that purpose because there are other convenient 

ways in and out of a home for a legitimate user. 

 

VI. HARDWARE AND EXPERIMENT SETUP 

 The proposed access monitoring and control mechanism at home is implemented using Raspberry Pi 3 which has 4× 

ARM Cortex-A53 processor operating at 1.2GHz, Broadcom Video Core IV graphics processor, 1GB LPDDR2 (900 MHz) built 

in RAM, one 10/100 Mbps Ethernet port, 2.4GHz 802.11n built in wireless adapter and a 32GB class 10 micro Secure Digital 

(SD) Card as the hard disk storage. The Pi works on a Raspbian Operating System (OS) optimized for Raspberry Pi.  

The OS is burned on to the SD card from a laptop which is then inserted into the Pi. The algorithms are implemented 

using Java as the programming platform and MySQL as the database. Java 7 JDK (Java Development Kit) and MySQL are 

installed in the Raspberry Pi from Debian repositories using the APT (Advanced Packaging Tool) commands with root user 

permissions. At the access point Arduino Uno microcontroller with ATmega328P IC is used to gather data. Arduino Uno module 

has fourteen digital input/output pins (6 of which can be used as Pulse Width Modulation (PWM) outputs), six analog inputs, a 

USB connector port, a 16 MHz ceramic resonator, a power jack, an In-Circuit Serial Programming (ICSP) header, and a reset 

button. Arduino is flexible and offers a variety of digital and analog pins, it can be connected to a PC using USB, and it can run in 

standalone mode or as an interface connected to a PC. Arduino is cost effective and is an open-source project backed up by a 

strong online community. 
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Fig.1 Implementation of Sensors in home 

 

Each microcontroller in the experiment is connected to a PC using USB and programmed using the Arduino Interactive 

Development Environment (IDE). A Micro Contact/Limit Switch is used at the doors and windows to sense the state of doors and 

windows. Adjustable Passive Infrared (PIR) Motion Sensors and HC-SR04 ultrasonic range sensors capable of noncontact 

measurement from 2 cm to 400 cm are used to identify user activities inside the home near an access point.  

 

 
 

Fig .2 Sensors, board and microcontroller deployment at Primary Access Point 

Every living thing with temperature above absolute zero emits heat energy in the form of radiation this may be invisible 

to the naked eye but can be detected by PIR sensors. The PIR sensors implemented here has a field of view less than 180 degree. 

                                               

 

 
                                               Fig .3 Board one installation at Primary Access Point 

http://www.jetir.org/


© 2018 JETIR  December 2018, Volume 5, Issue 12                               www.jetir.org  (ISSN-2349-5162) 
 

JETIR1812A49 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 363 

 

VII. RESULTS AND DISCUSSION 
The algorithm generated 14 warnings, 8 regarding the open primary access point, 3 for not securing the secondary access 

point before leaving the home and another 3 warnings for opening the balcony door during day when the bed was occupied. 

Intruder alarm was triggered 5 times during the experiment, 4 were related to primary access points while one was related to 

secondary access points. IVM was triggered 59 times and user successfully verified his identity 55 times. Alarm was killed using 

the 12 character password five times. The state change timer was activated 23 times while the user re-entered the home before the 

state change timer expired 15 times, so the home state changed due to state change timer expiry 8 times. The graph in Fig. 6 shows 

the number of state changes for primary access point, total number of warnings generated, IVM triggers, number of user identity 

verifications and number of alarms generated. Fig.4 shows the number of state triggers for frequently triggered states namely State 

1, 4, 6, 9, 13, 17, 19 and 31. 

 

Fig.4 Graph of IVM 

Secondary access points changed states 56 times; balcony door changed state 27 times and window state was changed 

29 times. All of the 27 times balcony door changed state the user was at home but 3 of them happened when the user was in bed, 

so these 3 times warnings were generated and IVM was activated along with the identity verification timer, which was reset 

when the user conformed their identity. Once the open balcony door was closed due to wind, when the user was in bed, so no 

identity verification mechanism was initiated.  

 

 
                                               Fig.5 Graph of the secondary access point and changes in room. 

The home was occupied all 29 times when the state of the balcony window was changed. Once the window was opened 

from the outside when the user was in bed during night; the intrusion defense mechanisms (audible alarm) were triggered 

without waiting for any user identity verifications. The total number of state changes for secondary access points, balcony door 

and window state changes, secondary access point triggered IVM, warnings and alarms generated due to secondary access 

points. 
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VIII.CONCLUSION 

The proposed system detects user actions at primary and secondary access points in a home using different sensors. 

These detected user actions and behaviors are compared with normal user behavior at various access points to identify intrusions 

or intrusion attempts. In the experiment, our proposed algorithm was able to successfully identify all 305 state changes of the main 

access point and reduce them to 190 user behaviors while the secondary access point changed state 56 times. The alarm was 

triggered five times when the user failed to confirm his identity. Six of the fourteen warnings generated were regarding secondary 

access points while the other eight were relating to primary access point when the home became empty. In addition to identifying 

intrusions in home, the algorithm also warns user about imminent and live potential security vulnerabilities by identifying the 

status of various access points, user position and behaviors. For future works, we plan to improve user behavior prediction by 

analyzing various user actions inside the home to further improve smart home security. 
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