
© 2019 JETIR  February 2019, Volume 6, Issue 2                                   www.jetir.org  (ISSN-2349-5162) 
 

JETIR1902793 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 672 

 

FRAUD  REVIEW DETECTION FOR TWITTER 
 

1Jidnyasa Sule,2Disha Sanghavi,3Chirag Dalvi,4Apurva Chaudhari 
1B.E Student,2B.E Student,3B.E Student,4B.E Student,4Assistant Professor 

1Dept of Computer Engineeringr, 2Dept of Computer Engineering,3Dept of Computer Engineering,4Dept of Computer 

Engineering 
1Universal College of Engineering, Mumbai,India 

 

Abstract : Online social media website like  Twitter has been come one of the best platform to spread information. 

Hence, there is no gurantee that the information which are rumored are credible or not.as, a part of our work we 

investigate that the the reviews are fake or not by considering dataset and performing machine learning algorithms like 

text classification and many more. Presently, due to fastest development in the mobile system technology and mobile 

devices,  the mobile application is very popular and interesting field. Today large number of mobile Apps is being 

developed leading to various social media’s; reviews fraud is the challenge in front of the social media businesses among 

which Twitter is the one .As E-commerce is growing day-by-day the no. of reviews in form of tweets is received by 

politicians, superstars, cricketers and the common people.Sothe  reviews are in huge amount.Hence, this creates difficulty 

for many twitter users to trust among the positive one. In this research,we summarize  all the tweets which are positive or 

negative further knowing about their genuinity. This paper proposes a feature set, capturing the user social interaction 

behavior to identify fraud to eliminate the actual mess of hoax reviews,tweets and comments on Twitter.Hence the 

problem being  solved is one of the charachteristic that lead to fraud rather than detecting fraud. 

IndexTerms - Rumours detection, data mining, reviews analysis. 

  

I. INTRODUCTION 

Online social media like twitter ar ordinarily used today, and hence, data is shared among users however it's unaware of the spam 

or non spam data. Twitter is micro-blogging service supplier wherever users send data victimization short messages known as as 

tweets. that is usually one hundred forty character long. Tweets aren't solely the easy text however combination of meta and text 

knowledge. a vital characteristic of twitter is its real–time nature. Twitter features a history of each victimization and cathartic 

Open supply software system whereas overcoming technical challenges of their service. the amount of mobile Apps has grownup 

at higher rate within the modern times. Among that Twitter is that the one that is most oftenly targeted.Twitter contains a large 

quantity of tweets,comments ,reviews on products,news,political problems and controversies of the country.Forexample,suppose 

a product is being fresh launched within the market. so as to boost client expectations, necessities and on-line searching expertise, 

it's become a standard observe for on-line merchants to alter their customers to recommend opinions on the merchandise that they 

need purchased. With additional and additional common users changing into snug with the online, a growing range of individuals 

ar writing reviews and posting them that are getting useful for others. As a result, the amount of reviews that a product receives 

grows chop-chop. Some in style merchandise will get many reviews at some massive merchandiser sites. a better range of reviews 

on social media sometimes leadsto request a lot of attention of the individuals.Tweets ar publically visible by default, however 

senders will prohibit message delivery to merely their followers. Users will tweet via the Twitter web site, compatible external 

applications (such as for smartphones), or by Short Message Service (SMS) on the market in bound countries. However,the 

reviews individuals scan and obtain drawn to,are those that has additional range of likes and comments.Now here the individuals 

ar unaware of the very fact that the reviews on twitter aren't continually real.There ar range of individuals United Nations agency 

deliberately needs to deteriorate the ratings or quality of the reviews by giving spam reviews.So primarily among the massive 

quantity of tweets set there ar the real tweets and also the faux ones. Therefore,in order to boost the effective performance and 

genuinity on twitter we have a tendency to ar developing an internet application that classifies the spam and non-spam reviews. 

 

 

 

 

 

Fig.1 Semantic analysis process 

II. RELATED WORK 

The following research articles are selected for review: 
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The authors HengshuZhu, HuiXiong,YongGe ,Enhong Chen proposed  this system which was used to detect the fraud in the 

mobile rankings and ratings.Moreover there are many apps available, due to which the system lacked effective performance and it 

only identified the number of spam rankings(in percentage). 

 

 This system was proposed by the authors Manleenkaurkohli, Shaheenjamilkhan, TanviMirashi,Suraj Gupta  which was about the 

monitoring and removing of the spam reviews from different sites and different apps .This system was made to  functioned for all 

the sites and apps in the market .Due to huge data set and different properties of all sites and apps, the system was unable to 

perform effectively. 

 

The authors KunalGoswami, Younghee Park, Chungshik Song proposed this system on a specific app named Yelp. Here the 

system had limited data because it only worked for the single application. Because of limited data and the increasing reviews, 

people started losing the faith on the system .This lead to the lack of non-recommended users. 

 

III. PROPOSED WORK 

With the assistance of appropriate flow of our system we will make a case for the operating of the system .In the projected 

system, the inputs area unit all types of twitter tweets that area unit within the type of a selected syntax kind. So these tweets area 

unit keep in massive dataset within the backend method. The dataset here can updated and store all the tweets coming near the 

twitter all the time i.e., the info within the system can operate in such some way that ,as much because the tweets area unit 

recorded on twitter that every one the tweets are mechanically get keep within the systems dataset together with the employment 

of tongue Processing(NLP). Then at the backend method the analyzer can analyze regarding the genuinity and non-genuininty of 

the reviews or tweets or it'll observe the positive or negative reviews with the assistance of knowledge mining formula. then the 

info mining formula can operate per its patterns and steps to observe whether or not the reviews area unit in spam or non spam 

form. Then with facilitate of API the output is displayed on the screen akin to the sort of tweet or review is formed. 

Modules- 

ALP -An application programming interface (API) could be a set of procedure definitions, protocol and tools for building 

package. generally terms, it's a collection of clearly outlined ways of communication between varied elements. It makes easier to 

develop a computer programming by providing all the building blocks, that area unit then place along by the coder. associate 

degree API is also for a web-based system, package, info system, element, or package library. 

Twitter inputs-: Tweets of twitter area unit within the type of syntax or sentence or is also associate degree emoji expression. It 

are often be real tweets or faux tweets. Users will cluster posts along by topic or sort by use of hashtag – words or phrases 

prefixed with a "#" sign. Similarly, the "@" sign followed by a username is employed for mentioning or replying to different 

users be associate degree emoji expression. It are often be real tweets or faux tweets. 

 

Standard NLP-In this module it analyze twitter tweets and twitter information. Twitter information has currently been one 

among the foremost use dataset for information processing researches. Twitter information or tweets contains different distinctive 

qualities furthermore , it contains world conversations, uniform length, and real–time information stream, In future as per the 

analysis done twitter information must transcend the words and dissect sentences into grammar representations to develop a 

correct understanding regarding the twitter information content. information processing is essentially a tool within which all the 

tweets of twitter and it’s information area unit analyze properly. 

 

Dataset-One of the primary key contribution is in performing arts the retrospective analysis of our twitter dataset. one among the 

leading works in space of rumour detection. The tweets within the dataset is from the year 2009. It compromises of 5 rumor 

example delineate in below table. 

Rumor 

name 

Rumor 

description 

Stastics #tweets 

Donald 

Trumph 

Is  Donald 

Trumph 

muslim? 

False 4957 

 

Data mining formula-An algorithm in data processing (or machine learning) could be a set of heuristics and calculations that 

makes a model from information. to make a model, the formula 1st analyzes the info you provide, searching for specific kinds of 
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patterns or trends. The formula uses the results of this analysis over several iterations to seek out the best parameters for making 

the mining model. data mining uses opinion mining .their area unit several algorithms we tend to area unit victimization for 

detective work and analysis of tweets .then the tweets area unit classified as positive and negative tweets. 

Dataset classifier-It can gather the classified tweets as positive and negative. 

Output-The main part is that the detected tweets that area unit spam or non-spam .with the assistance of research and hardware 

and additionally the info mining algorithms the system can observe the tweets. 

 

 

 

 

 

 

 

- 

     

 

 

 

 

 

 

 
 

 

 

 

    

 

 

 

 

GUI: A graphical programm could be a human laptop interface(i.e. the way for humans to interact with computers) that uses 

windows ,icons and menus and which may be manipulated by a mouse(and usually to a restricted extent by a keyboard as 

well).An icon could be a tiny image or image in a very interface that represents a program ,a  file ,a directory or a tool .So to open 

a selected file, we simply ought to click on the icon rather than writing instruction interfaces (CLI’s) .Eg: Buttons on internet 

browsers previous page ,for reloading current page ,etc).This interface are going to be the input page of the project which can 

show the outputs and initiate the inputs. 

 

Adapter: associate adapter could be a plug-in that's loaded once associate application is loaded .Another way to seem at 

application adapters is that they provide developers of hosted internet and hosted external applications. However ,adapters don't 

have UI and don't seem to be visible to the user .Here ,adapter are going to be related to the interface and also the analyzer ,to 

invite inputs from interface and any to analyser. 

Analyzer: Associate analyser is advice that analyzes given information. It examines very well the structure of the given 

information associate tries to search out patterns and relationships between elements of information. IT may be a chunk of 

hardware or worm .Our system has analyser as a worm running on a laptop which can classify the tweets like terribly positive 

,,negative and neutral. 
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Scheduler: The work of the hardware is to schedule the dataset(tweets) from twitter into the info at each given interval of your 

time .After some users action, there is a wait amount and when it’s passed ,the server ought to update information base entry for 

the task .Here as several new tweets square measure being tweeted on twitter ,the hardware can unceasingly collect them when 

each interval and keep storing in info. 

Database: It's associate organized assortment of information ,stored and accessed electronically. Database designers generally 

organize the data to model aspects of reality in a very method that supports IT is employed to support internal operations of 

organizations. The info are going to be storing all the tweets from the twitter given by the hardware at each interval. There several 

sub languages employed in info like DCL ,DDL ,DML ,DQL ,XQuery ,SQL(XML combines Xquery and SQL). 

 

 
 

  

4. 

 

 

IV.CONCLUSION 
In this paper we developed such a web application in which the reviews which are provided on twitter will be identified into 

positive or negative reviews. Our system also classifies that reviews in spam or non-spam ones. So it will be helpful for the 

online user to properly understand the things which are present on the twitter. 

Finally ,we experimented our project based on real world social sites which twitter by collecting its database from google. 

Experimental results showed effectiveness of the proposed system 

 In the future ,we plan to study more about fraud evidences and also analyze about the reviews, ratings and rankings 

.Moreover we will also try to identify and classify the reviews of other social sites like Facebook  , Instagram ,Yahoo 

,Youtube  ,etc. 
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