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Abstract :  A vehicular ad hoc network (VANET) can be deployed using Vehicle to Infrastructure (V2I) or Vehicle to Vehicle 

(V2V) modes of communication. In ad hoc deployment of VANET where vehicles arrange in a one-to-one manner in order to 

communicate from the host vehicle to the target vehicle. This is the most defenseless deployment of VANET and is inclined to 

attacks. Various types of attacks are possible in this ad hoc deployment of VANET. In this paper discussing various attacks, we 

have found that the Sybil Attack is one of the prominent attacks.  

Index Terms - Sybil Attack, Denial of Service Attack, Grey-Hole Attack, Black-Hole Attack.  

I. Introduction 

The enclosure of communication technology in vehicles was initiated long ago when vehicles used car phones with Internet 

access or Bluetooth adapters. But its standardization started with the initial development of specifications by Federal 

Communications Commission (FCC), the Dedicated Short-Range Communication (DSRC) in the USA, and a similar 

communication consortium in Europe [1], [2]. DSRC is the collection of protocols and standards designed for single-hop 

communication in the vehicular network. The prominent standard on adaptation of this technology supporting Inter Vehicular 

Communication (IVC) is 802.11p [1], [2], [3], [4].  

This on-the-spot formation of a wireless ad hoc network where nodes are vehicles for achieving precise vehicular 

communication-related tasks is specifically termed a Vehicular Ad hoc Network (VANET). It is a kind of communication 

network formed among ubiquitous vehicles that cooperate with other vehicles to make a safe, and convenient with a reduction 

in travel time [1], [3].  

The deployment of VANET among moving vehicles is attainable because every vehicle participating in VANET has a 

fabricated intelligent unit termed an On-Board Unit (OBU). Communication among vehicles in VANET also takes place using 

radio signals in their specified radio range. When vehicles with OBUs move into the radio transmission range of each other, 

VANET formation is said to have occurred [2], [3], [4]. These OBUs have processors, sensors, Global Positioning System (GPS) 

units, memory, and radio interfaces, and these OBUs generate high computational, communication, and sensing capabilities in 

vehicles [5], [6]. Vehicles existing in each other communication range can directly communicate with one another [2], [3]. In 

contrast, for vehicles falling outside communication range message is delivered using a multi-hop communication technique 

where each intermediate vehicle act as a router that forwards the message using the carry forward approach. These OBUs make 

every vehicle participating in VANET act as a packet sender, router, and receiver, depending on the data forwarded for 

communication [1], [3], [6].  

Some critical issues of concern inherent in VANETs are a very high movement of vehicles in a specific direction, a variety 

of vehicles existing over a geographic location, time-critical applications utilizing a distinct message transmission mode, and 

three distinct architectures for its deployment with a peer to peer communication without a central authority in the V2V 

communication, self-configuring nature, lack of proper vehicle authentication method, and topographical complexities [2], [6]. 

As a result, there is a likelihood that these vehicles function in a physically insecure environment as these intrinsic challenges 

throw VANETs open to various types of attacks.  

VANET is a kind of communication network where its sustainability depends entirely upon the on-time information delivery 

of its multifarious applications. Besides the time criticality of information delivery that is of prime importance in VANET, the 

information delivered essentially follows some other specific characteristics related to security, preserving privacy, unaltered, 

precise, and reliable with QoS [1].   

High speed of vehicles, broadcast transmission, and multi-hop data forwarding is a few inherent issues among many others 

that restrict VANETs to achieve on-time information delivery along with other required information parameters and make 

VANETs vulnerable to several types of attacks [1], [2], [6], [7]. 

With wireless communication media, such deployments do not possess many security mechanisms to authenticate the 

vehicles before entering the VANET [1]. As a result, many security breaches are there in VANET that make an adversary quickly 

come into the VANET and carry out various kinds of attacks [8]. Consequently, VANETs are likely to be influenced by multiple 

types of attacks. These attacks cover impersonation attacks based on the identity of a vehicle, traffic jamming by supplying false 

warning messages, violation of privacy, or on-board tempering by stopping the sensors or tampering with GPS units to provide 

false value [9].  

Depending on the categorization of attacks in MANETs, attacks on VANETs may also be grouped into active and passive 

attacks. In active attacks, an intruder by actively participating in VANET performs malicious activities on data traffic and routing 
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traffic. In comparison, the passive attack is hard to detect, where the attacker indirectly involves malicious tasks and eavesdrops 

on the data [8], [10]. In this way, the attacker reveals the location information or movement patterns of the vehicles.  

Further sections of this paper are divided with section II discussing various attacks in VANET, an analysis of security attacks 

is discussed in section III, and the conclusion in section IV. 

II. Various Attacks in VANET 

The most prominent attacks to which VANETs are exposed are as follows: 

 

2.1 Denial of Service Attack 

              In Denial of Service (DoS) attack is a widespread attack in traditional wired networks. Wireless Ad hoc Networks such 

as VANETs because of their deployment in areas of prime importance such as in war fields, are vulnerable to attacks by intruders 

[7] [9],[11]. As the name suggests, DoS is an attack where the intruder makes sure that the network access or services of a 

genuine user are disrupted in the network. The DoS attack in history was reported in the year 1996 when the third-largest ISP 

Panix in the world was its first target, which brought down its services for many days [12]. In the DoS attack, a malicious user 

generates congestion in the network traffic by repeatedly sending the messages in the network, and this prevents other legitimate 

users from communicating in the network or utilizing the network services. In a DoS attack, depending on the type of destruction 

the malicious user needs, it may specifically damage a specific vehicle or may try to deteriorate the performance of the entire 

network [11]. 

2.2 Distributed Denial of Service Attack 

         The DDoS attack is initiated simultaneously by more than one malicious user present in VANET. This malevolent user 

(s) relentlessly sends messages one after the other in a distributed manner may be from different locations and/or at different 

points of time. Repetition of messages collectively by the number of malicious users creates congestion and jamming of network 

traffic, preventing genuine users from communicating or acquiring network services [9]-[13]. This attack is relevant in today’s 

scenario and was recently reported in June 2019 during the Hong Kong anti-extradition protests. The messaging app Telegram 

was under the DDoS attack, and the protesters were left with no other option but not to use this App. In the same manner, 

Wikipedia users in Germany and some other parts of Europe were denied access to Wikipedia on the 6th and 7th of September 

2019. Under DDoS attacks, the Wikipedia services were stopped for two days [11]. 

2.3 Black Hole Attack 

        The black hole in networking is the place where incoming or outgoing traffic drops automatically without providing 

any acknowledgment about the delivery of messages to the source. In this attack, the black hole is an empty region without 

having any vehicles or where the existing vehicles deny participation in VANET. A malicious vehicle existing in the network 

(as per the requirements of a predefined routing protocol) announces having the shortest path to the destination and consequently 

becomes successful in accessing the packets. The malicious vehicle then drops every received packet [7], [9], [13],[14].  

2.4 Grey-Hole Attack 

            A Grey hole attack is analogous to the Blackhole attack with a disparity that the malevolent vehicle on receiving 

packets drops the packets and, after that, starts behaving in a usual way. As a result, none of the packets reach the destination, 

and it becomes challenging to locate the malicious user in this type of attack [7], [9], [13], [15]. 

2.5 Wormhole Attack 

            A wormhole attack in the network occurs when two or more malicious users take control of the network by forming 

a tunnel. The malicious users place themselves at the endpoints of the tunnel. Moreover, the malicious vehicle creates a tunnel 

for all the packets, including the ones not addressed to it. The malevolent user at the other end becomes a primary vehicle in the 

network that possesses all the diverted packets in the network. The malicious vehicle, controlling all the transmitted packets, 

may threaten the security of the network [7], [9], [13], [15]. 

2.6 Illusion Attack 

           In an illusion attack, to create an illusion for its neighboring vehicles, the malicious user deceives the sensors present 

in her/his own vehicle. Closing the sensor produces incorrect sensor readings and traffic information and can cause traffic jams, 

and accidents, and deteriorates the network performance [7], [9], [13],[15]. 

2.7 Sybil Attack 

          Sybil attack is also possible in peer-to-peer networks without centralized management, where the attacker creates 

numerous virtual identities from a single one and tries to control the network in various ways. Douceur initially introduced this 

attack in the year (2002) [16]. This attack was subsequently named after a book titled Sybil, containing documentation of a 

woman identified with Dissociative Identity Disorder (DID). A person suffering from this disorder has a dual personality 
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disorder, where the single person undergoes two different personality states [17]. In the same manner, in a Sybil attack, a 

malicious vehicle illegitimately launches one or more virtual/ superficial vehicles that do not exist in reality but disrupts the 

normal functioning of VANET in several ways. These unnatural/virtual/superficial vehicles are known as Sybil nodes/vehicles, 

and the malevolent vehicle from where these Sybil vehicles originate is known as Sybil attacker/ Sybil launcher [11], [7], [9], 

[12], [15]. 

2.8 Impersonation Attack and Masquerade 

          In VANET, the only method for vehicle identification is by their IP and MAC addresses. This way of vehicle 

identification is inappropriate as these methods cannot authenticate a user/sender purely on the basis of this information, and IP 

and MAC addresses can be spoofed easily. In the impersonation attack, a malicious vehicle, by stealing the identity of another 

vehicle, can forward messages on its behalf. In this way, the malicious vehicle by hiding itself in the network may create chaos 

in the network in various ways such as i) traffic jams, ii) accidents, and iii) transmitting false messages. Impersonation is 

accomplished by the malicious vehicle by using masquerade identity, message fabrication, and replay [9], [15]. 

2.9 Timing Attack 

          The majority of applications framed for VANET, like safety-related applications, are time-critical, and these 

applications require information to reach within a specific time frame. In the timing attack, the malicious vehicle present in the 

network creates a delay in message forwarding. Therefore, the adjacent vehicles do not receive the message in the required time 

frame, thereby deteriorating the performance of VANET [9], [15]. 

2.10 Man-in-the-Middle Attack 

           In the Man-in-the-Middle (MiMA) attack, a malicious user in VANET eavesdrops the communication between two 

legitimate vehicles. When these two vehicles try to communicate, the malicious vehicle acts as the other vehicle and delivers 

false information with the reply. In this way, the malicious vehicle disrupts the communication between legitimate vehicles [9], 

[15].  

2.11 ID Disclosure 

              In an ID disclosure attack, a malicious vehicle reveals the identity or location of its neighbor vehicles and utilizes 

this information for various malevolent motives [15].  

2.12 Bogus Information Attack and Bush Telegraph 

              In a Bogus information attack, the attacker may be an intruder or a legitimate vehicle with malicious intentions, and 

transmits bogus or false information for personal benefit in the network [9], [15]. A more complicated type of bogus information 

is the Bush Telegraph. In the bush telegraph attack, the attacker owns many identities distributed over numerous wireless hops. 

When a packet is received in a hop, error checking is carried out. The packet is forwarded only if the error is small and is within 

a tolerance limit. The attacker adds incremental errors lower than the tolerance level in the packet at each hop. After traversing 

many hops, the accumulated error ultimately leads to bogus information [15]. 

2.13 Malware and Spam Attack 

            In Malware and Spam attacks, a malicious user present in VANET transmits virus-infected and spam messages to 

create severe disruption in the normal functioning of VANET. These messages ultimately consume a lot of network bandwidth. 

In infrastructure-less VANETs, without the use of centralized control, this attack is complicated to be prevented. On software 

updates, the OBUs and RSUs usually get infected by these attacks [15]. 

2.14 Global Positioning System (GPS) Spoofing, Tunnel Attack, and Global Positioning System (GPS) Jamming 

          The OBU of every vehicle participating in VANET is equipped with GPS. This GPS unit provides the geographic 

location of all vehicles. But it is always possible to spoof the GPS signals. In a GPS spoofing attack, the attacker avails a GPS 

Satellite simulator that produces more powerful signals than the real satellite to spoof the original GPS signals. The spoofing of 

GPS signals enables the attacker to create a false location on the GPS. In this way, GPS spoofing misleads the user, and the user 

assumes the incorrect position to be the real one [9], [15]. 

In GPS jamming, one can block the GPS signals in a specific region by using GPS jamming devices. GPS jamming area 

varies from a few meters to approximately six kilometers [17]. The other method to spoof GPS signals is when a vehicle comes 

across an obstacle or moves in a tunnel (Tunnel attack). At this time, the vehicle does not receive GPS signals. Taking advantage 

of this situation, the attacker may replace the real information about that vehicle available with other vehicles with fabricated 

information [15]. 
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III. Analysis of Security Attack  

 

 

The most common security attacks to which VANETs are easily prone: Denial of Service (DoS), Black Hole, Grey Hole, 

Wormhole, Illusion, Sybil, Man-in-the-Middle (MiMA), Impersonation, Masquerade, Timing, Malware, Spam, Global 

Positioning System (GPS) Spoofing, Tunnel, Replay attacks [14], [18]-[29]. In the literature, several researchers have 

highlighted various types of security attacks on VANET. Based on the literature review on all these major security attacks on 

VANET, an author-specific summary of various attacks is displayed in Table 1. 

Among these, one of the crucial attacks that may affect ad hoc networks to a large extent and the one that has been discussed 

specifically for VANETs in every research paper is the Sybil Attack as shown in Table 1. 

IV. Conclusion 

This shows that one of the crucial attacks that may affect ad hoc networks to a large extent.  Thus, a malevolent vehicle in 

VANET illegitimately produces virtual vehicle(s) and disrupts or breakdown the network services. Thus, Sybil Attack is the 

deadliest attack that is to be prevented in ad hoc VANETs. 
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