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Abstract — A MANET (mobile adhoc network) is a collection of computing mobile devices or cell or other nodes used for
communication which are capable of communication among each other without infrastructure that is fixed. MANET in fact is
self-sufficient group of cellular consumers which talk to each other with the help of cellular nodes, described by certain wireless
links. In these applications, in order to offer quality services for MANETS, many routing protocols have been designed. In this
paper, a novel method that detects and prevents the supportive black hole attack on MANETSs is developed. The proposed
method is based on adaptive Fuzzy Logic for MANET in order to detect and prevent the cooperative black hole attack. The
popular protocol utilized in MANET is on-demand distance vector (AODV) protocol, and is simulated using NS2. The
simulated results of the proposed method are compared with that of an adaptive method [19], wherein source node checks all
nodes activity by using DAT table that maintains from-node-to-next-node’s information and declares black hole node by
channel overhearing method. It is observed that the proposed method based on adaptive fuzzy logic system shows better
performance as compared to adaptive method in terms of throughput, end-to-end delay and packet delivery ratio.

Index Terms— NS2 simulator; AODV routing protocol; adaptive fuzzy logic system; MANETS; Ccooperative black holeattack.

. INTRODUCTION

A MANET (mobile adhoc network) is an arbitrary set of nodes which are mobile and are able to communicate with one another
wirelessly devoid of any centralized coordinator. Therefore, the function of a node is not only to work as a host, but also serves as
a router. An adhoc routing protocol is utilized in order to set the routes and their maintenance there upon. MANETS have many
diverse practical applications such as nature disaster areas, emergency operations, battlefield communication, campus networks,
fleet in oceans, vehicular communication, etc. [3], [4]. The protocol creates the routes on demand basis and also removes the
routes when nodes move away from accessible range. The main aim of the protocol is routing, which is designed to build and
maintain a table of routes’ information. For MANETS, several routing protocols have been developed. One of the key issues is
routing among extremely active as well as widespread mobile nodes of MANET. The MANETS are free of infrastructures,
self managing and quickly installable networks which are wireless.

Thus, the security issue is a major concern in such networks, which necessitates the routing protocol to deal with attacks of certain
types. One of the security attack is a black hole, which is an active attack and considered as an attack of high severity in MANET.
By transmitting wrong information about routing to the victim nodes, this attack is generated in the nodes of routing tables to give
rise to bogus route entries. In this way, black hole manages to absorb packets of data that were meant to be forwarded to
destination. Hence, packets of data are dropped in the network, thereby affecting the network’s performance. In this paper, the
objective is to study black hole attack’s effects in a MANET considering AODV routing protocol as specimen protocol.

The proposed method LTAWB based on Lamport timestamp algorithm (LTA) is used to identify the order of events and to
make the synchronization of time clock in network devices. Each node performs monitoring process by Request message,
Response message and packet drop action that are monitored by the neighboring nodes is discussed in [1]. The Lamport timestamp
algorithm incorporates a fuzzy inference system to improve the performance of network. The simulated results of the proposed algorithm are compared with
that of LTAWB and SMTWB  forwormhole and blackhole attacks. It is observed that the proposed FLTA shows better performance as compared to
LTAWB and SMTWB protocols in terms of throughput, end-to-end delay and packet delivery ratio is studied in [2].

The AODV protocol [5] is utilized when the end-to-end communication lacks an authentic dynamic route among nodes. The
mobile nodes interchange the packets while routing among them whenever they want to. In this process, nodes maintain the
routing table for all routes including routing information about short-lived routes. Nodes uphold a “precursor list” containing
internet protocol address of all its neighbors which are most probable to utilize it for an upcoming hop in the table for routing. In
order to work in a network, the protocol is designed in such a way that all nodes show high degree of trust among each other.
AODV therefore allows active and self-governing, multiple hoping route in between cellular nodes in order to establish and
uphold an adhoc network. AODV also facilitates the route construction and generally no node is required to keep the routes while
not being in a dynamic communication.

The rest of the paper is organized as following: The discussion on black hole attacks is given in the Section I, the related work in
the Section 111 and the proposed work in the Section IV. In the Section V, the simulation experimental outcomes along with the
analysis of performance are presented. The conclusions are given in the Section V1.
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I.LBLACK HOLE ATTACK

In MANETS, attacks can be classified into two types, namely, active attacks and passive attacks. An active attack disturbs
The operation of networks by modifying the data or misrouting the data, whereas a passive attack does not alter the operation of
data. The malicious router can also accomplish this attack selectively, by dropping packets for particular network destination.
Black hole attack occurs through malicious node, which acts as a liar node in the network. This node always pretends as having
fresh route to the destination. A packet drop attack or black hole attack is a type of denial-of-service attack in which a router that
is supposed to relay packets instead discards them. This usually occurs from a router becoming compromised from a number of
different causes. Because packets are routinely dropped from a loss network, the packet drop attack is very hard to detect and
prevent. In the Figure. 1, the node A3 is a source node, wants to send data packet to destination and initiates the route discovery
process. Additionally, A1 and A5 are the neighboring nodes. When source node sends RREQ packet, A1l node replies
immediately with RREP packet to source node A3. In case, the response from the node Al reaches to node A3 at the earliest, then
source node ignores all other RREPS and starts to send data packets to Al which absorbs all packets from A3 or loses; finally Al
becomes a black hole. However, if the malicious router begins dropping packets on a specific time period or over every n packet,
it is often harder to detect because some traffic still flows across the network. Over a mobile adhoc network, hosts are specifically
vulnerable to collaborative attacks where multiple hosts will become compromised and deceive the other hosts on the network.

Black hole

Fig.1 Black hole attack in MANET

A.Cooperative blackhole attack

One of the most critical problems in MANETS is the security vulnerabilities of the routing protocols. A set of nodes in a
MANET may be compromised in such a way that it may not be possible to detect their malicious behavior easily. Such nodes can
generate new routing messages to advertise non-existent links, provide incorrect link state information, and flood other nodes with
routing traffic, thus inflicting Byzantine failure in the network. One of the most widely used routing protocols in MANETS is the
ad hoc on-demand distance vector (AODV) routing protocol. It is a source initiated on-demand routing protocol. However, AODV
is vulnerable to the well-known black hole attack.

11l. RELATED WORK

There are many works reported in literature related to detection and prevention of single black hole attack, but very few works
have been reported which have used natural reasoning system that uses fuzzy logic. In [6], the authors have attempted for black
hole attack detection in MANET utilizing the fuzzy logic by using two factors: packet loss rate and data rate. The authors in [7]
have improved the detection rate of IDS using fuzzy data mining technique for implementing fuzzy rules to detect anomaly and
misuse type of attacks. The fuzzy based priority scheduler is developed in [8] and its performance is tested with multicast
protocols in terms of quantitative metrics, namely, packet delivery ratio and end to end delay. The fuzzy logic based trusted
AODV routing protocol is proposed in [9] and demonstrated that its performance is better than AODV in terms of routing
overhead ratio, throughput, latency and packet loss. In [10], FL_TCP protocol is proposed, which shows improved performance
compared to other TCP variants in terms of two factors ,namely, expected throughput and actual throughput. In MANETS, the
mechanism for defending against a cooperative black hole attack is designed by making use of data routing information (DRI)
and cross checking [11]. Fuzzy clustering algorithm is proposed in [12], that achieves much optimized energy consumption of
network by reducing the number of re-election of cluster heads (CH) and also reducing the number of re-affiliation of nodes and
selecting the best node as CH among current members of each cluster. The intrusion detection system (IDS) based on fuzzy logic
to identify the malicious behaviour and the attack by a node is proposed in [13]. The new protocol based on AFTE (Adaptive
Fuzzy Threshold Energy) for MANETS is designed in [14] and compared with its earlier work on LAEE ( Load Aware Energy
Efficient Protocol), which saves the mobile nodes energy and also improves the MANET’s life time. Elimination of cooperative
black hole and gray hole attacks using modified extended data routing information (EDRI) table in MANETS is discussed in [15].
Anomaly based fuzzy intrusion detection system for detecting packet dropping attack in MANETS is designed in [14], using
sugeno-type Fuzzy Logic and simulated by qualnet simulator 6.1 to analyze the results. In [17],[18], the authors have proposed
detection of network attacks using fuzzy logic based on characteristics of different network anomalies, such as ratio of incoming
traffic to outgoing traffic, packet size, etc. Every type of menace is characterized by a vector of fuzzy values describing the
network state. A novel method called adaptive method for detection and prevention of cooperative black hole attack is proposed
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in [19], wherein source checks all nodes activity by using data access table (DAT) to maintain from node to next node’s
information and declares black hole node by channel overhearing method. Performance comparison for threshold as well as
cluster based methods to identify and avoid the cooperative black hole attack is proposed in [20] and the results of threshold
based approach indicate better performance when compared with cluster based approach. The impact of black hole attack on
network performance is simulated and analyzed in terms of metrics, namely, packet delivery ratio, normalized routing overhead
and average end-to-end delay in [21]. The aforesaid literature survey reveals that the detection and prevention of cooperative
black hole attack in a MANET needs to be addressed more effectively by an adaptive strategy incorporating fuzzy logic. The aim
of the proposed method is primarily to detect and prevent cooperative black hole attack on the basis of a system of adaptive fuzzy
inference making use of a fuzzy rule base. The fuzzy inference made by a node is capable of representing and processing
imprecise or incomplete information about its neighboring nodes and then decide to which node data packets be transferred

IV.PROPOSED METHODOLOGY

The proposed methodology employs an adaptive fuzzy logic to detect and prevent the black hole attack; the system of fuzzy
logic is indeed an extension of logic to multivaluedness of state variables. In a MANET, it is assumed that each node maintains
forward buffer and all nodes listen channel and read the content with capability of overhearing. Each node exchanges hello message
to update neighbor information, by sending each time periodically data rate, data_loss, trust value and energy along with hello
message. While receiving hello packet from neighbor, it updates neighbor’s all information. Each node shares the data with
neighbors. Malicious node will not share the data. During the route establishment phase, each node maintains routing table to
update current path, forward_ packet buffer to store the data packet forwarding count, DAT to maintain each from node and to node
data report, reliable_node_list to verify node entry, if not, store it in DAT as unreliable, blacklist to remove further communication
of black hole node from network. When source node receives data packet, it verifies its routing table to check destination towards
next hop neighbor. While selecting next hop neighbor, a system of fuzzy interference is employed.

A. Fuzzy Logic (FIS)

The Fuzzy Logic (FL) is a logical reasoning system. The FL is capable of extracting a useful decision out of a given
limited amount of raw data. The FL is successfully applied in various problems, wherein there is demand for human like decision
system to be adopted. There are two models of FL, namely, Sugeno and Mamdani model [17]. It is expected in Mamdani model
that the functions of output membership are the fuzzy sets. On the other hand, the Sugeno model expects the linear or constant
output membership functions. In the proposed method, Sugeno model is employed, since the nature of problem in hand expects a
constant output for a set of inputs. The Figure 2 depicts the proposed Fuzzy Logic (FL), which is configured with four input
linguistic variables, namely, trust, data_loss, data rate and energy that characterize the quality of next hop neighborhood. The
impreciseness and lack of certainty similar to human reasoning can be handled easily by applying the fuzzy logic [17].

Inputs
Data_ loss
Energy E‘;gz,é’
P Output
Trust P
Data_rate

Fig.2. Fuzzy logic system

The rules of fuzzy logic system are described below:
The linguistic hedges for the four input variables are: HIGH, MEDIUM, LOW, with the weights as defined in the Table I. Some
sample if-then rules used in the Fuzzy Logic are given below and the entire set of rules is given in the Table II.

Rule 1: IF (DATA_RATE = = MEDIUM AND LOSS = = HIGH AND ENERGY == LOW AND
TRUST == LOW) THEN OUTPUT=LOW.

Rule 2: IF (DATA_RATE = = MEDIUM AND LOSS = = LOW AND ENERGY == HIGH AND
TRUST == HIGH) THEN OUTPUT=HIGH.

Rule 3: IF (DATA_RATE = = MEDIUM AND LOSS = = MEDIUM AND ENERGY ==LOW AND
TRUST = = MEDIUM) THEN OUTPUT=MEDIUM.
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Table I. Linguistic variables and values for input parameters

Input Linguistic Weights defined for | Type of
parameters linguistic variables | membership
variables functions
used in
proposed
FIS
Data_loss LOW, MEDIUM, HIGH | LOW=01t00.3 Gaussian
membership
functions for

DataRate | LOW, MEDIUM, HIGH | MEDIUM=0.3t0 0.6 | allinputs.

Energy LOW,MEDIUM,HIGH HIGH=0.6to 1
Output
function is a
constant
membership
function.
Trust LOW,MEDIUM,HIGH
Table 1l. Fuzzy Rules Table
Data Loss | Data Rate | Energy Trust Output(choosing next hop)
MEDIUM | LOW MEDIUM LOW LOW=Min_Resource_Nexthop
HIGH HIGH HIGH HIGH HIGH=Max_Resource_Nexthop
MEDIUM | LOW MEDIUM | MEDIUM | MEDIUM=Avg_Resource_Nexthop
HIGH LOow LOW LOW LOW=Min_Resource_Nexthop
LOW HIGH MEDIUM HIGH HIGH=Max_Resource_Nexthop
LOW LOwW LOow LOW LOW=Min_Resource_Nexthop
MEDIUM | MEDIUM | LOW HIGH MEDIUM=Avg_Resource_Nexthop
HIGH MEDIUM | HIGH LOW HIGH=Max_Resource_Nexthop
MEDIUM | MEDIUM | MEDIUM | MEDIUM | MEDIUM=Avg_Resource_Nexthop
LOW MEDIUM | HIGH MEDIUM | LOW=Min_Resource_Nexthop
HIGH HIGH HIGH MEDIUM | HIGH=Max_Resource_Nexthop
LOW HIGH LOwW HIGH MEDIUM=Avg_Resource_Nexthop

B.Working procedure for detection and prevention of black hole attack

Select maximum resource next hop and update routing table to send data packet. If not, start route request and remove previous
routing table. Black hole node has less resource so that the routing table is updated without black hole as next hop.

Each intermediate node rebroadcasts and destination receives RREQ and sends RREP with each node next hop and data
forwarding entry. Source collects RREPand verifies with its DAT for reliability.

If node entry is available , update reliable list. If already route entry is available in DAT, source starts to send the packet in that
route, else if for any node entry is not available it starts verification message with timer for reply of that verification about that
intermediate node via another neighbor. If next neighbor has the record of forwarding any packet via that intermediate node and if
neighbor node also does not have any entry to forwarding the packet via that intermediate node, then receive count and forward
count will be 0 in both from node and to node. If source is not getting response within timer or has received verification reply
with 0 values, then source rejects all nodes in the path and choose next path to forward data. If black hole is not available, then
route is secure, else start black hole announcement as broadcast to all the concerned nodes in the network. Receiving node
updates node entry in black list and rejects further communication from their respective node. The above process is presented in
algorithmic form as following:
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Algorithm:

Step 1: Let N be no. of nodes and x be the no. of black hole nodes. Suppose S is the Source node. Let DAT [19] be the array,
which is a Boolean Variable used for routing.

Step 2: Input the values of N and x.

Step 3: Randomly assign x% nodes as black hole nodes among N nodes.

Step 4: The route discovery is initiated by S by propagation of the fake packet of RREQ with wrong destination address to black
hole node.

Step 5: S receives data packet verifies its routing table to check destination towards next hop neighbor. While selecting next hop
neighbor, apply Fuzzy Logic to handle the nodes. The fuzzy scheduler applies fuzzy rule to compute and choose best next hop
node based on exchanged Hello packet embedded with parameters as data rate, packet loss, energy and trust of respective node.
Step 6: Select maximum resource next hop and update routing table to send data packet. If not, start RREQ and remove previous
routing table. Black hole node has less resource so that the routing table is updated without black hole as next hop.

Step 7: Each intermediate node rebroadcasts and destination receives RREQ and sends RREP with each node next hop and data
forwarding entry. Source collects RREP and verifies with its DAT for reliability. If node entry is available, update reliable list. If
already Route entry available in DAT, source starts to send the packet in that route, else if any node entry is not available it starts
verification message with timer for reply of that verification about that intermediate node via another neighbor.

Step 8: If next neighbor has the record of forwarding any packet via that intermediate node and if neighbor nodes also not have
any entry to forward the packet via that intermediate node, receive count and forward count will be 0 in both from node and to
node.

Step 9: If source has not got response in time or received verification reply with 0 value, source rejects all nodes in path and
chooses next path to forward data. Go to step 4.

Step 10: Repeat the steps from 4 to 9 until data packets reach the destination.

Stepl11: Compute the performance metrics, namely, throughput, packet delivery ratio and end to end delay.

Stepl12: Stop

V.EXPERIMENTAL RESULTS AND DISCUSSION

The simulation experiments of the proposed algorithm are conducted using NS-2.34 simulator with the simulation parameters
chosen as mentioned in the Table IlI.

The efficiency of the proposed adaptive fuzzy inference method is analyzed on the basis of three performance metrics,
namely, throughput, packet delivery ratio and end-to-end delay, in the presence of different percentage of black hole nodes (5%,
10%,15%, 20%, and 25%) in a network of total 200 nodes. The results are compared with that of the adaptive method in [19].

(@) Throughput: The rate at which packets of data are sent successfully in the network in a second is called throughput. It is
observed that, as the number of black holes increases, throughput continues to be decreased. There is improvement in
performance due to detection and prevention of black hole attack. The throughput is increased by 36.05% by using the proposed
method, in comparison with that of adaptive method in [17], in the presence of black hole attack with 5% of nodes as black holes.
With the rise in concentration of black holes, there is reduction in throughput. As concentration of black hole nodes increases, the
available paths are fewer leading to further reduction in throughput. The Table IV and the Fig.3 show the comparison of
throughputs for the proposed adaptive Fuzzy Logic and that for the adaptive method in [19], which reveals better results for
adaptive fuzzy inference method.

Table I11. Simulation Parameters and their values used in Experimentation

Parameters Value

Packet size 512bytes

Simulator NS-2.34

Transmission range 250mts

Node placement Randomly
5%,10%,15%,

Number of black holes in

20% and 25%
terms of percentage

of total nodes

Simulation run time 100sec to
500sec

Number of Mobile Nodes 200 nodes

Topology 1000 * 1000
(m)

Routing Protocol AODV

- Constant  Bit
Traffic Rate (CBR)
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Table IV. Comparison of throughputs obtained by varying number of Blackhole nodes X=5, 10, 15, 20 AND 25% OF N=200
nodes for the Adaptive method and proposed Adaptive based Fuzzy logic method in 19].

Number of Throughp_ut Throughput | Increase in
for adaptive .
black hole method [19 for adaptive | Throughput
nodes (x%b) ] Fuzzy Logic | (%)
method
5% 293280 458657 36.05%
10% 272640 324751 16.04%
15% 158240 211568 25.06%
20% 98400 128604 23.48%
25% 92420 98631 6.29%
500000
450000 K
400000
\ et Adaptive
. 350000 \ method
3 300000
%’ 250000 N{‘
£ 200000
150000 == Adaptive
100000 Fuzzy
Inference
50000 System
0 T T T Method
5%  10%  15%  20%  25%
Percentage of Black holes

Fig. 3. Throughput for varying number of black hole nodes x=5, 10, 15, 20 and 25% of N=200 nodes: After detection and
prevention of black hole attack using proposed adaptive Fuzzy Logic method and the adaptive method in[19].

(b) Packet delivery ratio (PDR) of packets: It is the relative number of packets of data gained successfully at target to the total
number of generated packets of data at the source. The Fig. 4 shows the PDR for varying number x of the black hole nodes ( x=5,
10, 15, 20and 25% of total nodes N=200), after recognition and prevention of black hole nodes using the proposed method and
the results are shown in the Table V. It is observed that there is an improvement in performance due to detection and avoidance of
black hole nodes, as shown in the Table V. The PDR is increased by 98.63% by using the proposed method, in comparison with
that of adaptive method [19], in the presence of black hole attack with 5% of nodes as black holes. As the concentration of black
hole nodes increases, the performance degrades due to non availability of paths as nodes become black holes. It is observed in
the Fig.4 that the results show better performance in case of adaptive fuzzy inference when compared with adaptive method in

[19].

Table V. Comparison of Packet delivery ratio obtained by varying number of Black hole nodes x=5, 10, 15, 20 and 25% of
n=200 nodes for the Adaptive method and proposed Adaptive based fuzzy logic method in [19].

Number Pdr for Pdr for
of black adantive adaptive Increase
holes  (x metE\od[ 19] Fuzzy Logic | in pdr(%o)
%) method

5% 95.76% 98.63% 2.87%
10% 93.81% 96.98% 03.26%
15% 92.89% 94.87% 02.08%
20% 90.53% 93.16% 02.82%
25% 87.72% 90.54% 03.11%
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Fig 4. Comparison of packet delivery ratio (PDR) obtained by varying number of black hole nodes x=5, 10, 15, 20 and 25% of
N=200 nodes for the proposed adaptive fuzzy inference method and the adaptive method in[19].

(c) End to End (E2E) delay: It is the mean time interval elapsed for a successful delivery of a packet from source node to the node
at destination across a given network. The Fig. 5 shows E2E delay for certain number of nodes as black hole x=5, 10, 15, 20 and
25% of total nodes N=200, after finding and preventing attack of the black holes using the proposed adaptive fuzzy method. It is
observed that there is a decrease in end to end delay because of the detection as well as prevention of attack of the black holes
(Table VI). As the black hole nodes increase in the network, the performance degrades due to the non-availability of paths for
data transmission.

Table VI. Comparison of End to End delay(e2e) obtained by altering the quantity of Black hole nodes x=5, 10, 15, 20 and 25% of

n=200 nodes for the Adaptive method and proposed Adaptive based Fuzzy logic method in [19].
Number E2E delay fEZE gelay
or A
of black | for 5 Decrease in
. Adaptive
holes  (x | Adaptive baesd Fuzz E2E delay
%) method[19] . y
Logic
method
5% 0.556561 0.025565 0.530996
10% 0.343652 0.032847 0.310805
15% 1.453335 0.033001 1.420334
20% 3.871245 0.048610 3.822635
25% 4.135704 0.053124 4.08258
4.5
) E—
E /
o© 25 I e Adaptive
g : / Method
e 2
215 / == Adaptive Fuzzy
* Inference
System Method
0
5% 10% 15% 20% 25%
Percentage of Black holes

Fig 5. Comparison of end to end (E2E) delay obtained by changing number of black hole nodes x=5, 10, 15, 20 and 25% of
N=200 nodes for the adaptive method and proposed adaptive Fuzzy Logic method in[19].
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VI. CONCLUSION

The proposed method is a novel efficient automatic method for detecting and avoiding cooperative black hole attack in MANETS.
It is based on adaptive Fuzzy Logic. The method is more effective and computationally inexpensive. Changes to the Fuzzy Logic
can be made with much ease by virtue of a simple learning process in framing fuzzy rule base. The fuzzy logic deals with such
applications more accurately because of its resemblance to human decision making, that is, its ability to produce exact solution
from incomplete or fairly inaccurate information. Results of simulation experiments show that the proposed method, which uses the
Fuzzy Logic, yields better results compared to the adaptive method in [19]. These results indicate that the proposed adaptive FIS is
more promising in effectively and competently detecting and preventing different types of attacks in MANETS.
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