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Abstract In wireless network, every node accesses the network in a cooperative manner and randomly delays
transmissions to avoid collisions by following a common backoff rule. However, in such a distributed environment without a
centralized controller, a malicious node may deliberately choose a smaller backoff timer and selfishly gain an unfair share of the
network throughput at the expenses of other normal nodes channel access opportunities. The distributed nature of the CSMA/CA-
based wireless protocols allows malicious nodes to deliberately manipulate their backoff parameters and, thus, unfairly gain a
large share of the network throughput. This paper designs a real-time backoff misbehavior detector, termed as the fair share
detector (FS detector), which exploits the nonparametric cumulative sum (CUSUM) test to quickly find a selfish malicious node
without any a priori knowledge of the statistics of the selfish mishehavior. While most of the existing schemes for selfish
misbehavior detection depend on heuristic parameter configuration and experimental performance evaluation, the papers develop
a Markov chain-based analytical model to systematically study the performance of the FS detector in real-time backoff
misbehavior detection. The paper quantitatively computes the system configuration parameters for guaranteed performance in
terms of average false positive rate, average detection delay, and missed detection ratio under a detection delay constraint. We
present thorough simulation results to confirm the accuracy of the theoretical analysis as well as demonstrate the performance of
the developed FS detector. In addition, this paper systematically studies the generic scenario with multiple misbehaving nodes in

a multihop wireless network.

Keyword: Backoff, Fair share detector, Markov chain based Analytical Model, Multihop.

I.INTRODUCTION Smirnov (K-S) test, without a priori knowledge of the

The first step in the software development life cycle misbehavior strategy either. The detector resorts to estimating

Is the identification of the problem. As the success of the the collision probability of a transmission to establish the

system depends largely on how accurately a problem is distribution of the idle time between two consecutive

identified. Wireless ad hoc networks have attracted much . .
successful transmissions from a tagged node. The collision

attention due to their mobility and ease of deployment. estimation is, however, done with an approximate method for

However, the wireless and dynamic natures render them more . ) T .
short detection delay; such an approximation in fact negatively

vulnerable to various types of security attacks than the wired impacts the performance in both false positive rate and

networks. The challenges, in this paper first design a real-time detection delay, to be discussed in detail in Section 7. In our

backoff misbehavior detector, termed as the fair share detector preliminary work and adopt the nonparametric CUSUM test

(FS detector), which exploits the nonparametric cumulative for the backoff misbehavior detection as well. The detector

sum (CUSUM) test to quickly find a selfish malicious node directly counts the number of successful transmissions of a

without any a priori knowledge of the statistics of the selfish tagged node within an observation window to obtain a sample.

misbehavior. The proposed work develops a robust detector The observation window needs to linearly increase with the

for backoff misbehavior detection based on the Kolmogorov- . . .
number of nodes in the network to fairly count transmissions
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from each node, which as a result will increase the detection
delay. The FS detector newly developed in this paper takes
each successful transmission over the network as its
observation sample. Such a sampling method is independent
of the network size and turns out to result in good performance
in both false positive rate and detection delay. Also, the FS
detector does not require any modification to the protocols,
and can be implemented by any node assuming the role of the
detection agent that monitors the network. The proposed
system develops an analytical model for the FS detector,
which can provide quantitative performance analysis and
theoretical guidance on system parameter configuration.
Specifically, use a discrete-time Markov chain to model the
behavior of the detector, because the detector’s next state
depends only on its current value and the coming observation
sample. This Markov chain-based model enables us to conduct
rigorous quantitative analysis of the FS detector on three
fundamental metrics: average false positive rate, average
detection delay, and missed detection ratio, and further
compute the system configuration for guaranteed performance.
In particular, the Markov chain modeling the FS detector takes
different transition probabilities under the normal traffic
condition and under the abnormal condition with misbehaving
nodes present, respectively. The Markov chain obtained from
the normal traffic condition can be used to directly calculate
the average false positive rate and also provide the initial
states for misbehavior analysis. Based on these initial states,
we can then use the Markov chain under the abnormal
conditions to analyze the average detection delay and the
missed detection ratio. Note that the missed detection ratio is
not often considered in the context of the CUSUM test due to
its “nonstop until detection” property. In this paper, we
examine a missed detection ratio under a detection delay
constraint, which real-time

is of importance regarding

detection. The objective of the paper is:

e The false positive problem cannot be observed by
simulating the same network using popular ad hoc
network simulators.

e Exact quantitative evaluations of false positives in
monitoring-based intrusion detection for ad hoc

networks.

e Previous studies showed that the simulated network
exhibits the aggregate false positive behavior but not
much similar to real time high false positives.

e In Wireless networks that provide resilience to
Byzantine failures caused by individual or colluding
nodes

e To verify that a public key belongs to an individual
and to prevent tampering and forging

e To provide secure communications

e To mitigate malicious attacks on the network.

e Toidentified the attack as soon as possible.

Il. RELATED WORKS

In the paper “Survey of Network-Based Defense
Mechanisms Countering the DoS and DDoS Problems” the
authors Tao Peng, Christopher Leckie, And Kotagiri
Ramamohanarao presented a survey of denial of service
attacks and the methods that have been proposed for defense
against these attacks. In this survey, they analyzed the design
decisions in the Internet that have created the potential for
denial of service attacks. They reviewed the state-of-art
mechanisms for defending against denial of service attacks,
compare the strengths and weaknesses of each proposal, and
discuss potential countermeasures against each defense
mechanism.

In the paper “PacketScore: A Statistics-Based Packet
Filtering Scheme against Distributed Denial-of-Service
Attacks” [12] the Distributed Denial-of-Service (DDoS)
attacks are a critical threat to the Internet. The paper
introduces a DDoS defense scheme that supports automated
online attack characterizations and accurate attack packet
discarding based on statistical processing. The key idea is to
prioritize a packet based on a score which estimates its
legitimacy given the attribute values it carries. Once the score
of a packet is computed, this scheme performs score-based
selective packet discarding where the dropping threshold is
dynamically adjusted based on the score distribution of recent
incoming packets and the current level of system overload.
The paper described the design and evaluation of automated
attack characterizations, selective packet discarding, and an
overload control process.

In the paper “Defense Against Spoofed IP Traffic
Using Hop-Count Filtering” the authors Haining Wang Cheng
Jin and Kang G. Shin stated that IP spoofing has often been
exploited by Distributed Denial of Service (DDoS) attacks to
(1) conceal flooding sources and dilute localities in flooding
traffic, and (2) coax legitimate hosts into becoming reflectors,
redirecting and amplifying flooding traffic. Thus, the ability to
filter spoofed IP packets near victim servers is essential to
their own protection and prevention of becoming involuntary
DoS reflectors

In the paper “Collaborative detection and filtering of
shrew DDoS attacks using spectral analysis” the authors Yu
Chen and Kai Hwang presented a new spectral template-
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matching approach to countering shrew distributed denial-of-
service (DDoS) attacks. These attacks are stealthy, periodic,
pulsing, and low-rate in attack volume, very different from the
flooding type of attacks. They are launched with high narrow
spikes in very low frequency, periodically. Thus, shrew
attacks may endanger the victim systems for a long time
without being detected. In other words, such attacks may
reduce the quality of services unnoticeably.

In the paper “Robust and efficient detection of DDoS
attacks for large-scale internet” the authors Kejie Lu, Dapeng
Wu, Jieyan Fan, Sinisa Todorovic and Antonio Nucci stated
that in recent years, distributed denial of service (DDoS)
attacks have become a major security threat to Internet
services. How to detect and defend against DDoS attacks is
currently a hot topic in both industry and academia. In the
paper, they proposed a novel framework to robustly and
efficiently detect DDoS attacks and identify attack packets.
The key idea of their framework is to exploit spatial and
temporal correlation of DDoS attack traffic. In this framework,
we design a perimeter-based anti-DDoS system, in which
traffic is analyzed only at the edge routers of an internet
service provider (ISP) network.

1. METHODOLOGY

Fixed Window Protocol

In monitoring-based intrusion detection, each node
monitors the forwarding behavior of its neighboring nodes. In
most cases, a node only monitors its next hop in a route. For
monitoring purpose, nodes keep track of a window of packets
that it sent recently to its next hop. Two types of window can
be used to keep track of monitoring: fixed window or sliding
window. To understand the similarities and differences
between the fixed and sliding windows, assume that noise
does not impact the overhearing of transmission within a
node’s radio range. In such a scenario, a malicious node can
drop up to L-1 packets out of W on the average without
risking suspicion by neighbors. The temporary drop rates can
be different.

The sliding window approach is free of this
deficiency since in any consecutive W-transmitted packets, a
malicious node may drop at most L-1 packets without risking
suspicion by neighbors. To model the state of sliding window
—based monitoring using a discrete-time Markov chain. The
purpose of the Markov model is to determine analytically the
expected time to suspect its next hop by a monitoring node.
Markov models are commonly used to analyze the expected
time to encounter a bug in a software system. The fixed
window protocol monitors the packet drops detection by
checking the front and rear side of the packet. So the drop
detection can be finding effectively. The sliding window
protocol monitors the packet drop detection in the sequence of
packets. It is possible to reduce the number of false positive
due to monitoring by having higher threshold values,
allowing a node to exceed the not-overheard threshold
multiple times before labeled as suspicious, or both. This will
mitigate the false positive problem in normal networks
without attacks.

Fixed Window protocol Based Sender Form

next window

f__—j\—__\

W1 20

1 w

—

current window

In this form, the current system IP Address is fetched
and used as sender node. The numbers of packets being sent
every time, the drop packets threshold count are selected using
combo box controls. In addition, this form contains option to
listen the packets dropped by the receiver node. The packets
dropped at the starting and ending side of same frame are
taken into consideration during packet drop listening.

Slice Window Based Sender Form

nexl window

f_’—/\"ﬁ

‘ 1 2 W

—

current window
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In this form, the IP address is automatically filled in
the textbox control during the form load event. Then the
destination IP is given in the textbox control. Then by clicking
the packets send button, the packets are sent to the receiver
application and the details are stored in the Packetsin table.
Then by clicking the listen packet button the drop detection
can be displayed in the list box control.

Protocol: Formal Specification

A. DATA STRUCTURES

First we define the data structure of the protocol. For
the sender, the window “slides” over the infinite input
sequence input. They are not specify the nature of the frames
in the input sequence. Variable first denotes the first frame in
the sending window, ftsend is the first frame that is not sent
yet, and we always have first (So) < ftsend (so) < first (so) + N.
Thus, at any moment of time, frames with indices from first to
ftsend-1 (if any) are already sent but not yet acknowledged,
and frames with indices from ftsend to first + N-1 (if any) are
in the sending window but not yet sent. Variable tackmax
expresses the time when received the acknowledgment with
the maximum sequence number K-1 for the last time. As a
time domain Time, take the set of non-negative real numbers.

Sender:

1) Input: sequence [Frames]

2) First: nat,

3) Ftsend: nat,

4) Tackmax: Time

For the receiver, output is the output sequence, buffer
is a record with two fields snumber and frn, that represents the
receiving window with N elements (which are either frames or
empty spaces, denoted by ¢€), last del is the last delivered
sequence number, acklastdel is a Boolean variable which tells
whether they are allowed to send the acknowledgment for

JETIR1903C88

Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 630


http://www.jetir.org/

© 2019 JETIR March 2019, Volume 6, Issue 3

www.jetir.org (ISSN-2349-5162)

lastdel to the sender, delmax is a boolean variable which tells
whether we already delivered the maximum sequence number
K - 1 at least once, and variable tdelmax expresses the time
when we delivered the frame with the maximum sequence
number K -1 for the last time (the importance of variables
tackmax and tdelmax is explained in subsection 11-A).

Recelver:

1) output : finite_sequence[Frames),

2) buffer = {0, 1, ...N—-1} —
(snumber : {0, 1, ... K—1},
fin @ FramesU {g}),

3) lastdel = {0, 1, ... K—1},

4) acklastdel : bool,

5)delmax : bool,

6) tdelmax : Time

The frame channel and the acknowledgment channel
are represented by its contents, namely a set of frame
messages and a set of acknowledgment messages,
respectively. Besides a sequence number and possibly a frame,
each message includes its timeout, i.e. the latest time when it
must be removed from the channel. When a message is sent,
we assign as its timeout the current time plus Lmax, where
Lmax is the maximum message lifetime. Although timeout is
formally a part of a message, it is never used by the recipient
of this message.

Frame Message:

1) Snumber: {0... 1...K-1}

2) Frame: Frames,

3) Timeout: Time

ACK Message:

1) Snumber: {0...1...K-1}

2) Timeout: Time

The complete state of the protocol consists of the
sender, the receiver and the two channels fchannel and
achannel, together with the variable time, indicating the
current time.

State:

1) Sender: Sender,

2) Receiver: Receiver,

3) Fchannel < FrameMessage,

4) Achannel ¢ AckMessage,

5) Time: Time

InitialState:

1) sender
1) input = arbitrary sequence of frames,
2) first = 0,
3) fisend = (),

d)rackmax = 0

2) receiver
1) output = empty sequence,
) buffer =V (i : {0, 1,... N—1}):

(snumber = i, frn = g),

3) lastdel = 0,
4) acklastdel = FALSE,
5)delmax = FALSE,
6) tdelmax = ()

3) fchannel = 0,

4) achannel = 0,

Ntime = 0

e ﬂr er receiver
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FIG 3.1 PROTOCOL PROCESS- FWP

The initial state of the protocol is defined below in a
rather obvious way. The only subtlety is the values of
tackmax, lastdel and tdelmax; they are initialized as 0, but we
can easily determine from other variables that these values are
initial and should not be used.

The protocol is specified by a state machine with 7
atomic actions: 1 general, 3 for the sender and 3 for the
receiver, where some actions have a parameter. Below we
show the precondition and the effect of each of them, using
some abbreviations and PVS-like notation
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B. THE DELAY ACTION

Delay(t)
Precondition:
Vim: fm € fechannel(s0) —
time(s0) +1 < timeout( fm),
Vam : am € achannel(s0) —>
time(s0) +1 < rimeout(am)

Effect:
sl =50 with [time := time(s0) +1]

fransimission acknowledgement refransmission
process process process

| windaw< W :l
Hexto > ack:m

windows( )

busy[n] |I

true Jalse
window++ ‘ busy[m]= _
busy(sf=true, false timeout window—-
store[s]=o =i+ 1) %M
imesg:
mesgro-2 storefn]:

]

Fig 3.2 Protocol Process- SWP
Action Delay (t) expresses the passing of t units of time. The
precondition of this action, using a “time-lock” construction,
ensures that any message in a channel is removed from the
channel before its timeout expires.

s=(s+1)%aM

C. ACTIONS OF THE SENDER

The precondition Reuse Zero Pre of action Send ex-
presses that sequence number 0 can only be reused after more
than Lmax time wunits has passed since the last
acknowledgment of sequence number K -1 (and only if all
preceding frames have already been acknowledged). The
precondition of action Resend allows resending any frame in
the sending window that has been already sent. In the effect of
action Receiveack, a set is a set of indices of frames in the
sending window that are acknowledged by the
acknowledgment message am. It is easy to see that this set
consists of at most one index

ReuseZeroPre(s0) =
(rem(K)(ftsend(s0)) = 0 & fisend(s0) > 0) =
(fisend(s0) = first(s0) &
time(s0) > tackmax(s0) + Lmax)
IN
first(s0) < fisend(s0) < first(s0) + N,
ReuseZeroPre(s0)

Effect:
LET
SendNS(s0) = s0 with
[fisend := ftsend(s0) + 1]
IN
s1 = SendNS(s0) with
[fchannel := fchannel(s0)U
{(rem(K)(ftsend(s0)),
input(s0)(ftsend(s0)),
time(s0) + Lmax)}]
V sl = SendNS(s0)

Resend(i)
Precondition:
i > first(s0),
| < fisend(s0)

Effect:
sl = s0 with
[fchannel = fchannel(s0)U
{(rem(K)(i), input(s0)(i), time(s0) + Lmax)}]
Vsl =50
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Receiveack(am)
Precondition:

am € achannel(s0)

Effect:
LET
aset(s0, am) = {j | j > first(s0) &
] < ftsend(s0) &
rem(K) (/) = snumber(am) }
AND
RANS(s0, i, bk) = s0 with
[first == i,
tackmax := if bk = K — | then time(s0)
else tackmax(s0)]
IN
if aset (s0,am) # 0 then
51 = RANS(s0, choose(aset (s0,am)) + 1,
snumber(am)) with
[achannel := achannel(s0)\ {am}]
V 51 = RANS(s0, choose(aset(s0,am))+ 1,

snumber(am))
else s1 = s0 with
l[achannel := achannel(s0)\ {am}]
Vsl =350

D. ACTIONS OF THE RECEIVER

The precondition of action Receive ensures that can
only receive messages after more than Lmax time units have
been passed since the last delivery of a frame with sequence
number K - 1. In the effect of the Receive action, f set is a set
of indices in the receiving window into which the frame from
message f m can be inserted. It is easy to see that this set
consists of at most one index.
Here for a frame fr, one (fr) denotes the sequence of frames of
length one with the only element fr; o is the operator that
performs concatenation of two finite sequences of frames; and
shift is the operator that removes the first element of a buffer
and adds another element to its end, i.e. for a buffer buff with
N elements and a buffer element be, the expression shift (buff,
be) is defined as follows:

N-1}):

shift(buff,be) =¥ (i : {0, 1, ...
ifi < N— | then buffli+1) else he

Receive(fm)
Precondition:
fm € fehannel(s0),
delmax(s0) == time(s0) > tdelmax(s0) + Lmax

Effect:
LET
fset(sO, fm) = {j | j<N&
snumber{ buffer(s0)( 7)) = snumber( fm) &
Jrn(buffer(s0)(j)) = e &
snumber{ buffer(s0)(f)) = j }
AND
RNS(50, bn, fr) =30 with
[buf fer := buffer(s0) with
[(bn) = (snumber{ buffer (s0) (bn)), fr]]]

IN
if fset(s0, fm) # O then
s1 = RNS(s0,choose( fset (s0, fm)),
frame(fm)) with

[fehannel = fehannel(s0) \ { fm}]
V 51 =RNS(50, choose( fset(s0, fm)),

frame(fm))

else s1 = s0 with
[fehannel = fehannel(s0) \ { fm}]

Vil =30
Sendack

Precondition:
acklasidel = TRUE

Effect:
LET
SendackN5(s0) = 50 with
[acklastdel = if lastdel(s0) = K — |
then FALSE else acklasidel(s0]]
[N
51 = SendackN5(s0) with
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Fig 3.3 Protocol Process- MFWP-MSWP Model

IV EXPERIMENTAL RESULTS

Comparison of Packet Drop between hope and multi hope

100 43 35

Table 4.1 Comparison of Packet Drop count of FWP-SFP
and MFWP-MSWP

The Packet drop count of existing hope base fixed

and sliding window protocol is compared with the proposed

Marko chain model for Multi-Hop Wireless Networks.

Comparison of Packet Drop count of
FWP-SFP and MFWP-MSWP

8 50

S w0 @ FWP-SWP OF

Q PACKET DROP

2 > 30 B COUNT

0= 20 B MFWP-MSWP OF
S 10 PACKET DROP

£ j:t COUNT

> 0 n T T T

2

1 2 3 4
Number of Node [N]

Fig 4.1 Comparison between Packet Drop counts
5.2.2. Performance analysis for existing system Cluster
base Revaocation Certification

The Table 5.2 represents experimental result for
existing system. The finding malicious node and revocation

node process within second details and Mines details as

followed.
protocols
The Packet drop count of existing hope base fixed
and slldlng- window protocol !S compa-red with the proposed SNO | REVOCATION NO.OF AVERAGE
Marko chain model for_ Multl-Hop V\/_weless Networks. The TIME (SEC) ATTACKER OF
Packet dr-op count of existing protocol is drop count threshold NODES ATTACKER
88 (ex: s-lngle hope). The packet drop coun?t for the proposed PER MINS
protocol is 31(ex: multi hope). The comparison of packet drop (Throughput)
count in FWP-SFP and MFWP-MSWP (%)
PACKETS FWP-SWP OF MFWP-MSWP 1 100 125 368
PACKET DROP OF PACKET
COUNT DROP COUNT 2 200 195 10.67
25 13 7 3 300 356 25.38
5 500 475 60.41
75 33 29
6 600 566 90.63
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Table 4.2 Average of attacker node finding in
Existing System
The Figure 4.2 represents experimental result for
existing system. The finding malicious node and revocation
node process within Minis details as followed.

Existing FWP-SWP Scheme

600
500 —

400 —

300 — |3 No.Of.Attacker

200 — L

100 —I—l— - -
0 T T T T T

1 2 3 4 5 6
Number of Malicious Node

Revocation Time (Sec)

Fig 4.2 Existing FWP-SWP- Number of Attacker

The Figure 5.3 represents experimental result for
proposed system. The finding malicious node and revocation

node process within Minis details as followed.

Proposed MFWP-MSWP Scheme

700
600 —
500 — —
400 — —

B @ No.of Attacker
300 — — —
200 — —
ﬂ_? ]

1 2 3 4 5 6

Revocation Time (Sec)

o

Number of Malicious Node

Fig 4.3 MFWP-MSWP - Number of Attacker

V. CONCLUSION

This paper proposes a novel fair share detector for
real-time backoff misbehavior detection in wireless networks.
While most existing work for backoff misbehavior detection
depends on heuristic parameter configuration and
experimental performance evaluation, we are able to use our
model for a quantitative study to achieve guaranteed detection
performance in terms of average false positive rate, average
detection delay, and missed detection ratio. The paper also
presents quantitative evaluations of false positives in

monitoring-based intrusion detection for ad hoc networks. It

showed that, even for a simple three-node configuration, an
actual ad hoc network suffers from high false positives.
However, this problem of false positives cannot be observed
by simulating the same three-node network using popular ad
hoc network simulators, because they do not simulate the
noise seen in actual network environments. By implementing
the fixed window and the sliding window protocol the packet
drop detection can be overcome. The proposed system
eliminates the problem in the existing system. And the
proposed protocol is easy to implement the thesis. The
proposed is very cost effective. So the proposed system
overcomes the false positive problem. It is possible to
retransmit the lost packet and immediately it sends the lost
packet during the drop detection. It sends the
acknowledgement for retransmitting the lost packet. So the
false positive problem and the packet loss problem can be
overcome in this paper.

The paper is fortified with the noise model to study
the impact of monitoring-based intrusion detection on larger
ad hoc networks. Our results indicate two potential problems

with monitoring-based IDT:

e IDT may reduce performance of a normal network,
especially when the network is not dense, and

e IDT may not improve the network throughput since
any mitigation of packet dropping by malicious nodes
is offset by suboptimal paths used owing to false
positives.

e This can increase overhead intrusion detection and
may deter its use. In light of that our results indicate a
fundamental problem with monitoring based IDTs:
the key technique used is unreliable, and any
detection process based on it is likely to be error
prone.

e In future, it intends to investigate the effectiveness of
probing techniques in the presence of colluding
attackers. It also would like to develop new intrusion
detection techniques that avoid the problems of
passive monitoring.

. If it is developed as website it can be accessed from
anywhere and the monitoring is improved by

implementing the advanced protocol to find the
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intrusion activities. Then it improves the efficiency of
the network for sending the packets.

e The advanced algorithm is chosen for monitoring the
packet drop detection and also to retransmit the lost
packet. So the cost of the algorithm can be reduced.

e Toavoid the packet loss in prior.

e In future, we plan to study the specific scenario with
multiple misbehaving nodes in a multihop wireless

network with false positive rate taken into

consideration.
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