
© 2019 JETIR  April 2019, Volume 6, Issue 4                                          www.jetir.org  (ISSN-2349-5162) 
 

JETIR1904C67 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 411 

 

An Approach for Secure Group Communication 

Mechanism in Wireless Sensor Networks 
 

1Shiv Prakash Kumar, 2Dr Mamatha T 
1Research Scholar, 2Associate professor 

1Department of Electronics & Communication Engineering 
2department of CSE 

1B.R. A. Bihar University, Muzaffarpur, Bihar, India 
2Maulana Azad Engineering College (A.K. University), Patna, Bihar, India 

  

Abstract:  One of the most important tasks of the sensor nodes is systematic collection of data and transmits gathered 

data to a distant base station (BS). Clustering tree has proven an effective approach for organizing a large scale WSN 

into connected groups increasing the lifetime and the reliability of such networks. Distance of the nodes from the 

base station and inter-node distances can have a high influence on saving energy and extending the network lifetime. 

In this process, a secure hash key generation method based attacker identification and data transmission in WSN is 

proposed. This optimizes clustering process by considering the energy, distance of each node. This feature will have 

a great effect in prolonging the network lifetime as it reduces the amount of energy wasted on replacing the node. To 

the best of our knowledge, few routing schemes have for delay less performance into consideration. Simulation 

result shows the proposed system decreases data collection delay, attacker free network and energy consumption 

compared with the existing schemes. In this work Propose a secure hash key generation method for providing 

attacker free network. This light-weight, one-way, cryptographic hash algorithm is suggested with a target to 

produce a hash-digest with fixed and relatively small length for such an energy-starved wireless network. 
 

Index Terms –Group communication system, wireless sensor network, hash key generation. 

  
I. INTRODUCTION 

Due to recent technological advances, the manufacturing of small and low cost sensors became technically and 

economically feasible. The sensing electronics measure ambient conditions related to the environment surrounding the 

sensor and transform them into an electric signal.  

Processing such a signal reveals some properties about objects located and/or events happening in the vicinity of 

the sensor. A large number of these disposable sensors can be networked in many applications that require unattended 

operations. A Wireless Sensor Network (WSN) contains hundreds or thousands of these sensor nodes. These sensors have 

the ability to communicate either among each other or directly to an external base station (BS). A greater number of sensors 

allows for sensing over larger geographical regions with greater accuracy.  Sensor nodes are usually scattered in a sensor 

field, which is an area where the sensor nodes are deployed. Sensor nodes coordinate among themselves to produce high-

quality information about the physical environment. Each sensor node bases its decisions on its mission, the information it 

currently has, and its knowledge of its. Taking into account the reduced capabilities of sensors, the communication with the 

sink could be initially conceived without a routing protocol. With this premise, the flooding algorithm stands out as the 

simplest solution. In this algorithm, the transmitter broadcasts the data which are consecutively retransmitted in order to 

make them arrive at the intended destination. However, its simplicity brings about significant drawbacks. 

Firstly, an implosion is detected because nodes redundantly receive multiple copies of the same data message. 

Then, as the event may be detected by several nodes in the affected area, multiple data messages containing similar 

information are introduced into the network. Moreover, the nodes do not take into account their resources to limit their 

functionalities. One optimization relies on the gossiping algorithm. Gossiping avoids implosion as the sensor transmits the 

message to a selected neighbor instead of informing all its neighbors as in the classical flooding algorithm. However, 

overlap and resource blindness are still present.  

Furthermore, these inconveniences are highlighted when the number of nodes in the network increases. Due to the 

deficiencies of the previous strategies, routing protocols become necessary in wireless sensor networks. One of the main 

limitations is the identification of nodes. Since wireless sensor networks are formed by a significant number of nodes, the 

manual assignation of unique identifiers becomes infeasible. The use of potentially unique identifier such as the MAC 

(Medium Access Control) address or the GPS coordinates is not recommended as it forces a significant payload in the 

messages. However, this drawback is easily overcome in wireless sensor networks since an IP address is not required to 

identify the destination node of a specific packet. In fact, attribute-based addressing fits better with the specificities of 
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wireless sensor networks. In this case, an attribute such as node location and sensor type is used to identify the final 

destination. Once nodes are identified, routing protocols are in charge of constructing and maintaining routes between 

distant nodes. The different ways in which routing protocols operate make them appropriate for certain applications. 

II. EXISTING SYSTEM 

In existing system an improved key distribution mechanism  

for large-scale hierarchical wireless sensor network. Due to their expensive energy consumption and hardware 

requirements, asymmetric key based cryptographies are not suitable for resource-constrained wireless sensors.  

Several symmetric-key pre-distribution protocols have been investigated recently to establish secure links between 

sensor nodes, but most of them are not scalable due to their linearly increased communication and key storage 

overheads. Furthermore, existing protocols cannot provide sufficient security when the number of compromised 

nodes exceeds a critical value. Wireless sensor networks are often deployed in hostile environments and operated on 

an unattended mode.  In order to protect the sensitive data and the sensor readings, secret keys should be used to 

encrypt the exchanged messages between communicating nodes. Due to their expensive energy consumption and 

hardware requirements, asymmetric key based cryptographies are not suitable for resource-constrained wireless 

sensors. Several symmetric-key pre-distribution protocols have been investigated recently to establish secure links 

between sensor nodes, but most of them are not scalable due to their linearly increased communication and key 

storage overheads. Furthermore, existing protocols cannot provide sufficient security when the number of 

compromised nodes exceeds a critical value. 

 
III. PROPOSED SYSTEM 

Propose a secure hash key generation method for providing attacker free network. This light-weight, one-

way, cryptographic hash algorithm is suggested with a target to produce a hash-digest with fixed and relatively small 

length for such an energy-starved wireless network. The primary focus is making the algorithm light-weight so that 

upon using it in application of network like WSN, the nodes can successfully run the algorithm with low energy. It is 

suggested that such algorithm must fulfill all the basic properties such as pre-image resistance, collision resistance of 

a one-way hash function.A  cluster tree method which is depends on node position as well as energy is proposed. 

The cluster head act as a group controller security mechanism of other normal nodes . 

A. SYSTEM ARCHITECTURE 

 

Fig 1. System Architecture 

B. NETWORK FORMATION 

Wireless networks are composed of a number of sensor nodes that deployed in a field. Radio channel we use two 

ray ground. We deploy 100 numbers of nodes, and the transmission range is 1000 meters. We consider File transfer 

protocol (FTP) and randomly choose different source-destination connections. Our network contains source, cluster, 

volunteer and destination nodes. Every source data is in bytes format.  

C. CLUSTER SEPARATION 

100 nodes are randomly deployed in that region. After the normal nodes are deployed, the base station node is 

fixed and all the other nodes are in random mobility model. All the nodes have the same energy while network deployment. 

The cluster head is elected depending upon the residual energy of the node. The node which has highest energy is taken as 

cluster head and all the transmission between the nodes are done via the layer head. 
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D. ATTACKER IDENRIFICATION AND SECURITY 

Security will be provided by using secure hash key generation method in wireless sensor networks. Cluster head is 

act as a group controller who have the secure hash key. The attacker will be identified and block listed from the network. 

We also maintained route table for monitoring activities of every node transmission. 

E. DATA TRANSMISSION 

Data transmission is done by using TCP connection protocol. The node is selected based upon the energy and 

position of the node. If the node is nearest to the destination then the data directly sent to that destination else it sent the 

data via neighbor. 

 

IV. RESULTS 

The graphs shows the energy loss during the transmission. The security algorithm uses less energy which will 

maximize the life of a sensor node. 

 

 
Fig. 2. Delay 

 

 

 
Fig. 3 Throughput 
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Fig. 4 Cluster Node Energy 

 

 
Fig.5 Energy 

 

V. CONCLUSION AND FUTURE WORK 

A. Conclusion 

 Thus our proposed process attain attacker free environment using secure hash generation in wireless sensor 

networks 

 Simulation result shows our proposed system provides better network lifetime than other protocols. 

B. FUTURE WORK 

In future, we will implement our process with some more security aspects. For achieving this we will implement 

one way hash function encryption and decryption for the packets for more secure transmission. 
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