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Abstract 

Now a days phishing Attack is a threat that acquire sensitive information such as user-name, password etc 

through online. .Phishing email contains messages like ask the users to enter the personal information so that 

it is easy for hackers to hack the information. Phishing is a form of online identity theft that aims to steal 

sensitive information such as online passwords and credit card information. To overcome this problems 

related to security we developed application which gives mobile and email verification, invisible virtual 

keyboard that pattern will we be sent to users email account from which user will be type that digit and login 

successfully. Also we proposed the  Spam email detection using classification. 

Keywords: Information security; intrusion detection; phishing attacks; intrusion detection systems. 

Introduction 

Phishing is outlined because the fallacious 

acquisition of con detailing  by the meant 

recipients and also the misuse of such data. The 

phishingattack is commonly done by email. An 

example of Phishing; as if e-mailseem to be from 

noted web sites, from a user's bank, master card 

company, e-mail, or Internet service supplier. 

Generally, personal info such as master-card 

variety or word is asked to update accounts. These 

emails contain auniversal resource locator link 

that directs users to another web site. Thisweb site 

is really a faux or changed website. Once users 

head to this web site,they're asked to enter 

personal info to be forwarded to the phishing 

wrong-doer. Phishing is commonly accustomed 

learn someone's word or credit cardinfo. With the 

assistance of e-mail ready as if coming from a 

bank official establishment, pc users are directed 

to faux sites. In general, the data that'spurloined 

by a phishing attack is as follows: User account 

variety 

User passwords and user name 

master card info 

net banking info 

The anti Phishing machine, that is intended to 

forestall serious threats like 

this, catches malicious e-mails incoming at e-mail 

addresses integrated into 

the system. this technique conjointly provides 

universal resource locator 

based mostly management. The system evaluates 

the keywords enclosed 

within the existing information and therefore 

determines the contents of themail. 

Motivation of the Project 

The Phishing attack is a form of cybercrime where 

an attacker imitatesa real person institution by 

promoting them as an ocial person or 

entitythrough e-mail or other communication 

mediums. By using this typeof Mailing the 

attacker hacks the user account details. To resolve 

thistype of problems of we developing the 

application. 
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LitratureSarvey 

Paper 1:ContentBasedSpam E-mail Filtering 

Author Name:P. Liu and T.S. Moh, 

Description:Currently, E-mail is one of the most 

important methods of com-munication. However, 

the increasing of spam emails causes tra_c 

congestion,decreasing productivity, phishing, 

which has become a serious problem forour 

society. And the number of spam e-mail is 

increasing every year. There-fore, spam e-mail 

_ltering is an important, meaningful and 

challenging topic.The aim of this research is to 

_nd an e_ective solution to _lter possible spame-

mails. And as we know, in recent days, there are 

many techniques thatspammers use to avoid spam-

detection such as obfuscation techniques. Inthis 

case, the following proposed approach uses email 

content only to buildkeyword corpus, together 

with some text processing to handle 

obfuscationtechnique. The algorithm was 

evaluated using the CSDMC2010 SPAM cor-pus 

dataset that contained 4327 emails in the training 

dataset and 4292emails in the testing dataset. The 

experimental results show that the pro-posed 

algorithm has 92.8% accuracy. 

 

Paper2:Origin (Dynamic Blacklisting) Based 

Spammer De-tection and Spam Mail Filtering 

Approach.  

Author Name:N. Agrawaland S. Singh, 

Description:Emails are the basic unit of internet 

applications. Many emails are sent re-ceived 

everyday with an exponential growth day by day 

but spam mail hasbecome a very serious problem 

in email communication environment. Thereare 

number of content-based _ltertechniques available 

namely text based,image based _ltering and many 

more others to _lter spam mails. These tech-

niques are costlier in respect of computation and 

network resources as theyrequire the examination 

of whole message and computation on whole 

contentat the server. These _lters are also not in 

dynamic nature because the natureof spam mail 

and spammer changes frequently. We proposed 

origin basedspam-_ltering approach, which works 

with respect to header information ofthe mail 

regardless of the body content of the mail. It 

optimizes the networkand server performance 

Paper3:A Practical Approach to E-mail Spam 

Filters toProtect Data from Advanced Persistent 

Threat, 2016. 

Author Name:J. V. Chan-dra, N.Challa and S.K. 

Pasupuleti 

 

Description:Time based Self-destructing email 

mainly aims at protecting data privacy.In this 

paper we discussed the spear phishing process as a 

part of advancedpersistent threat attack which 

gathers information and targets an individualor 

organization. It implements of social engineering 

techniques to gatherdata regarding recipient. 

Malicious emails are sent by combining the 

psycho-logical and technical tricks, where 

phishing emails contains web-links thatprovoke 

the recipient to click on them, these links contains 

websites thatare infected with malware. We also 

concentrated on Spam Emails and Tar-geted 

Malicious E-mails. In this paper we discussed 

recipient side detectiontechniques, such as spam 

or Junk mail _lters using mathematical conceptof 

Bayesian spam _ltering. We contribute a clear 

indication of behavioral 

structure of Advanced Persistent Threat and a self-

destructive mechanismis adopted as Defense 

System to protect sensitive con_dential data from 

in-truders. A mathematical approach is given 

along with the computationalpractical analysis and 

experimental result. 

 

Paper4:Spam Mails Filtering Using 

Di_erentClassi_erswith Feature Selection and 

Reduction Techniques, 2015. 

Author Name:T. Vyas, P.Prajapati andS. 

GadhwalT. Vyas, 
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Description:The continuous growth of email 

users has resulted in the increasingof unsolicited 

emails also known as Spam. In current, server side 

and clientside anti spam _lters are introduced for 

detecting di_erent features of spamemails. 

However, recently spammers introduced some 

e_ective tricks consist-ing of embedding spam 

contents into digital image, pdf and doc as 

attachmentwhich can make ine_ective to current 

techniques that is based on analysisdigital text in 

the body and subject _elds of email. Many of 

proposed work-ing strategy provides an anti spam 

_ltering approach that is based on datamining 

techniques which classify the spam and ham 

emails. The e_ective-ness of these approaches is 

evaluated on large corpus of simple text datasetas 

well as text embedded image dataset. But most of 

the _ltering techniquesare unable to handle 

frequent changing scenario of spam mails adopted 

bythe spammers over the time. Therefore 

improved spam control algorithmsor enhancing 

the e_ciency of various existing data mining 

algorithms to itsfullest extent are the utmost 

requirement. A comparative study is presentedon 

various spam _ltering techniques adopted on the 

basis of various attributesto _nd best among all to 

extract the best results. 

 

Paper5:A survey andevaluation 

ofsupervisedmachinelearning tech-niques forspam 

e-mailltering 

Author Name:P. Prajap-ati and S.Gadhwal, 

Description:Emails are used in most of the _elds 

of education and business. Theycan be classi_ed 

into ham and spam and with their increasing use, 

the ratioof spam is increasing day by day. There 

are several machine learning tech-niques, which 

provides spam mail _ltering methods, such as 

Clustering, J48,Na'ive Bayes etc. This paper 

considers di_erentclassi_cation techniques us-ing 

WEKA to _lter spam mails. Result shows that 

Na'ive Bayes techniqueprovides good accuracy 

(near to highest) and take least time among 

othertechniques. Also a comparative study of each 

technique in terms of accuracyand time taken is 

provided. 

 

Existing system 

In the exixting system, they proposed 

methodology methodology to combat phishing 

emails.We developed a system called SAFE-PC 

for detecting new phishing campaigns, which are 

evolved from prior ones. Check phishing 

techniques and startegies 

 

 

Proposed system 

1.In the proposed we developed application that 

detects phishing attacks on Emails.  

2.Also provide security for user account like 

verification of mobile number and email. 

3.Also find Mac address of that system. 

4.The main proposed system of our project is to 

implement virtual invisible keyboard that only 

accessible by user when the pattern is  match and 

that pattern will be send on email according to that 

mail the user type that pattern if the pattern will be 

match then the user is detected as original user 

and access that account .If the pattern from virtual 

invisible keyboard is not match more than one 

time then message will be sent to their emails and 

on mobile number. 

5. Detect the Spam Email based on content on 

Emails. 
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System Architecture 

 

Figure 4.2: System Architecture 

 

Application 

1.Provides security in social media like facebook, 

twitter, emails 

2.use in military security purpose to secure data. 

3.Goverments websites. 

Advantages 

1.Gives security over our Email accounts 

2.Secure our private data. 

3.notify message gives after login one time notify 

us that something gone wrong with our accounts. 

4.Secures important emails that useful in various 

sector like Financial, security, Government. 

Disadvantage 

1.More than one time fails to login gives trouble 

to user for login again 

 

2.invisible keyboard matching after checking 

mails that matches lose time but provide security. 

Conclusion 

In this we conclude  that defends security over 

phishing attack. we provides security over 

phishing attack threats by providing mobile 

Number OTP, Email verification and virtual 

invisible keyboard to access user account.Also we 

detect spam emails using the classification and 

content of email. 
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