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Abstract : Face is one of the most important human’s biometrics which due to its unique characteristics plays a major role in 

conveying human identity and emotion. Now-a-days as we all know facial recognition is everywhere. It is in video game consoles, 

video conferencing applications, smart-phones, surveillance networks, and social media. So far numerous methods have been 

proposed for face recognition, Current facial recognition technology far surpasses the early attempts, but it is still remained very 

challenging in real life applications and up to date; there is no technique which equals human ability to recognize faces despite 

many variations in appearance that the face can have in a scene and provides a robust solution to all situations. 

 

I. INTRODUCTION 

    Face recognition has been one of the most interesting and important research fields in the past two decades for object 

recognition, shape matching, and pattern recognition in the field of computer vision. The reasons come from the need of 

automatic recognitions and surveillance systems, the interest in human visual system on face recognition, and the design of 

human-computer interface, etc. These researches involve knowledge and researchers from disciplines such as neuroscience, 

psychology, computer vision, pattern recognition, image processing, and machine learning, etc[1]. A human being can be 

identified with the help of different face features, fingerprint, eye/iris, body structure, spot mark and so on. Face is one of the 

important parts of the body, which plays an important role in recognizing humans. Face recognition is always an interesting area 

and one of the challenging tasks in computer vision and image retrieval. It is applicable in variety of domain such as in ATM, 

healthcare system, driving license system, railway reservation system, surveillance operation, forensic investigation and passport 

authentication[2]. 

However, face detection is not straightforward because it has lot of variations of image appearance, such as pose variation (front, 

non-front), occlusion, image orientation, illuminating condition and facial expression[3]. A bunch of papers have been published 

to overcome these variation and achieve better recognition rate, while there is still no robust technique against uncontrolled 

practical cases which may involve kinds of factors simultaneously. Many Face Recognition systems based on numerous methods 

to recognize faces but not equal human ability to recognize faces despite many variations in appearance that a face can have in a 

scene. We can recognize thousands of faces learned throughout our life time and identify familiar faces at a glance even after 

years of separation despite large changes in the visual stimulus due to viewing conditions, expression, aging and distractions such 

as glasses or changes in hairstyles or facial hair. Hence, the human ability to recognize faces is remarkable. 

II. HISTORY 

     The first system of face recognition was introduced by Alphonse Bertillon(French) in 1882 which uses 

photography(Anthropometry) which now a days also known as mugshots. In this system five measurements that is head length, 

head breadth, length of the left foot, and length of the cubit of the criminal is taken which help them to identify them[4].  

 

 

 
      Fig-1. The Habitual Criminal Act, U.K., 1869, recognized value of photographing prisoners[4] 

(Source: Internet World- https://www.google.com/search- Habitual criminal act) 

 

In 1960s the processing power and system used for face recognition is limited, so many researches and developments were made 

by the researchers of Bell Labs in which they focused on the features of the face like ear protrusion, eyebrow weight or nose 

length as they can used to identify a particular person[6]. Finally in 1973 a Japanese researcher, Takeo Kanade achieved 75% of 

accuracy as he successfully build a fully automated system to recognize the face by analyzing the facial features which is the 

basic idea of researchers of Bell Labs using pattern classification. He achieve 75% of accuracy on a specific collection of few 

hundred digitized photographs. But one of the major drawback of the is that slightly change in any facial feature reduce the 

accuracy to less than 3% which is great fall with very few change [7].  
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From 1980s there was an explosion in the development, research and practical applications of face recognition system using 

machine learning to solve the problems.  In 2014, Facebook published a research paper on ‘DeepFace’, a Benson 5 facial 

recognition system which is based on the methodology of deep learning rather than the earlier one that is focusing on the facial 

features. Whole problem of face recognition is divided into some sub-problems which play a crucial role in the whole process. 

The first, the basic step detecting the face from a stationary or from the moving clip, after that face is to be aligned to a standard 

portrait and the final step is to convert it into the representational form other than pixels.  

 

III. TYPES OF FACE RECOGNITION 

    A face recognition system (FRS) is used to identify and verify the face or more than one face in still image or in the sequence 

of images that is also called as video picture. Mainly  this is done on three basic methods i) color-image-based (2D) face 

recognition, ii) video-based (3D), iii) thermal-based method and iv) infrared face recognition. 

3.1  2D FACE RECOGNITION: 

    2D face recognition process include matrix which contain the computed value of pixels of the face under the different lighting 

conditions or illumination. The computed value of pixels is of different position and corner of the face under different 

illumination condition [7]. Techniques based on color, intensity and illumination are adopted for detection of 2D face which 

involve three basic steps. The first step is face detection, the main function of this step is to detect and locate the position of the 

human face, second step is feature extraction in this human face patches are extracted from images and after that transformed into 

a vector with fixed dimension and their corresponding locations, the third step is face recognition, the last step to identity the 

faces by comparing the feature of image to each face stored in the database. There are factors which affect the performance and 

accuracy of the system like head orientation, lighting conditions, partial occlusion, facial expressions. The two most significant 

factors which effect the overall performance are pose (change in the orientation of the head or position of the head) and 

illumination (different lighting conditions at different places).  

 

 
                                                 Fig- 2. Configuration of a general face recognition structure 

(Source: Article- “Face Recognition”, Wei-Lun Chao GICE, National Taiwan University.) 

 

3.2  2D-3D FACE RECOGNITION: 

    In this approach of face recognition, the head moves through the space therefore there is a pose angle estimation and 

illumination compensation since multiple poses will be available which is one of the major problem in 2D face recognition. The 

information of different angles and positions are combined together into a single image to produce more accurate results. In 2D-

3D face recognition is performed using both 2D and 3D approaches. The data set or face to be recognized is a 2D face and that 

will be processed by 3D recognition algorithms. This approach also have some significant challenges- 

(i)  It becomes difficult to build a composite image when the quality of the video is low with a lot of clutter in the scene that 

makes face detection very difficult[8]. 

(ii)  The size of the images of face are often very small (15 by 15 pixels), so obviously accurate detection and normalization is 

challenging with such small images[8]. 

3.3  3D FACE RECOGNITION: 

    3D face recognition technology provide more accuracy and performance than 2D face recognition system as 3D system ought 

more information than a 2D recognition system. 3D face technology enables device to read overall surface geometry of the human 

face very deeply, that it reads each point on the face surface so that it can be viewed very clearly from every position and from 

every angle[8]. His system is logical way to overcome the problems faced by 2D recognition system. There are three approaches: 

passive stereo, structured lighting and laser. In both passive stereo and structured lighting it is very important that there is a 

known (and fixed) geometric relationship between the subject and the sensing devices. There is also involve a matrix calculation 

which is used for finding out similarity scores and concept of pose and light normalized signatures for face verifications applied 

frequently and this matrix is called Correlation matrix[9]. Illumination also have a great affect on the performance and accuracy 

of the 3D face recognition system. 

 

3.4 INFRA-RED (THERMAL) FACE RECOGNITION:  

    In infrared recognition technology, infrared thermal image of face is given as an input. IR scanner only scan the heat pattern 

emitted by the object[9] and is not effected by any other kind of lighting. Every human have their own unique body heat pattern 

so infrared scanner scans the thermal human face image which are independent of ambient lighting conditions. The cause of these 

unique  heat pattern of the body is the flow of blood in the tissue structure which is unique of every human therefore the IR 

images are also unique[10]. Fig. 2 shows a thermal image corresponding to its visual one. Various approaches which have been 

proposed in an attempt to overcome the limitations like illumination, face expression and poses, the infrared recognition 

technology have no effect of ambient lighting conditions.  
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Fig- 3. Developments in infrared technology (camera) over the last decade have given computer vision researchers a 

whole new diversity of imaging options, particularly in the infrared spectrum. 

(Source: Internet world- https://www.google.com/search?q=infrared+face+recognition) 
 

 

IV.  CHALLENGES 

    Human face have a great degree of variations so face recognition is not an easy task. There are two main concern in this field 

are speed (time required to recognize the face) and accuracy ( correctness of the results). Basically this system have application in 

the security field but there still a question-Is it really improves the security or put it at a greater risk? There are some issues which 

are need to be solved to get the desired results. There are numerous factors that cause the appearance of the face to vary. These 

sources of variation in the facial appearance can be categorized into two groups: Intrinsic factors and Extrinsic ones.  

 
Fig-4. Factors affecting face recognition 

 

Intrinsic properties of the domain specific data are considered along with the general structure of pattern recognition when there is 

a need to focus on a specific application.  

 
4.1 Domain-knowledge of human faces and human visual system 

 

a) Aspects from psychophysics and neuroscience 

Humans have great capability of identifying the faces more easily than other objects when presented in the correct orientation, but 

it will be difficult for the patient of prosopagnosia to recognize the human faces but they can easily identify other object which 

support the point that face recognition system is a dedicated process and also necessary.  

 

 

 

b)   Holistic-based or feature-based 

According to the Holistic-based face recognition viewpoint, human recognize faces by global appearances, where according to the 

featured based viewpoint the facial features like eyes, nose, mouth and patches plays an important role in the face recognition 

process.   
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c)   Thatcher Illusion 

 

  
                                                                                                 (b) 

Fig- 5. The Thatcher Illusion. (a) The head is located up-side down, and it’s hard to notice that the eyes are pasted in the reverse 

direction in the right-side picture, while in (b) we can easily recognize the strange appearance. 

(Source: Article- “Face Recognition”, Wei-Lun Chao GICE, National Taiwan University.) 

 

In the fig. 6, eyes and mouth of face are inverted i.e upside down, and the result looks distorted in an upright face. But when the 

face is inverted it becomes difficult to notice the inverted internal features i.e.  Mouth and eyes and the face look nearly normal. 

 

 

4.2 .    Factors of human appearance variations 

 

Illumination The illumination is one the major problem and mostly discussed in the field of face detection and 

recognition. Different light pattern cause huge difference in the appearance of face of the same person as 

shown in fig.7. Because of different illumination effect it become very difficult to locate the features of 

the face thus it become difficult to recognize face as there can be large difference in the appearance as 

that of two different identities. 

Pose Pose is basically the different angles, locations and a position in which the face is to be detected. The 

change in the pose of the face can cause a serious distortion and problem and distortion in recognizing 

the face as it affect the shape and size of the features. 

Expression Face is the most expressive part of the human body which express our feelings through facial expression 

which can even effect the results of face recognition as the shape of the features changes for example- 

our lips expands in the outward direction when we smile. 

Cluttering Cluttering also cause some variation in the results of process of face recognition. Cluttering is basically 

the effect of the surrounding environment and the background on face that is to be recognized. It effects 

the accuracy of the result which diminish the performance of face detection and recognition algorithm. 

Occlusion There may be possibility that some parts of the face remains unobserved it become difficult in face 

detection and face recognition process. 

                                                  Fig- 6: The list and description of the six general factors 

(Source: Article- “Face Recognition”, Wei-Lun Chao GICE, National Taiwan University.) 
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Fig- 7: Face-patch changes under different illumination conditions. We can easily find how strong the illumination can affects the 

face appearance[11]. 

(Source: Internet- https://www.google.com/search?q=effect+of+illumination+on+face+recognition) 

  

 
Figure 8: Face-patch changes under different pose conditions. When the head pose changes, the spatial relation (distance, angle, 

etc.) among fiducial points (eyes, mouth, etc.) also changes and results in serious distortion on the traditional appearance 

representation[12]. 

(Source: Internet- https://www.google.com/search?q=effect+of+pose+on+face+recognition) 

 

4.3 Design issues 

  
4.3.1. In early times very complex and long algorithms are used to recognize the face which could even take from few seconds to 

some minutes but they can accurately recognize the face. But speed is also a one of the major factor which is very much important 

in real-time system which is somewhere not present in early design.  

 

4.3.2. The algorithm can be provided data of large size so that it can recognize a particular face from a group of people which 

improve the performance of the algorithm. However the human privacy is also an important point that is need to keep in mind 

along with this one thing also must be kept in mind i.e. data acquisition which should also need to be considered so the size of the 

database is kept small. Because of the condition of limit size of database, algorithm must be given some prior knowledge about 

the data. 

 

Following are some more common problems and challenges that a face recognition system can have while detecting and 

recognizing faces: 

4.3.2.1. Automatically locate the face 

It is not compulsory that, which is to be recognised that should always be stationary, it can be in sequence of images or can say in 

moving position than detection become quite challenging. 

 

4.3.2.2. Ageing 

 

Everything changes with time, so as the age of the person increase with time the features and appearance of the face also changes 

which also affect the face recognition process. 

 

4.3.2.3. Low Resolution 

 

This problem occurs when provided resolution of face is not sufficient i.e. it is less than 16x16. This problem is generally seen in 

the public areas where surveillance applications, such as small scale standalone camera applications in supermarkets and banks, 

CCTV in public streets, etc. where images taken from a surveillance camera generally consists of very small face area. 

 

4.3.2.4. Identify similar faces 

 

Sometimes different people have similar appearance as in case of identical twins where it becomes difficult to identify them for 

human as well as for recognition system. 

 

4.3.2.5. Other systemic problems 

 

There may be some other kind of problems like in them system used in the face recognition such as camera distortion, 

background effect, storage problem, use of incorrect algorithm and technique etc. 

 

V. CONCLUSION 

During the last few decades facial recognition system has received great deals of attention in various fields. Although it faces 

many challenges and problems in the computer vision but many research and developments are still going on vigorously to solve 

these problems and challenges to develop an ideal system for face recognition. In this paper we have reviewed the current 

challenges and problems the facial recognition is facing and which are need to be solved to achieve the best result possible. In this 

paper we can see the different types and problems and why these problems are seen so that the future development can took some 

step to solve these types of problems for improving the performance of the face recognition system. 

 

http://www.jetir.org/
https://www.google.com/search?q=effect+of+illumination+on+face+recognition
https://www.google.com/search?q=effect+of+pose+on+face+recognition


© 2019 JETIR May 2019, Volume 6, Issue 5                                                             www.jetir.org  (ISSN-2349-5162) 

JETIR1905019 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 108 
 

VI. ACKNOWLEDGEMNT 

It is great opportunity for me to write about the topic like “Problems in Facial Recognition: Analysis” so I like to acknowledge 

my gratitude to Mr. Sanjay Singh, Head of Computer Science and Engineering Department, Aravali College Of Engineering & 

Management who provided me this opportunity and also guide me to towards the correct path. Last but not the least, I would like to 

thanks to my family for their support and encouragement.   

 

 

 

REFERENCES 

[1] Wei-Lun Chao, Jun-Zuo Liu, and Jian-Jiun Ding, "Facial age estimation based on label-sensitive learning and age-oriented 

regression," Pattern Recognition, vol. 46, issue 3, pp. 628-641, 2013 

 

[2] Shilpi Singh, S.V.A.V Prasad, “Techniques and challenges of face recognition a critical review,” ScienceDirect Procedia 

Computer Science, ICACC-2018, vol. 1, 536–543, 2018 

 

[3] Sonia Ohlyan, Ms. Sunita Sangwan, Mr. Tarun Ahuja “A-survey-on-various-problems-challenges-in-face-recognition”,IJERT, 

vol. 2, no. 6, 2534-2536, 2013. 

 

[4] Anil.K.Jain, Brendan Klare and Unsang Park, Michigan State University, “Face Recognition: Some Challenges in Forensics”, 

https://www.researchgate.net/publication/224238093_Face_recognition_Some_challenges_in_forensics , 9th IEEE Int'l 

Conference on Automatic Face and Gesture Recognition, 2011. 

 

[5] Derek Benson, “The Impact of Facial Recognition Technology on Society”, 

http://www.cs.tufts.edu/comp/116/archive/fall2017/dbenson.pdf, COMP 116: Information Security, vol. 2, 4-10, 2017.  

 

[6] Yaniv Taigman, Ming Yang, Marc’Aurelio Ranzato and Lior Wolf, “DeepFace: Closing the Gap to Human-Level 

Performance in Face Verification”, Conference: Conference on Computer Vision and Pattern Recognition (CVPR), 

DOI: 10.1109/CVPR.2014.220, vol. 1, 2014. 

  

[7] Kanade and Takeo, “Picture Processing System by Computer Complex and Recognition of Human Faces” , Thesis or 

Dissertation, https://doi.org/10.14989/doctor.k1486, vol. 1, 4-10, 38-42, 75-89, 1974. 

 

[8] Lucas D. Introna and Helen Nissenbaum, “Facial Recognition Technology: A survey of Policy and Implementation Issue”, 14-

20, 2009. 

 

[9] Faizan Ahmad, Aaima Najam and Zeeshan Ahmed,” Image-Based Face Detection and Recognition: State of the Art, 2013 

IJCSI International Journal of Computer Science Issues, Vol. 9, Issue 6, No 1, ISSN, 1694-0814, 2012 

 

[10] M, Kowalski, A. Grudzien, N. Palka, M. Szutakowski, “face recognition in the thermal infrared domain”, 

https://www.researchgate.net/publication/320252771_Face_recognition_in_the_thermal_infrared_domain, 2017. 

 

[11] P. N. Belhumeur, J. P. Hespanha, and D. J. Kriegman, “Eigenfaces vs. Fisherfaces: Recognition using class specific linear 

projection,” IEEE Trans. Pattern Analysis and Machine Intelligence, vol. 19, no. 7, 711–720, 1997. 

 

[12] J. Yang D. Zhang, A. F. Frangi, and J. Y. Yang, “Two-dimensional PCA: A new approach to appear-ance-based face 

representation and recognition,” IEEE Trans. Pattern Analysis and Machine Intelligence, vol. 26, no. 1, 131–137, 2004. 

 

[13] W. Zhao, R. chellappa, P. J. Phillips, Face recognition: A literature survey, “ACM Computing Surveys (CSUR)”, December 

2003. 

 

[14] ] R. Chellappa, C. L. Wilson, and S. Sirohey, “Human and machine recognition of faces: a survey,” Proc. IEEE, vol. 83, no. 

5, pp. 705-740, 1995 

 

[15] M. H. Yang, D. J. Kriegman, and N. Ahuja, “Detecting face in images: a survey,” IEEE Trans. Pattern Analysis and Machine 

Intelligence, vol. 24, pp. 34–58, 2002. 

 

[16] Mustafa M.Alrjebi, Nadith Pathirage, Wanquan Liu, Ling Li.(2017) “ Face recognition against occlusions via colour fusion 

using 2D-MCF model and SRC” Pattern Recognition Letters 95: 14-21. 

 

[17] Sima Soltanpour, Boubakeur Boufama, Q.M.Jonathan Wu. (2017) “A survey of local feature methods for 3D face 

recognition” Pattern Recognition 72: 391-406. 

 

[18] X. Q. Ding and C. Fang, "Discussions on some problems in face recognition," in Advances In Biometric Person 

Authentication, Proceedings, Vol. 3338, Lecture Notes In Computer Science: Springer Berlin / Heidelberg, 2004, pp.47-56. 

 

[19] Zhifeng Li, Unsang Park, and Anil K. Jain “A Discriminative Model for Age Invariant Face Recognition”- IEEE transactions 

on information forensics and security, vol. 6, no. 3,september 2011. 

http://www.jetir.org/
https://www.researchgate.net/publication/224238093_Face_recognition_Some_challenges_in_forensics
http://www.cs.tufts.edu/comp/116/archive/fall2017/dbenson.pdf
http://dx.doi.org/10.1109/CVPR.2014.220
https://doi.org/10.14989/doctor.k1486
https://www.researchgate.net/publication/320252771_Face_recognition_in_the_thermal_infrared_domain


© 2019 JETIR May 2019, Volume 6, Issue 5                                                             www.jetir.org  (ISSN-2349-5162) 

JETIR1905019 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 109 
 

 

[20] Ellis, H. D., Shepherd, J. W., & Davies, G. M. Identification of familiar and unfamiliar faces from internal and external 

features: Some implications for theories of face recognition. Perception, 8(4), 431–439. https://doi.org/10.1068/p080431, 1979. 

 

[21] Sandford, A., & Burton, A. M.. Tolerance for distorted faces: Challenges to a configural processing account of familiar face 

recognition. Cognition, 132(3), 262–268. https://doi.org/10.1016/j.cognition.2014.04.005, 2014. 

 

[22] G. Givens, J. Beveridge, B. Draper, P. Grother, and P. Phillips, “How Features of the Human Face Affect Recognition: a 

Statistical Comparison of Three Face Recognition Algorithms,” 2004 IEEE Computer Society Conference on Computer Vision 

and Pattern Recognition, 2: 381–388, 2004. 

 

[23] Sanjay Singh, Sandeep Gupta, "Study of Evolutionary Algorithm Application: Information Retrieval", International Journal 

of Emerging Technologies and Innovative Research (www.jetir.org), ISSN: 2349-5162, Vol.6, Issue 4, page no.244-252, April-

2019, Available: http://www.jetir.org/papers/JETIR1904436.pdf 

 

[24] Sanjay Singh, Sandeep Gupta, "Information Storage using Quantum entangled states: Image Optimization", International 

Journal of Emerging Technologies and Innovative Research (www.jetir.org), ISSN: 2349-5162, Vol.6, Issue 4, page no.338-342, 

April-2019, Available:http://www.jetir.org/papers/JETIR1904551.pdf 

 

[25]A.FischlerandR.A.Elschlager,”TheRepresentationandMatchingofPictorialstructures",Lockheed Palo Alto Research Lab ･ 

LockheedMissiles&SpaceCompany,Inc.Cal.,LMSC-D243781, Sept.1971. 

 

[26] J.Goldstein,, L.D.Harmonand and A.B. Lesk:”Identification of Human Faces",Proc. IEEE,Vol.59,p.748,1971.   

 

  

 

http://www.jetir.org/
https://doi.org/10.1068/p080431
https://doi.org/10.1016/j.cognition.2014.04.005

