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Abstract: Low power and Lossy Networks (LLNs ) are made 

up of many embedded devices with limited power, memory, 

and processing resources. They are interconnected by a variety 

of links, such as IEEE 802.15.4, Bluetooth, Low Power WiFi, 

wired or other low power PLC (Powerline Communication) 

links.  The Routing protocols for these networks have security 

issues. This paper describes the review of various attacks in 

LLNs with special reference to Hatchetman attack. This attack 

in lossy networks happens when malicious node changes the 

contents of the DAO-ACK packet. It adds the address of the 

non-existent destination in the piggybacked source route. 

When the uplink node receives the packet, it finds non-existent 

address of the node. Now, the node starts dropping all the 

received packets in the network. This decreases the network 

throughput, causes more energy consumption and less packet 

delivery rate. 
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I. INTRODUCTION 

The Internet-of-Things (IoT) has become a new 

focus for both industry and academia involving 

information and communication technologies 

(ICTs), and it is predicted that there would be almost 

50 billion devices connected with each other 

through IoT by 2020 [1]. The concept of IoT can be 

traced back to the pioneering work done by Kevin 

Ashton in 1999 and it is initially linked to the new 

idea of using radio frequency identification in 

supply chains. Soon after, this term became popular 

and is well known as a new ICT where the Internet 

is connected to the physical world via ubiquitous 

wireless sensor networks (WSNs) [2]. The 

embedded devices in these networks have met some 

kind of constraints with limited power, memory, and 

processing resources, WSNs which is also called 

Low power and Lossy Networks (LLNs) consisting 

of an enormous number of embedded devices [3]. A 

sensing node has some constraints and limited 

resources such as energy resources, processing 

capability, memory size, limited radio range and 

minimal human intervention moreover it operates in 

unstable environments[4].In order to cope with 

those challenges, a number of breakthrough 

solutions have been developed, for example, 

efficient channel hopping in IEEE 802.15.4e TSCH 

[5], emerging IPv6 protocol stack for connected 

devices [6] and improved bandwidth of mobile 

transmission. Routing, particular in large scale 

networks, is always challenging for resource 

constrained sensor devices. The IETF Routing Over 

Low-power and Lossy networks (ROLL) working 

group has been focusing on routing protocol design 

and is committed to standardize the IPv6 routing 

protocol for Low-power and Lossy Networks 

(LLN). RFC6550 [7], first proposed by ROLL group 

of IETF in the form of draft to define Routing 

Protocol over Low Power and Lossy Networks 

(RPL), serves as a milestone in solving routing 

problems in LLNs. RPL suffers security issues from 

various attacks. 
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This paper presents the RPL in the next section with 

the review of existing techniques presented in 

section III that have proposed as security solution to 

various attacks in RPLs. Finally the paper has been 

concluded in last section. 

II.RPL: Routing Protocol over Low Power and 

Lossy Networks 

Low power and Lossy Networks (LLNs) are WSNs 

in which routers and nodes are highly resource 

constrained in terms of processing capability, 

battery and memory size, and their interconnects 

links are unstable with high loss rates, low data 

rates, and low packet delivery rates. In addition, 

they have different traffic patterns: point to point 

(P2P), point to multipoint (P2MP) or multipoint to 

point (MP2P) [8]. These networks may potentially 

involve thousands of nodes. Since IoT emergence, 

Routing in LLNs is one of the key challenges.  

The ROLL working group conducted a detailed 

analysis and evaluations on the existing routing 

protocols[9] that led ROLL to found these protocols 

failed in satisfying the requirements of LLNs, 

obviously, the traditional IP routing protocols are 

not able to satisfy the requirements of multipoint-to-

point application in WSNs[10], therefore the ROLL 

WG argued that the IoT technologies to transition to 

IPv6, thus it aimed to provide IPv6 routing 

architectural framework for IoT’s application 

scenarios. 

The RPL is one of an infrastructure protocols[11], it 

is a distance-vector and a source routing protocol 

that is designed on top of several link layer 

mechanisms including IEEE 802.15.4 PHY and 

media access control (MAC) layers [7]. RPL 

supports the different three patterns of traffic flow 

[4]: point-to-point(P2P) between nodes, point-to-

multipoint (P2MP) for configuration purpose and 

multipoint-to-point (MP2P) for the data collection 

process. As stated in [7], the principle of RPL is to 

organize the WSN as a Direct Acyclic Graph (DAG) 

rooted at the sink node and to minimize the cost (i.e. 

shortest paths) to reach the sink from any node in 

the WSN using an objective function.  

2.1 RPL components (characteristics)  

A. Destination Oriented Directed Acyclic Graph 

(DODAG). In the context of network routing, the 

collection of nodes (vertices) and links (edges) 

shape a Directed Acyclic Graph (DAG). The 

principle of DAG, it is not possible for cycle path 

from node X back to the same node, RPL organizes 

the WSN topology into a Destination-Oriented 

Directed Acyclic Graphs (DODAGs), actually, 

DODAG represent the core of RPL and rooted at a 

single destination (i.e. sink node) that has no 

outgoing edges as shown in Figure1. In RPL, a 

DODAG is determined by the link costs and node 

properties which are combined for path costs 

computation. This information may include energy 

resources, throughput, latency, hop count, and 

reliability. In other words, RPL aims to minimize 

the costs of any path (from the source node to the 

sink node) by using an objective function[12]. There 

are four identifiers used by RPL protocol to 

maintain and define its topology. A single DODAG 

is uniquely identified in the network by the 

combination of RPLInstanceID and DODAGID.  
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Figure 1: DODAG graph [13] 

B. RPL’s Control Massages. For the purpose of 

maintaining the routing topology and updating 

routing information [11], five types of control 

messages are used by RPL:  

• DODAG Information Object (DIO): a DIO 

message carries important information such as an 

RPL Instance, configuration parameters and a 

DODAG parent set to maintain or rebuild the 

DODAG.  

• DODAG Information Solicitation (DIS): a node 

which wants to join in DAG uses this message to 

solicit a DIO from RPL node.  

• Destination Advertisement Object (DAO): a DAO 

message is used to transfer destination information 

upward along the DODAG to the sink node. In other 

words, it is used to announce the distance to the 

sink.  

• Destination Advertisement Object 

Acknowledgement (DAO-ACK): a unicast packet is 

sent by a DAO recipient as a response to a unicast 

DAO message.   

• Consistency Check (CC):  it is a secured RPL 

message. 

III. LITERATURE REVIEW 

In this paper [14], the authorsinvestigate a new type 

of DoS attack, called hatchetman attack,in promptly 

emerging RPL-based LLNs. In hatchetman 

attack,the malicious node manipulates the source 

route header of thereceived packets, and then 

generates and sends a large number ofinvalid 

packets with error route to legitimate nodes, which 

causethe legitimate nodes to drop the received 

packets and reply anexcessive number of Error 

messages back to the DODAG root.As a result, a 

great number of packets are dropped by 

legitimatenodes and excessive Error messages 

exhaust the communicationbandwidth and node 

energy, which lead to a denial of service inRPL-

based LLNs. We conduct extensive simulation 

experimentsfor performance evaluation of 

hatchetman attack and comparisonwith jamming 

attack and original RPL without adversary. 

Thesimulation results indicate that the hatchetman 

attack is anextremely severe attack in RPL-based 

LLNs. 

The authorsin [15] have proposed a scheme to detect 

and mitigate this attack based on two techniques 

using Area Border Router and Sensing Aware 

Nodes. The proposed scheme monitors the signal 

strength of nodes, if distance found greater than 

default distance attack is detected. Both techniques 

act as backup of each other such that if one method 

fails other will detect the attack. This scheme doesn't 

require excessive power or specialized hardware 

equipment which is quite useful in resource 

constrained environment. 
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In this paper [16], the authors introduce a new rank 

attack in RPL networks that modifies Objective 

Function (OF) along with rank value. The OF is 

used by RPL nodes to select forwarding nodes based 

on application defined routing metric e. g., expected 

transmission count, residual energy etc. The 

proposed rank attack is more distractive in nature 

because the attacking node can easily force its 

neighboring nodes to route their data through the 

attacking node. Comprehensive simulation analysis 

has shown that the proposed rank attack can be used 

to introduce false routing path for decreasing 

network throughput and increasing latency of 

communication. 

The authors in [17] propose a secure parent node 

selection scheme in the IPv6 Routing Protocol for 

Low-power and Lossy networks (RPL) so that each 

child node can select a legitimate node as its parent. 

In the proposed scheme, each node chooses a parent 

after excluding too good candidate if multiple parent 

candidates exist. The scheme utilizes the fact that an 

attacking node claims falsely a lower rank than that 

of legitimate nodes. Simulation results show that the 

proposed scheme reduces the total number of child 

nodes attached to attacking nodes.  

The authorsin [18] propose a low false alarm 

attackers detection in the IPv6 Routing Protocol for 

Low-Power and Lossy Networks (RPL) by 

considering timing inconstancy between rank 

measurements. In the proposed scheme, each node 

sends the latest rank broadcasted to neighbor nodes 

instead of its current rank to a sink so as to avoid the 

rank mismatch due to timing inconstancy. They also 

introduce the timestamp for reporting rank 

measurements to decrease the false alarm due to 

packet loss. Simulation results show that the 

proposed scheme reduces the false alarm rate.  

In this paper [19], the authors propose a dynamic 

threshold mechanism, called DTM, to mitigate 

DAO inconsistency attack in RPL-based LLNs, 

where a malicious node intentionally drops the 

received data packet and replies the 

forwardingerrorpackettocausetheparentnodetodisca

rdvalid downward routes in the routing table. In the 

DTM, each parent node dynamically adjusts the 

threshold of accepting forwarding error packets 

within a time period based on the number of 

receivedforwardingerrorpacketsaswellastheestimat

ednormal forwarding error rate to counter DAO 

inconsistency attack. Simulationresults indicatethat 

the proposed scheme can provide higher packet 

delivery ratio but lower energy consumption 

compared to the fixed threshold scheme. 

In this paper [20], the authors propose a heuristic-

based detection scheme, called HED, against the 

suppression attack in MPL-based LLNs, where a 

malicious node multicasts a series of spoof data 

messages with continuous sequence numbers to 

prevent normal nodes from accepting valid data 

messages and cause them to delete cached data 

messages. In the HED, each node maintains an 

increment rate of the minimum sequence number in 

the Seed Set to detect the potential malicious node 

by comparing the recent increment of sequence 

numbers with the heuristically calculated increment 

threshold of sequence numbers. They evaluate the 

proposed scheme through extensive simulation 

experiments using OMNeT++ and compare its 

performance with original MPL with and without 

adversary, respectively. The simulation results 
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show high detection rate and packet reception rate 

but low false detection rate, and indicate that the 

proposed scheme is a potentially viable approach 

against the suppression attack in MPL-based LLNs. 

The proposed technique in [21] consists of a local 

decision and a global verification process. First, 

each node observes the communication behavior of 

its neighboring nodes by overhearing packets 

transmitted by its neighbors and attempts to identify 

suspicious nodes based on their behavior. In the 

second process, if a node identifies a suspicious 

node, then it verifies whether the suspicious node is 

a black hole. The authors demonstrate that the 

proposed approach increases packet delivery rate 

significantly and detects black hole attack 

effectively. 

In this paper [22] the authors stud the performance 

of IPv6 Routing Protocol for Low-Power and Lossy 

Networks (RPL) under packet drop attacks. They 

consider an external jamming attacker who can 

selectively interfere with traffic around a targeted 

router. They show that the RPL implementation in 

Contiki OS allows such an attacker to continuously 

drop packets forwarded via the targeted router 

without triggering any rerouting, even when link-

layer security mechanisms are in place. To counter 

such attacks, they design and analyze additional 

measures that can be built on RPL. In particular, it 

is shown that adding measures at the targeted router 

is more effective than doing so at affected children 

nodes. They also evaluate the performance of our 

enhanced RPL using Cooja, the Contiki network 

simulator. The results show that the proposed 

measures have the potential to significantly reduce 

the fraction of packets being dropped without 

affecting RPL’s performance when there is no 

attack. 

IV. CONCLUSION 

The Low Poer Lossy networks have very dense 

deployment scenarios. RPL is used to construct the 

routes from the nodes to the root node. This paper 

has presented secure routing techniques against 

various attacks. Hatchetman attack is one new kind 

of attack that uses the comprised node to alter the 

address of the DAO-ACK packet. This attack causes 

packet drops in the network and energy drainage by 

sending large amount of compromised packets. Its 

defense mechanism has not been worked upon in 

literature. In future, we can work on securing the 

RPL networks against such kind of attacks. 
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