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                                                                           ABSTRACT 

Malware is one of the most serious threats to system security. It causes complex problems and issues on the 

system. Purpose of this research work is to forensically analyze and investigate a malware infected windows 

system. Windows operating system is infected with a ransomware. Forensic artifacts are obtained using 

various digital forensic tools and techniques such as recovery of lost and encrypted data, volatile memory 

analysis using memory forensics and registry analysis. Behaviour of the malicious code is analyzed in a 

controlled sandbox environment. Here, we are using various open source tools such as FTK Imager, Autopsy, 

Volatility Framework and open source cuckoo sandbox environment. 
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I. INTRODUCTION 

In recent times, malware is one of the serious threats to computer security. It is software or a program which 

causes harm to the computer. This malicious program can perform variety of different functions such as 

stealing, encrypting or deleting sensitive data, monitoring user’s activity without their permission. Commonly 

used types of malware are virus, worms, Trojan, spyware, ransomware etc. Most of the malwares are spread 

through internet or through USB devices. Traces of malicious activity in any system can be identified through 

digital forensic techniques. Digital forensics is collection, analysis and preservation of the digital evidences. 

Digital forensics is law based method for investigation. Forensics tools are now used to examine and analyze 

any crime and malicious activity in the organization which is done by attacker, hacker or criminal. 

In this paper we focus on the digital forensic Investigation of ransomware infected Windows operating system 

and find the artifacts using various open source forensic tools and techniques. We provide an efficient 

approach and methodology to investigate and analyze malware in forensic manner. Also, the behaviour of 

malicious program is analyzed in a controlled sandbox environment. We focused on encrypted data recovery, 

volatile memory analysis, registry artifacts, static and dynamic analysis in sandbox environment and 

analyzing the results for understanding the behaviour of malicious program. This Investigation and analysis of 

malware may help in preventing more infections and enhances the security of the system. 
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II. RELATED WORKS 

Digital forensic is a science and process of collecting, preserving, analyzing and reporting legally admissible 

evidence to court. Different cybercrimes result in different Digital evidences. Digital forensic Investigation 

procedure includes following steps: 

1. Acquiring the evidence: Acquire the evidence using standardized and accepted procedures and 

techniques. It includes duplication that is imaging or cloning of the hard drive of the system. Also, 

includes acquisition of volatile memory data. 

2. Preserving the evidence: Evidence must be secured and preserved in its original state. It must be 

authentic and unaltered. For preserving and authenticating evidence cryptographic hash algorithms are 

used. 

3. Analysis of the evidence: Find relevant artifacts and draw conclusion from the acquired evidence. 

4. Reporting and presentation: Summarize and provide explanations of the conclusions, Tools and       

methodologies used, steps followed in lay person’s terms.  

 

Now, Malware analysis is the art of analyzing malicious program in order to understand how it works, how to 

identify it and how to eliminate it. There are two basic techniques for malware analysis: 

 

1. Static analysis: Static analysis involves going through the code in order to discover what the program 

does. It is performed in non-runtime environment.it examines strings, imports, exports etc. 

2. Dynamic analysis is process of running the malware and observing its behaviour. It monitors system 

memory, functions behaviour and overall performance of the system. 

Volatile memory analysis: Memory forensic is a art of analyzing volatile memory data of computer. It is used 

to identify and analyze the malicious behaviour that do not leave any trace on hard drive data. 

We have used the above methodologies and techniques for a effective and efficient investigation and analysis 

of windows system infected with ransomware. Digital forensic open source tools and procedure is used to 

analyze and obtain forensic artifacts, recover encrypted and deleted data from infected windows system. The 

malicious program is analyzed in a cuckoo sandbox environment. Thus, by performing both this techniques 

gives a effective approach to analyze ransomware infected system and provides better and reliable results. 

 

III. PROPOSED METHODOLOGY 

The proposed work of our research is explained in this section. We use an effective methodology to analyze 

the windows 7 operating system which is infected with the Wannacry ransomware. First, the forensic 

investigation of the system is carried out in which relevant forensic artifacts are extracted from the image of 

the system, along with this its volatile memory is also analyzed using volatility framework and then malicious 

executable is executed in a cuckoo sandbox environment. We executed the malware to understand its actual 

behaviour. 

A. Digital Forensic Investigation: 

In this approach the image of the infected system is taken along with its RAM Memory. The investigation 

is conducted in two stages: 

Stage 1: Collection of  digital Evidence. 
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Stage 2: Analysis of  collected Evidence. 

Collection of Evidence: 

For collecting the evidence we are taking an image of the hard disk drive of the infected windows 7 

system using open source FTK Imager tool. The image is taken in a standard E01 format. 

      Steps to create  image using FTK Imager. 

1. Open FTKImager.exe and Go to File menu  

2. Select Create Disk Image option 

3. Select the source of evidence. Physical Drive in our case. 

4. Select the source Drive. 

5. Select the format in which you want to create Image. E01 in our case. 

6. Fill evidence information. 

7. Select Image destination path, image name and Image fragment size and compression level. 

8. Start creating the Image. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Creating Image of Hard drive 

 

Also, we need to acquire Volatile memory data for more effective and efficient analysis of the compromised 

system. For this we are capturing the memory of the windows 7 system using FTK imager tool. 

 

Steps to capture Memory in FTK Imager: 

1. Open FTKImager.exe go to file menu. 

2. Select Capture memory. 

3. Browse to the destination path for dump file. 

4. Enter filename for dump file. 

5. Start capturing memory. 
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Figure 2. Memory Capture 

Analysis of Collected Evidence: 

The image of the ransomware infected machine is opened using Autopsy open source tool. We can go through 

the image and find out which files are present and/or deleted on the infected machine. Autopsy works on the 

basis of modules. It has many in-built modules which are useful and helpful in forensic investigation. It uses 

PhotoRec carver for recovering deleted data from the hdd. Some other modules are timeline analysis, keyword 

search, web artifacts, indicators of compromise etc. It is easy to use and cost effective tool. 

 

 

Figure 3: Analysis of image file using Autopsy 

Now, by analyzing the image in autopsy, we can observe that every file on the system is encrypted by the 

Wannacry ransomware. The ransomware encrypts the file and changes their extension to .WNCRY. This 

.WNCRY files are not accessible and user cannot open this files. We have lost access to data of the infected 

http://www.jetir.org/


© 2019 JETIR May 2019, Volume 6, Issue 5                                                           www.jetir.org  (ISSN-2349-5162) 

JETIR1905197 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 656 
 

system. User can get the key for decryption only after the ransom is paid to the attacker. Wannacry 

ransomware demands ransom in bitcoins. 

Steps to analyze e01 image file in autopsy: 

1. Open a new case from file menu. 

2. Enter the information such as case name, path, examiner name, case number etc. 

3. Add data source. Image file in our case. 

4. Browse and select data source. 

5. Configure ingest modules.  

6. Autopsy will start analyzing the image file and run the modules. 

 

 

Analyzing memory artifacts: 

The ram memory dump collected is parsed using volatility a open source memory analysis tool for parsing 

and analyzing memory dump files. It supports 32-bit and 64-bit windows, Linux kernels and MacOS X and 

android phone memory dump. Volatility has many plugins useful for identifying the malware infection. 

Some of them are: 

1. Pslist: to print list of loaded processes. 

2. Pstree: to show processes in parent child tree. 

3. Psscan: to scan for hidden or terminated processes. 

4. Dlllist:to list loaded dll’s for each process. 

5. Connscan: to test tcp connections. 

6. Malfind: detect hidden and injected code. 

7. Psxview: Identifies process trying to avoid detection. 

Steps: 

Open Command prompt and go to directory, where volatility framework is present. 

Run the volatility.exe file in command prompt with respective options. 

Command: D:/Volatility.exe -h 

We have a memory dump of infected system with file name memdump1.mem; we get the image information 

using imageinfo command. 

Command: D:/volatility.exe -f memdump1.mem imageinfo 
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Figure 4: Image Information 

To know the processes that were running during the RAM Capture pslist plug-in is used. It lists the running 

processes. 

Command: D:/volatility.exe -f memdump1.mem --profile=Win7SP1x64 pslist 

Figure5: Running processes extracted from Image 

From pslist command we get to know the process id for a particular process and also parent process      which 

triggered it. From this info we can find if any suspicious process is triggered by a parent process. 

Psscan plugin is used to find the processes that are hidden and terminated. 

 Command: D:/volatility.exe -f memdump1.mem --profile=Win7SP1x64 psscan 
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Figure6: processes extracted by psscan command 

To identify rogue process in Ram Dump we use malfind Plugin. It extracts process dumps that are malicious. 

The processes produced by volatility framework are uploaded to “virustotal.com” to check if the processes 

present in the dump are infected with any malware. 

By doing memory dump analysis we can observe that a parent process explorer.exe(PID:2326) triggers the 

wannacry.exe(PID:1616) which in turn triggers taskse.exe (PID:2244) and @wanadecrypter(PID:1764) as 

shown in figure 5 & 6. This proves that the system is infected with Wannacry.exe ransomware. 

 

IV. RESULTS 

As we have seen that the Wannacry ransomware encrypts the data present on the system. By analyzing the 

e01 image we observed that the ransomware tries to delete the file after generating its .WNCRY copy. We can 

extract the encrypted data from autopsy as it uses data carving techniques. Thus, as shown in figure we 

recovered the encrypted data from autopsy. 
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Figure7: encrypted files with extension .wncry 

 

 

 

Figure8: Original files that can be recovered using autopsy 
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Figure9: list of original files extracted from autopsy 

In memory analysis the ransomware Wannacry.exe infects the parent process “explorer.exe” and its child 

process are triggered “taskse.exe” & “@wanadecryptor.exe” as shown in above figure 5 & 6. 

Now the Wannacry.exe executable is analyzed in a sandbox environment. The malware is executed in a 

controlled sandbox environment and its behaviour is observed, activities are logged and summarized report is 

generated. This report gives the findings of static and dynamic analysis of the ransomware. following 

snapshots shows the analysis done using cuckoo sandbox.   

 

 

Figure10: brief info about the malicious executable 
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Figure11: Message on the screen when ransomware is executed 

Behavioral Analysis: 

 

Figure 12: Process tree 
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Figure13: Tasks performed by Wannacry.exe on execution 

 

Static Analysis: 

 

 

  

 

 

 

 

 

 

Figure14: Wannacry.exe info 
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Figure15: Sections 

 

 

 

Figure16: Import functions 

V. CONCLUSION 

In this paper we presented the forensic analysis of ransomware infected windows system along with the 

forensic analysis of memory dumps and analysis of ransomware in a sandbox environment- Static & Dynamic 

Analysis. As the system is infected with Wannacry ransomware, data loss occurs as the ransomware encrypts 

the user data. With the help of this approach we were able to recover the encrypted data using forensic tool 

such as autopsy from infected system. Also, we performed memory dump analysis of the infected system. The 

traces of the malware were found in the memory dump which more effective technique for detecting 

malicious activity.Compared to static analysis, this method provides more features and artifacts for analysis 

because the dump is obtained after the real execution of the malware. Also, the Static and dynamic analysis 

performed in cuckoo sandbox environment helps us in understanding the actual behaviour of the Wannacry 

ransomware. Cuckoo sandbox provides integration with other tools such as Volatility, Yara, Virustotal, and 

Wireshark and provides an opportunity for better testing. Hence, by following digital forensic procedure and 

malware analysis techniques we were able to provide effective and more reliable results. 
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