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Abstract : This paper indicates how we can spare secret information from an interloper or any sort of spillage of the
information by utilizing private cloud and dab net advancements With the expanding notoriety of distributed computing
idea and its accessibility empowers increasingly association to change their condition to cloud based condition. This paper
manages the security of information or any record which association need to keep that classified or mystery through cloud
administrations with simple equipment necessity and along these lines remotely getting to every one of those applications
introduced on the arrangement of the association and just chose mac address locations will given the rights to download
that document from private cloud and get to that record, likewise alluded as "'Information security" in the paper. This
approach can definitely limit the theft of the secret information and furthermore with the expanding utilization of fast web;
this idea appears to be more coherent and effective. The application which is utilized for executing this idea is of most
extreme significance in light of the fact that here it's the application which specifically communicate with administrations
gave by utilizing private cloud. Linux is utilized here due to its security and adaptability. There are couple of more
explanations behind picking Linux as it is lightweight and more secure
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I INTRODUCTION In the IT business, the expression “security" continued the inclination either its for a report or activities or
customer's subtle elements. Utilizing the utilization of information interloper identification we are giving the unique private get to
cloud which will be gotten to by those exclusive who have given the rights. Just those mac address locations will be permitted to
get to that IP which have advantaged access to it which is given by administrator of the application.
The purpose of this project is to overcome the security issues premounting world cannot imagineeven for a single day without
computer and computer is basis oninternet. Nowadays secure information of internet is becoming veryhigh priority. Modernworld
emphases in a way by which it can beprotect the data and information from any illicit and unauthorizedaccess.Intrusion Detection
Systems (IDS) can be differs in varioustechniquesand advance with the objective to detect suspicious trafficindissimilar ways.
There are two significant categories of intrusiondetection systems. One is called network-based intrusion detectionsystem (NIDS)
and the other one is host-based intrusion system (HIDS). Intrusion detection system (IDS) can be differs in various techniques and
advance with the objective to detect suspicious traffic in dissimilar ways. There are two significant categories of intrusion
detection systems. One is called network based intrusion detection system(NIDS) and the other one is host-based intrusion system
HIDS).
( ) I INTRUSION DETECTION

The purpose of this project is to overcome the security issues pre

Mounting world cannot imagineeven for a single day without computer and computer is basis oninternet. Nowadays secure
information of internet is becoming veryhigh priority. Modern

world emphases in a way by which it can beprotect the data and information from any illicit and unauthorizedaccess.Intrusion
Detection Systems (IDS) can be differs in varioustechniquesand advance with the objective to detect suspicious trafficindissimilar
ways. There are two significant categories of intrusiondetection systems. One is called network-based intrusion detectionsystem
(NIDS) and the other one is host-based intrusion system (HIDS). Intrusion detection system (IDS) can be differs in various
techniques and advance with the objective to detect suspicious traffic in dissimilar ways. There are two significant categories of
intrusion detection systems. One is called network based intrusion detection system(NIDS) and the other one is host-based intrusion
system (HIDS).

DMZ . Internal Network

Web Server Firewall SQL Server

IDS /1PS
Fig 1 IDS SYSTEM

JETIR1905457 ] Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org ] 374


http://www.jetir.org/

© 2019 JETIR May 2019, Volume 6, Issue 5 www.jetir.org (ISSN-2349-5162)

/" Server
= =
Cloud User I J
organizadon
Hest (‘ V =
i jm= = R

Paae V\ R \_
T L Cloua IDS /
| | Intrusion
y = Alarm REGIED Y
— Repores
3
8
Adere > S
Repore ~o> i/ e 5

Third Parcy IDS monitoring &
Advisory Service

Fig 2. Proposed cloud model

I ALGORITHM USED

AES Algorithm for encryption: AES is an iterative rather than Feistel cipher. It is based on ‘substitution—permutation network’.
It comprises of a series of linked operations, some of which involve replacing inputs by specific outputs (substitutions) and others
involve shuffling bits around (permutations).Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES
treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes are arranged in four columns and four rows for processing as a
matrix — Unlike DES, the number of rounds in AES is variable and depends on the length of the key. AES uses 10 rounds for 128-
bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. Each of these rounds uses a different 128-bit round key, which
is calculated from the original AES key.

FTP for file transferring: The File Transfer Protocol (FTP) is a standard network protocol used for the transfer of computer files
from a server to a client using the Client—server model on a computer network.

FTP is built on a client-server model architecture and uses separate control and data connections between the client and the server.[
FTP users may authenticate themselves with a clear-text sign-in protocol, normally in the form of a username and password, but
can connect anonymously if the server is configured to allow it. For secure transmission that protects the username and password,
and encrypts the content, FTP is often secured with SSL/TLS (FTPS). SSH File Transfer Protocol (SFTP) is sometimes also used
instead, but is technologically different.

Split and merge algorithm: split and merge algorithm is used for dividing a file or document in the parts with a some pattern for
e.g. which starts from the A and ends from Z than if we divide it in to two parts than one part will have a pattern which starts from
A and ends with H than the second part will start from I and end from Z and merge performs a task of joining both parts according
to the continuation of the file pattern

Proposed Model

4.1 Cloud computing services for storages

There are many ways that for the attackers to attack the target system and then taking advantage of the identified vulnerabilities of
pc systems. In fact, such attack leads to loss and disclosure of sensitive data and knowledge keep within the pc. However, the IDS
usually is placed in the layer that is once the firewall, what has been termed as defense in-depth strategy. In this paper, wepropose
a new way of protective knowledge and resources within the Cloud computing surroundings. It is basedon the rational
implementation of intrusion detection system (IDS) over the Cloud computing infrastructure. We centered on one layer of the
Cloud computing that is identified as Infrastructure as a service (laas). Moreover, we propose to deploy Intrusion detection
Associate in Nursing bar system (IDPS) that is an integrated model that consists of 2 techniques (AD) and (SD). These two
techniques can work to perform an in-depth analysis on resources set on the Cloud to findthe intrusions and anomalies that may
cause threat to the Cloud surroundings. These two sorts of attacks are totally different forms of abnormal traffic events in
Associate in Nursing open network surroundings, whereas the intrusion takes place when Associate in Nursing unauthorized
access of a host ADP system is tried whereas Associate in Nursing anomaly may be determined at the network association level.
Therefore, if any of these attacks has beendetected by the proposed integrated theme then it can compare it with the identified
threats (signatures) Associate in Nursing manufacture an alarm within the case of matching in step with Signature primarily based
Detection technique. On the other hand, if it is not matched to any of the present patterns, then the proposed model can find it as
abnormal behavior according to Anomaly primarily based Detection technique Associate in Nursing conjointly manufacture an
alarm and save that event as a replacement threat at intervals the opposite signatures. In addition, the proposed system is provided
conjointly with bar capabilities rather than simply detection thus it will any stop the attack itself as noted within the following:

* Terminate the user session that is being employed for the attack

* Block access to the target (or possibly alternative seemingly targets) from the offensive user account, [Paddress, or other
assailant attribute

* Block all access to the targeted host, service, application, or other resource.
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Figure 4.1: The proposed Cloud IDS.
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Figure 4.2 :Conceptual view of the Cloud IDS location.

The integrated model uses signature matching with normal traffic identification to enhance attack detection. Furthermore, we
propose to deploy our IDS within the virtual machine itself similarly because the virtual network so as to watch the activities of
the system additionally of observance the packet traffic in the network to filter the malicious packets coming back from untrusted
sources (see Figure 9). The fact is that within the Cloud computing most of the resources are going to be hold on and accessed on
the remote servers. However, the consumers do not got to worry concerning the upkeep and also the upgrading of the software
package and hardware. But, the issue is when there's a flow of the packets from one supply to destination; the safety in terms of
knowledge integrity won't be correct as we've the Cloud IDS placed in specific location within the NIDS. Figure10 demonstrates
the close read of our planned methodology to shield the information and resources within the Cloud.

The shoppers don't need to worry concerning its maintenance and software system or hardware up-gradations. Cloud model works
on the ,,concept of virtualization™ of resources, wherever a hypervisor server in cloud information center hosts variety of shoppers
on one physical machine. Deploying HIDS in hypervisor or host machine would permit the administrator to watch the hypervisor
and virtual machines on it hypervisor. however with the speedy flow of high volume of information as in cloud model, there
would be problems with performance like overloading of VM hosting IDS and dropping of information packets. additionally if
host is compromised by associate offensive attack the HIDS utilized on it host would be neutralised. In such a situation, a network
based mostly IDS would be a lot of appropriate for preparation in cloud like infrastructure. NIDS would be placed outside the VM
servers on bottle neck of network points like switch, router or entree for network traffic watching to own a world read of the
system. Such NIDS would still be facing the problem of enormous quantity of information through network access rate in cloud
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atmosphere. To handle an outsized variety of information packets flow in such associate atmosphere a multi-threaded IDS
approach has been projected during this paper. here i mention context diagram for our application:

The multi-threaded IDS would be ready to method great deal of information and will scale back the packet loss. once associate
economical process the projected IDS would pass the monitored alerts to a 3rd party watching service, United Nations agency
would successively directly inform the cloud user concerning their system vulnerable. The third party watching service would
additionally give skilled recommendation to cloud service supplier for mis-configurations and intrusion loop holes within the
system. Figure 4.3, shows the projected IDS model [46]. The cloud user accesses its information on remote servers at service
provider’s web site over the cloud network. User requests and actions area unit monitored and logged through a multi-threaded
NIDS. The alert logs area unit promptly communicated to cloud user with associate skilled recommendation for cloud service
supplier.[43]

The proposed model is shown in the following figure;
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Figure 4.3. Proposed Cloud IDS Model [6]

Our projected multi-threaded NIDS model for distributed cloud surroundings relies on 3 modules: capture & queuing module,
analysis/ process module and coverage module. The capture module, receives the in-bound and out-bound (ICMP, TCP, IP, UDP)
knowledge packets. The captured knowledge packets area unit sent to the shared queue for analysis. The analysis and method
module receives knowledge packets from the shared queue and analyze it against signature base and a pre-defined rule set. every
method in a very shared queue will have multiple threads that add a cooperative fashion to boost the system performance. the
most method can receive communications protocol, IP, UDP and ICMP packets and multiple threads would at the same time
method and match those packets against pre-defined set of rules. Through associate degree economical matching and analysis the
dangerous packets would be known and alerts generated. coverage module would scan the alerts from shared queue and prepares
alert reports. The third party observance and consulting service having expertise and resources would straightaway generate a
report for cloud user’s info and sends a comprehensive knowledgeable consultive report for cloud service provider. Figure three
depicts the flow chart of projected multithreaded Cloud IDS [46].
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IV REQUIREMENT SOFASERVER:
All servers have certain minimum specifications:

Hardware Network(Infrastructure): The server computer has to be fitted with a certain amount of hardware specifications
depending on the probable number of users and the amount of data to be stored in the network. The larger the number of users and
the amount of data to be stored, larger is the server capacity and vice-versa.

Operating System(Platform): Without an Operating System, no machine can run. Hence, an operating system has to be installed in
the server computer as per the requirement of the user. Microsoft Windows Server 2008 is a commonly used Operating System in
various Server Computers.

Applications (Software): The softwares installed in the Operating System, like business applications in the form of ERPs. Theses
oftwares are the general as well as the important softwares required by the client computers for their work purposes.

Modes of Services offered with in Cloud Computing[1][4]:

At business level, the three modes of services may be classified as under[2]:

1. laaS, i.e. Just Infrastructure.

2. PaaS, i.e. Infrastructure and Platform.

3. Saas, i.e. Infrastructure, Platform and

Software.

client

Administrator

Fig 3 Context level DFD

SOFTWAREASA SERVICE

In general, Saas [5] allows user to use already existing online applications. An every day example of Saas is working on spread
sheets and word documents on Google itself. Applications like PixIr and Instagram are also some relevant examples of Softwares
as a Service. It is accessible from any computer and is available on either free or paid subscription based on the vendor [5].
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PLATFORMASA SERVICE

It simply hands over a tool kit or a suitable environment to the user for creating new sets of online applications as per his own
requirement. As a common example, Google’s App Engine provides a favorable environment to the user to create his desired new
software using the already present Google’s Infrastructure. Generally, these services are provide data low cost and hence are
considered very handy for the users. It restricts the user to use those programming languages and tools which their platform provider
has not provided

INFRASTRUCTUREASA SERVICE

It allows an enterprise to run whatever service it requires on a cloud hardware. In simple terms, Infrastructure as a service basically
involves the hardware related services that is provided to the user by a cloud vendor. These generally include Virtual Servers or
may be a kind of storage device [4]. Here, the essential applications may be migrated from the enterprise’s data center to the cloud
service provider in order to reduce IT costs. It simply hands over a tool kit or a suitable environment to the user for creating new
sets of online applications as per his own requirement. As a common example, Google’s App Engine provides a favorable
environment to the user to create his desired new software using the already present Google’s Infrastructure. Generally, these
services are provided at a low cost and hence are considered very handy for the users. It restricts the user to use those programming
languages and tools which their platform provider has not provided.

VI. TYPES OFCLOUDDEPLOYMENTMODEL

Cloud Deployment model is a feature which is defined by the user of the cloud service, and notice able not the company or the
organization offering the cloud service to the user. It is not defined using technology, cost or location factors.
An laas is provided to the user as a Public or Private Cloud

[4].
Public Cloud

In public cloud ,the cloud service provider makes the cloud service available to the user for a fee or maybe free. Anybody can
work upon the provided resource as per his/her own use. It is an unrestricted service. The public cloud is connected to public
internet for anyone to leverage [4]. It is being considered as a bit in secure as the service is unrestricted and large numbers of
users are within the network. Top two laaS service providers are Amazon W Sand Rack space Hosting.

Private cloud

In a private cloud, all capabilities of the service provided using a public cloud are controlled by an enterprise in their own hosted
environment [4]. Its important feature includes the fact that only that particular organization or enterprise can control it and for its
own use only. These environments can be connected to several users over a private line and hence decreasing the risk of security
issue over the network. Not ably, it can also be connected through the public internet. It is more expensive than a public cloud
service but more essentially, | offer a more secure service than the former. It can be an internally or an externally hosted cloud. An
internally hosted cloud is more expensive than externally hosted, but is considered to be more secure Hybrid cloud

Hybrid cloud provides the best of both public and private cloud. Using this service, the organizations use less secure service over a
general Public cloud network and application which required more security are run over the private cloud network. Cloud bursting
is another term related to hybrid cloud. Here, when load gets heavy on the private cloud network, the company uses the public or
general cloud for the extra capacity demanded on a “pay as you use” basis. The over load on the private network is termed as cloud
bursting. Hybrid cloud network supposedly termed as the cloud technology of the future.

VII. CONNECTINGTO CLOUD

There are many ways by which a Client can establish a connection with Cloud and can use Cloud services. These two are the most
common[2]:

Using a Web browser
By using a proprietary software/application

Above mentioned application can be running on PC, server, handheld device like mobile etc. With the above stated means these
all hardware devices communicate with cloud services over an insecure and unstable medium. We can establish a secure
connection between these devices and cloud by using these basic methods:

1) Using secure data transfer protocol like SSL, FTPS, IPsec or using SSH for connecting client to cloud.
2) Create a Virtual Private Network(VPN), or using

Remote Data Transfer Protocol(like Microsoft RDP).
3) Or we can encrypt the data which is being transferred between the client and the cloud.
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VIHHAPPLICATIONANDFUTURESCOPE OF THE CONCEPT

i. At organization setup which can afford the use of cloud services (i.e. can maintain internet connection throughout the
organization campus) will be highly benefited as they get to be more secure. Also,there confidentiality will
be maintained

ii. At laboratories of high schools and universities where different labs with different kinds of LAN networks are managed, can
be very much benefited if all computers are under observation of admin with whose help intruder can be avoided from
invading the network and performing malicious activities.

iii. Government offices and secret agencies can use this concept to secure citizen’s information and maintain integrity of the
country. A superfast web connection will provide to all the workers to work on any sensitive information through the cloud
service.

iv. People can also form there own private network and add 10 to 20 people by forming a group where they can
share, download, delete files by using services of a private cloud and keep themselves away from intruder by blocking his/her IP
address.
IX REFERENCES

1. Sebastian Roschke, Feng Cheng, Christoph Meinel,” Intrusion Detection in the Cloud", Eighth IEEE International
Conference on Dependable, Autonomic and Secure Computing, 2009.

2. Chi-Chun Lo, Chun-Chieh Huang, Joy Ku, “A Cooperative Intrusion Detection System Framework for Cloud Computing
Networks", 39th International Conference on Parallel Processing Workshops, 2010.

3. Andreas Haeberlen,”“ An Efficient Intrusion Detection Model Based on Fast Inductive Learning”, Sixth International
Conference on Machine Learning and Cybernetics, Hong Kong, 19-22 August 2007.Richard Chow, Philippe Golle,
Markus Jakobsson, “Controlling Data in the Cloud: Outsourcing Computation without Outsourcing Control”, ACM
Computer and Communications Security Workshop, CCSW 09, November 13, 2009.

4. Kleber, schulter, “Intrusion Detection for Grid and Cloud Computing”, IEEE Journal: IT Professional, 19 July 2010.

5. Irfan Gul, M. Hussain, “Distributed cloud intrusion detection model”, International Journal of Advanced Science and
Technology Vol. 34, September, 2011.

6. D.Bala Krishna, R.A.Melvin Meshach, “Cloud Computing along Web-OS”,1JCER,Pollachi,India,2013

7. Noopur Bardhan, Operating System Used in Cloud Computing IJCSIT, International journal of Computer science and
information technologies, Vol. 6(1),2015,542-544

JETIR1905457 ] Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 380


http://www.jetir.org/

