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Abstract:  Image steganography is taking a dominant position in the field of network security.  Here an advanced slab-based 

image steganography technique has been proposed where searching domain to hide a secret message is increased by almost 98%. 

First a grayscale image is taken and resized with a desired size. Then slab-based image steganography technique with diagonal 
searching is applied. If no suitable row/column/diagonal has been found, then reverse searching operation is performed with all 

these row/column to form a completely new searching domain. It maximizes the probability to get exact match with the secret 

message. In this technique, cover image is slightly modified but gives promising results with respect to other existing techniques. 

 

Index Terms - Steganography, LSB technique, Reverse Searching Technique. 

I. INTRODUCTION 

Steganography is a popular network security technique in which some secret message is inserted into some media (image, 

audio or video) in such a way that the originality of the original media is not altered or slightly altered (Encryption). In image 

steganography, this initial image is called input image and after inserting the secret message, this becomes a stego image. It is 

forwarded over network and at the destination side; receiver applies the reverse process to get the original message (Decryption) 

[1][2][3].  

 Among popular image steganography techniques, LSB insertion is a most popular one. Here some of the least significant 
bit of pixel intensity is changed according to the binary representation of the secret message. Since only least significant bit is 

changing, the value of pixel intensity is either incremented or decremented by 1[4].  

 We have divided this paper in following six sections. After introduction about related technologies, slab based image 

steganography technique is discussed in section II. Then proposed method is given in section III. Result and analysis of the 

proposed method is given in section IV followed by conclusion in section V and references in section VI. 

II. SLAB-BASED IMAGE STEGANOGRAPHY TECHNIQUE WITH DIAGONAL SEARCHING 

It is one of the most popular image steganography techniques that use LSB insertion technique. Here an input image will be first 

divided into some fixed size slab and each slab will be further divided into equal number of sheets representing the respective bit 

positions of pixel intensity of that slab. The secret message will be also transfer into binary representation. Length of the binary 

representation of secret message should be same as the number of pixel present in row/column in a slab.  

Now all the rows, columns and diagonals of individual sheet of all slabs will be searched for an exact match with the binary 

representation of the secret message. Only last sheet (LSB Sheet) of all slabs will excluded from this searching process. If any row 

exactly matches with the message, then corresponding pixel intensity in original slab will be increased by one. Similarly if any 

column exactly matches with the message, then corresponding pixel intensity in original slab will be decreased by one. 

If part of the message is matched with any row, then the above process will be repeated along with some extra work. In this 

situation, the position of unmatched bits will be marked in last row of LSB sheet.  

If the secret message is exactly matches with any one diagonal of a sheet, then at first matching diagonal need to be identified. 

Every sheet has two diagonals namely top-left to bottom-right (1st diagonal) and top-right to bottom-left (2nd diagonal). In this 

case, each pixel intensity of last row of a slab will represent individual sheet for a particular slab. If match found in 1st diagonal of 

a sheet, then corresponding intensity in last row of that slab will increase by 1. Similarly, if match found in 2nd diagonal of a sheet, 
then corresponding intensity in last row of that slab will decrease by 1. But in both this cases, there will be no change in any other 

pixels within that block [5][6][7][8]. 

In Fig. 1, an 8-bit gray-scale image has been taken. Here a slab of the image and corresponding pixel intensities and binary 
representations has been shown. In Fig. 2, that slab is divided into 8 different sheets. Flow chart of slab-based image steganography 

with diagonal searching is shown in Fig. 3. 

 
Fig. 1: An Image Slab 
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Fig. 2: Division of slab into 8 sheets 

 

 
 

Fig. 3: Flowchart of slab-based image steganography with diagonal searching 

III. PROPOSED METHOD 

This research paper is the extension of standard slab-based image steganography technique with diagonal searching. It will 

enhance the search domain by almost 98%, so probability to find exact match of secret message with any row/column/diagonal of 

any sheet of the image is maximized. At first, the secret image will be searched across all row/column/diagonal of all sheets except 

LSB sheet of all slabs. If there is a match, then according to the conventional method, position of the matching will be stored in the 

slab. If there is no match, then some additional method will be applied.  

 Here all row and column will be searched in reverse order to find a match with the secret message. Searching will be 

started from least significant bit to most significant bit for every row and column. In this method, not only the LSB sheet, but last 

row of 2nd last sheet is also excluded from the searching domain. In this row, only the last bit will be changed to indicate that 

reverse searching has been applied. This process is explained in fig. 4. 

 
 

Fig. 4: Matching of secret message with proposed method 

IV. RESULT AND ANALYSIS 

There are many other techniques are available to hide a secret message in a digital image in both traditional and online 

literature. Some well known techniques are architecture platform for gray level modification, LSB replacement technique, Secret 

message hiding in image edges, LSB matching revisited etc. A comparison table is given below with respect to MSE and PSNR 

parameter for all the above methods along with our proposed method. 
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Table 1 Comparison between Existing Methods and Proposed Method 

Method MSE PSNR 

LSB replacement[9] 0.0283 66 

Hiding gray image 

using blocks[10] 
0.4078 51 

Hiding message using 

edge of images[11] 
0.0297 65 

Architecture platform 

for gray level 

modification[12] 

0.0289 66 

LSB matching 
revisited[13] 

0.0220 64 

Proposed method 0.0131 63 

 

In the above table, MSE is Mean-Square-Error indicates the average squared difference between the desired output and actual 

output. For a specific method, it should be minimum. The full form of PSNR is Peak-Signal-to-Noise-Ratio. It measures the peak 

error for a method. These two errors are commonly used to measure the quality of an image, after applied by a specific method 

[14]. In Fig. 5, the above data has shown graphically. 

 

 

Fig. 5: Comparison with MSE and PSNR 

 

Since the searching is done twice time – according to traditional way for the first time and according to proposed method for 

second time, the execution time will be more, but the probability to get the exact match is drastically improved. The following 

figure is showing the comparison- 

  

Fig. 6: Comparison with Searching domain and Probability of Match 

 

In the above comparison, searching domain implies the total numbers of row, column and diagonal, which will searched for 
exact match with the secret message. The probability of match is the chance to find the exact match with respect to the 

corresponding searching domain. Since searching will be done in reverse order after applying traditional method, the chance to get 

exact match will be almost double. 
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V. CONCLUSION 

Since searching will be done in reverse order after applying traditional method, the chance to get exact match will be almost 
double. The execution time will be proportionally double but if the method can be implemented using parallel processors, then the 

desired result can be achieved with minimum time. 
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