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Abstract - In today's digital era, the data processing is digitalized. As the data has been processed and stored online, there
is a obvious requirement of data security. The huge amount of data is generated in day-to-day life with respect to the
increasing population. To protect the data, various cryptography techniques were developed. One of the popular
encryption techniques is homomorphic encryption. Homomorphic encryption technique is the way in which all the
operations are performed on the encrypted data itself. When the data will be stored on cloud there is chances of data
leakage, so in this case the homomorphic encryption is most suitable technique to preserve the data security. Fully
homomorphic encryption technique is the efficient way of performing random operations on data (text data as well as
numerical data).
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. INTRODUCTION

With respect to the regular increase in population, the data will also be increased in proportion with
the population. So as that, the primary concern is to maintain the data secrecy by keeping the data private.
Due to the huge amount of data, the cloud technology emerged to maintain data and various applications by
using the internet and remote servers. The cloud storage provide the secure online data storage with backup
files of data stored on the physical storage devices. As the data stored with the third party , there is a need of
security of data. So the term cloud security appear in field of security as an important perspective to
preserve the data. As the cloud computing is one of the trending topic in the field of information techology.
User can get high computing power and potential benefits of instant availability, scalability and resource
sharing by using cloud computing. Cloud provide the number of services to their users such as laaS(
Infrastructure-as-  a-service), PaaS(Platform-as-a-service), SaaS(Software-as-a-service). Cloud is
characterised with some features viz., on-demand self service, broad network access, multi-tenancy(allows
multiple customers to share the same physical infrastructure with privacy and security over their
information.) and resource pooling(multiple customers can served from the same physical resources),
elasticity and scalability, measured services(Provide pay-per-use policy). Even-though cloud computing
becoming an ideal way to maintain the users data and applications, there is an important issue to deal with is
of security.

As if now the data is securely stored on the cloud but whenever the user wants to operate or utilize their
data they need to share the encryption key with the cloud service provider which create an problem of
security. The various mathematical operations on the integer data has been performed using a fully
homomorphic encryption technique. Since, the efficient fully homomorphic encryption technique not yet
designed. So there is a huge scope in developing an innovated homomaorphic encryption technique which is
able to perform the computations on large integer as well as search on text data. Homomorphic encryption is
a solution used to solve the issue of cloud security, as it enables the user to perform the operation on the
encrypted data itself and the result will the encryption of the result of those computations. Homomorphic
encryption is the way in which you can perform a limited form of computations on the encrypted data
(ciphertexts) and generate the encrypted result for those computations. Fully homomorphic encryption
technique is not yet be practical as its very difficult to perform any random operation on the ciphertext.

Cloud Security includes protecting data from unauthorized access, protecting data from damage and
development and implementing policies and procedures for recovery from breaches and data losses. The
proposed system has the objectives viz., 1)to develop a cloud based healthcare data storage and searching
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system for hospitals, 2)to implement fully homomorphic encryption technique for large integers as well as
for text, 3)to include single key as multi key homomorphic technique.

1. LITERATURE SURVEY

The Leveled Fully Homomorphic Encryption without bootstrapping technique is described in [1]. Bootstrapping increases the
computation overhead as it involves the encryption of each bit of the plaintext is replaced by large cipher-text. Hence, here the
encryption algorithm involves the ring-LWE scheme. Homomorphic encryption for AES circuit computation is described in
[2].Here, the various optimizations such that it might be used for calculating other circuits. The comparative study of
homomorphic encryption technique with and without bootstrapping is explained. The polynomial ring is used for calculating AES
circuit.

The et al. [3][4] state an efficient way of performing computation on the outsourced data using multiple keys. Large number of
users can effectively outsource their data on the cloud without compromising security of the individual user’s data as well as the
final computed result. The PCOR [4] can be able to perform the computations on the rational numbers. The operations can be
done on-the-fly. An effective technique is introduced in [9] for sharing the medical records among medical representative
throughout the world. Here, the advanced NTRU-based technique is developed on the basis of the homomorphic encryption
scheme where there is small growth of noise with increasing size of data.

A verifiable public key encryption algorithm is designed in multiuser setting [11]. The server can be able to build an inverted
index structure for key encryption to reduce the complexity. As security issues in outsourced data computation is a trending
research topic. An innovative plan for outsourced database and query point is proposed in [12]. Here, to improve the system
performance opposition based particle swarm optimization is used for encryption with Homomorphic Encryption scheme. There
are many feasible homomorphic encryption techniques are available but till now the key size has limited and restricted size. In
[13] the authors provide a scheme of homomorphic encryption which can able to handle the large message space by emphasizing
some advancement in existing techniques. Here, they process the large message by encoding it as a coefficients of polynomial and
then perform the encryption on encoded polynomial’s coefficient.

By analysising over the different existing FHE techniques [14], homomorphic encryption technique for known plaintext attack is
proposed. The main focus is here to maintain the secrecy of data storage.Both the cloud computing and big data environments
have the huge scope of homomorphic encryption technique as they produces the bulk amount of data on daily basis. And the data
security is the primary concern in both of the fields. Here, they proposed a symmetric FHE scheme based on association rule
mining technique to preserve the data privacy [15].Cloud provide facility for storing large amount of data from different vendors
[16]. Cloud should provide the security for data at enterprise level to maintain secrecy of sensitive data. Arbitrary operations can
be performed on the encrypted data by the usage of FHE technique.

An idea is proposed [5] to preserve the privacy of the encrypted database. While performing the computations on the encrypted
data, it maintains precaution for the exposure of confidential data to the unauthorised user. It explains the advantages of using
FHE over the usage of multiple encryption algorithms to maintain the privacy policy. Here, the encryption is done for search and
compute operation. The devised framework has used the primitive circuits for encryption.

Clinical decision support system has been devised in [16] which help the clinical representative to take the critical decision. They
highlight the challenges while handling the encrypted data translation of recursive codes to their counterparts. An idea of
encrypted auxiliary stack has been devised with two methods viz., encrypted pop and encrypted push to handle the recursion of
encrypted data [16].Use of multiple keys for outsourced multiparty computation is explained in [7]. A novel technique is
developed with the use of two non-colluding untrusted servers jointly perform the complex computation. Here, there is no user
interaction is required to carry out the different computations on the encrypted data.

I11. PROPOSED METHODOLOGY

The proposed system provides a secure encryption technique to provide the security to outsourced data calculation. It mainly
focused on the homomorphic encryption technique to securely perform the operation on the data which has been stored online
storage. In proposed system we focus on user’s data security and preserve the privacy of the data.An efficient homomorphic
encryption technique has been devised to perform the calculation on large integer, floating point data as well as query evaluation on
the text data. The data stored on the third party cloud and while performing the calculation on that data the encrypted data has been
fetched from the storage. And then the operation has to be performed on the encrypted data itself.

JETIR1905A22 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 135


http://www.jetir.org/

© 2019 JETIR May 2019, Volume 6, Issue 5 www.jetir.org (ISSN-2349-5162)

Cloud server

| Get decrypied patient reporis |
ir

| View decrypied patients |

[Eports | Wiew -:amp)\a: patient result |
| View hospitals | Mo
it Is Key
| Register hospitals | verified
| Lgn ;_N?r in
i [ | Specify secrete key |

ir
e | Select any one hospital |

matching data has besn
1#@

Search patient data

admin

Fig a. Work-Flow of Proposed System

Cloud server

A

Add important keywords in

e a

| Store Encrypted data on cloud | Gst decrypied paisint reports |

i

| Encrypt Uata using FHE | |

fechpigue View decrypied result |
1] A
Qo el r search
Generatelfeich key from db Mo o
it s P?-E{j match
| Register hospital detzils | VErie ) with
eywords
ir given in

| Login —%
7S | Specify secrete key |

i
| Salect any one Hospital |
ir
get list of Hospitals from which

matching data has besn
Hospital regisisred
user

b Search hospital data |

Fig b. Work-Flow of Proposed System

In proposed system, hospital users like doctors, pathology admin, new patients can be registered and manage by the
hospital admin. The patients can also register themselves by their own and the id, password will be auto-generated and get stored
at the cloud in encrypted format. Only the admin can see the users credentials (userid and password). Here, the key for records
has been generated using random key generation algorithm. The key will then be encrypted and store it on the cloud. The
technique will also work with single key as well as multiple keys. The multiple keys are associated with different hospitals. The
patient will have the unique and single user-id associated with all the registered hospitals. The registered hospitals can access the
patient register with any of the registered hospital i.e. User-id of patient can be used universally over the system.
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The system will also support the searching operation. At the time of searching, the data will be extracted from database in
encrypted format only. Client will receive encrypted data coming from server and decrypt the data by using key and then it will
show the decrypted data to the user. While searching has been performed in following manner. At first, we have to specify search
query then search query will be encrypted. The query has been matched with index and if any match found, system will show
matching data according to search criteria. User will select any of the matched hospital, the key then fetch according to the
hospital wise. The remaining details will be match by using search query and hospital wise key. To maintain security the user’s
authenticity verified by using otp and then only the data sent on client side. On the client side the decryption will be performed
and data will be shown to the requested user.

IV. CONCLUSIONS

The devised innovated fully homomorphic encryption technique will be more effective than the existing homomorphic encryption
techniques. It support the operations on the large integers as well as text data. The proposed system is user-friendly and robust in
nature. It can also work faster with accuracy in result. It is also used for searching the data records in the database. The system
uses the number of encryption algorithms at different levels to maintain the security.

There are several advantages of the proposed system viz., 1) It is more secure and faster than that of existing systems, 2) It can
work with large integer and text data, 3) It will auto generate the use-rid and password associated with users and will be stored in
the database in the encrypted format.
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