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Abstract :  The intruders acquire the keys through backdoor, bribe, or coercion. Once the key is exposed, the only way to protect 

the data is by limiting access to the cipher text. The most common and strongest algorithms are already defined, the security lies 

into keys. Although the key is exposed we can still secure our data by dividing and distributing the cipher blocks on the multiple 

administrative domains so that it becomes very difficult for the intruder to gain access, assuming that intruder cannot compromise 

all the cipher blocks stored on the server. In the existing scheme, the data is stored on a single server so the attacker can easily get 

access to the user's confidential data by acquiring a key. In this paper, we propose a method i.e. dubbed Fortress method initially 

known as Bastion method which guarantees data security even if the key is Exposed, unless and until the attacker gets access to 

all the cipher blocks. Fortress method gives less than 5% overhead compared to existing secure encryption methods. We are 

additionally using the reverse circle cipher algorithm and ABE(attribute-based encryption) with outsourced decryption to increase 

efficiency and reduce decryption cost increased by ABE. 

 

IndexTerms - Key Exposure, ABE, Outsourced Decryption. 

  

I. INTRODUCTION 

Over the last few years, it has been observed that there is a massive increase in hacking[14] and other malicious activities. So 

it's our prime duty to secure our digital data as the data is a precious asset[14] whether it is financial information and payment 

details, contact information, private pictures or any other sensitive data. The World has witnessed too many attacks by the 

attackers[8][9] who steal victims confidential data. Sony pictures hack and i-cloud leak are some of the examples in which 

personal information about employees and their families, e-mails between employees, copies of unreleased Sony films and 

other sensitive data[8] was hacked by the hacker in sony pictures whereas in i-cloud attack, many private photos of celebrity 

almost 500  especially of women were posted on social media[9] such attacks causes really bad impact on victim as well as on 

society. If proper measures are not used, the attacker can read obstruct or steal personal information. the intrusion can range 

from mild to severe attacks on data depending on the intention of the intruder. He can circulate or resell the data using for 

unlawful purposes also.it can cause a devastating impact on an individual who is affected.so we suggest that CSP should 

encrypt their digital assets as encryption is needed to protect the data confidentiality as it is stored on the internet during 

transmission. for encryption, the key and algorithm are required. The most common and strongest algorithm is already defined, 

so the security lies between the key used. The encryption key is sent or exchanged secretly over the network. The attacker tries 

to acquire the key through backdoor or coercion. Once the key is exposed, the only way to protect the data is by limiting access 

to the cipher blocks.   

In the existing cryptographic security algorithm, the major drawbacks of DES, AES, and Rijndael[11] are fixed Key size 

which is 56 bit, 128 bit, 192 bit and 256-bit keys. But still we can increase the strength by using an algorithm[2] in which keys 

size is the size of plaintext or the key size vary according to the text size. 

In this paper, we provide data security even if the key is exposed and the attacker has access to the major portion of data 

but not the whole data. Hackers can acquire keys from many different sources mentioned in[7]. Here we are additionally using 

ABE to increased efficiency and outsourced decryption to reduce users device load. 

To counter such attacks, we proposed a method called as dubbed fortress initially known as bastion method[1] which 

fortifies the data and ensures that data cannot be recovered as long as the attacker cannot gain access to at most all but two 

ciphertext blocks even if the key is exposed. The fortress method works by combining any encryption method with a linear 

transform. Fortress is similar to AONT[1] but it is more efficient as than AONT. 

 

II. RELATED WORK 

AES and DES are the symmetric encryption algorithm that runs many passes[11] the same plaintext like DES runs 16 

round passes and AES runs 10,12,14 round for processing 128, 192, 256-bit keys. whereas the RSA and EL Gamel are 

asymmetric encryption algorithm which is more suitable for mobile system and are more secure[12]. RSA is the most popular 

asymmetric encryption technique which decrypt the data by using only one block which uses the method cipher-block-chaining 

mode(CBC)[13]. The increased in the decryption cost with the increased in the file size was the major drawback of ABE[3] so 

we recommended to used an outsourced server for the decryption process to reduce the users overhead. 

A similar method to the fortress is AONT where AONT is preprocessing step means it is the process before data 

encryption. It was used to reduce key-search attacks to decrypt the original message. AONT  requires all the blocks without all 
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the blocks you cannot get the original message[4]. AONT rounds are sequential, AONT requires two rounds of block cipher 

encryption: one for preprocessing the data and another for actual encryption of data. 

III. OUR CONTRIBUTION AND MOTIVATION 

We propose a very efficient method, known as the dubbed fortress method. In this method, the user's data remains still secure 

even if the key is exposed by the intruder and has access to the majority portion of the data. The fortress method is similar to 

AONT but it is more efficient than AONT and can combine with any other encryption techniques. The fortress method improves 

50% more performance than the current secure key exposure technique. 

The fortress method is a postprocessing method i.e. this method is applied after the data encryption. Fortress method consist of 

a square matrix such that all the diagonal elements are set to 0 and the remaining are set to 1.block cipher techniques like AES & 

DES can be vulnerable to attacks[2] since they have fixed key size and relatively small key size, to increase key size or use of 

longer key in AES will increase the computational cost. we suggest a  reverse circle cipher method as it is efficient and requires 

less time as well as memory. Reverse circle cipher[2] uses variable key length and it can be as long as the plaintext size. Along 

with the Reverse cipher circle, we also suggest ABE scheme to increase more security. Due to CBC (Cipher-Block-Chaining) and 

method we propose, the encrypted message after applying the fortress method is divided into blocks and distributed on the 

multiple administrative domains. To reduce the load of decryption and to decrease the users overhead created by ABE we 

recommend an Outsourced server. Here even if the key is exposed the attacker cannot compromise every server to get all the data 

as it is a very difficult task. 

 

IV. PROPOSED METHODOLOGY 

In this section, we proposed our methodology dubbed fortress method which ensures data security even if the key is exposed. 

The working of our method is as follows in the fig given below. The ABE method is applied on the user's metadata i.e. on the 

user's file content and the key is generated using a unique key generation module. The key generated is as long as the plaintext 

size of users data. And along with the key generation the reverse circle cipher is applied on it. By using ABE the data gets 

encrypted. After the encryption, the data is sent forward to the fortress method for processing the data as the fortress is a 

postprocessing method. The Fortress method consist of an n×n matrix where ai,j = 0 if i = j and ai,j = 1 if i ≠ j. This n×n matrix is 

linearly transformed with ciphertext as shown in figure 2. This processed data is then divided into smaller files and these files are 

distributed across multiple administrative domains. The files on the different servers are useless until and unless all of them are 

re-combined and the inverse of Fortress is applied. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 System Architecture 

http://www.jetir.org/


© 2019 JETIR  May 2019, Volume 6, Issue 5                                           www.jetir.org  (ISSN-2349-5162) 
 

JETIR1905A60 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 359 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

During the file sharing, the main original file is requested from an outsourced server, the outsourced server recollects all the 

distributed files from multiple administrative domains and recombines them. after recombining the files the inverse of the fortress 

is applied and by using the unique key the data is decrypted. And then it is sent to an authorized party in original plaintext. To 

increase the performance and to reduce the ABE drawback we have used an outsourced server. 

 

V. PROPOSED METHODOLOGY RESULT AND DISCUSSIONS 

The Fortress method is compared with the existing AONT method[1] which shows that it has improved performance by 50% 

more. [1] Evaluated with respect to different block sizes and found that there was negligible performance decrease. By using the 

Reverse Circle cipher algorithm[2] and ABE we are able to increase more efficiency and data security. To overcome the ABE 

overhead problem we have introduced an outsourced server for data decryption. 

 

VI. CONCLUSION 

Hence, We are able to increase efficiency and data security by combining the above-discussed methods. Data confidentiality is 

maintained even if the key is exposed and as long as the attacker has access to all but two cipher blocks. We can increase more 

security by re-encrypting and re-applying the fortress method and distributing them again on different servers, assuming that 

attackers cannot hack all the servers and get access to all the data, recombine them, apply the inverse of fortress method, and an 

algorithm applied for encryption and decryption. 
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