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 Abstract: 

 

Digital forensics has plenty of applications. Digital evidence in the field of forensic investigation is has 

become very important. There are many issues in dealing with network evidence. As the network is volatile 

in nature it becomes difficult to gather network evidence. Sometimes, such an information may change with 

the time, may be located on a server which needs authority to get access or far away from the crime scene. 

In this paper, An Evidence Gathering methodology is presented to collect network evidence. Precisely, the 

online services like web pages, chats, photos or videos would be a source for collecting information. This 

method is suitable for both experts and non-experts as it takes the user through the whole process of 

obtaining pieces of evidence. During this process, the information received from the remote source is 

automatically gathered. This information consists of network packets and any information generated by the 

user. Trusted-Third-Party works as a digital notary to verify both obtained evidence and the acquisition 

process. 

  

IndexTerms - Component,formatting,style,styling,insert. 

  

I. INTRODUCTION: 

 

Live Network Evidence (LNE) consists of any kind of information that can only be accessed through a 

network. Nowadays, the common way to produce a trustworthy LNE involves the participation of a 

“human” Trusted-Third-Party (TTP) in the acquisition process, such as a notary. In that case, the notary 

should certify with reports, photos, and videos any information of interest obtained by the investigator from 

the inquired online service. The collected evidence is digitally signed, timestamped and provided to the 

investigator. The collector produces a report containing high-level information, which can be accessed by 

non-technical parties (such as judges, juries, lawyers, etc.) without the assistance of technical consultants 

and/or advanced analysis tools. Finally, the implementation and evaluation of a fully-fledged prototype to 

collect LNE, called Live Network Evidence Acquisition (LINEA for short), is presented. It has been proven 

to be forensically-sound, i.e., the collected evidence is robust, and its reliability can be verified at any time 

after the acquisition. A typical example of LNE may be an information contained in a web page. Digital 

evidence is supposed to reside on a digital device. Traditional storage media forensics assume that such 

device is available to the investigator for the analysis. On the contrary, a LNE has been defined as any kind 

of information flowing through a network. Communications on computer networks are typically based on 

the client-server model. As a consequence, most of the relevant information on a network is maintained by 

servers, which can be requested by the clients through a particular protocol. This work focuses on the 

acquisition of LNE from online services. It is physically stored in a file on the web server, then it is 

transmitted over the network as a sequence of packets upon a client’s request. On the client side, the 

network flow is reassembled, processed and rendered by the web browser. During this process the initial 

information (the one stored on the web server) may be transformed by the various elements along the 

communication path. Sometimes the information presented to the user may be totally different and unrelated 
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to the original. This may happen, for example, in case of a man-in-the-middle attack, where the attacker 

replaces the server response before redirecting it to the client. This case may be detected if the analyst is 

able to capture the transient information from the different elements along the communication channel. It 

allows to correlate this information at different levels in order to increase both the accuracy and the 

reliability of the collected evidence. 
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Related Work: 

 

A. LIVE NETWORK EVIDENCE: 
 

The definition of LNE given so far is very general. The purpose of this section is to clarify the objective of 

this work. In this sense, programmer need to give a more precise definition of LNE and to evaluate all the 

issues related to its acquisition and management. In this context, an LNE can be defined as a digital 

information that holds the following properties: the system containing the evidence is physically 

inaccessible the target information can be accessed through a network request. 

 

B.THE ACQUISITION OF LNE: 

 

A number of tools for digital investigations have been proposed in the last years to try and solve the 

technical issues related to the 

LNE acquisition. These are generically called Network Forensic Tools (NFTs). For sake of clarity, 

programmer make a distinction between local and remote tools. The first category includes software 

operating on the investigator’s workstation, while the second category comprises tools implemented as a 

third-party service, which can be accessed by the investigator through the network. In both cases, a human 

third-party can be employed in order to validate the operations performed by the investigator during the 

acquisition process. 

 

C. A NEW METHODOLOGY FOR THE LNE ACQUISITION: 

 

In this section programmer present a novel methodology to collect LNE. Although the methodology can be 

used to acquire information from a generic service on a common network, for sake of simplicity 

programmer focus on the acquisition of information from the World Wide Web (WWW), whose 

communication protocol is HTTP. 

 

 

 

Motivation: 

 

The motive of the project is to obtain information from trusted third party which collects information on 

behalf of investigator by using Live Network Evidence method. The investigator establishes the connection 

with TTP. This connection is secured to maintain privacy. 
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Mathamatical Model: 

Let, S be the System Such that, 

 

Where S = {I ,F,O ,DD ,NDD ,Success , Failure} 

Where, 

I= Input, F=function, O=Output,DD=Deterministic Data, NDD=Non Deterministic Data} 

I= {IS,IIS,IR,IC,IP,IUA} 

Where, 

IS ->User 

IIS->post 

IR->comment related to their topic 

IUA->user name and password 

Input: 

I=. Set of input i.e., Tweets. 

Function: 

F1=Save log4 file Function (This function is used for save login user and password) 

F2=Track user info Function (This function is used for detecting) 

F3= Get user info from log file Function (This function is used for finding 

getting data) 

Output: 

Get anomaly list 

O1=Success Case (It is the case when all the inputs are given by system are entered correctly) 

O2=Failure Case (It is the case when the input does not match the validation Criteria) 
  

System Architecture:   
  

 
Fig 1. System Overview 
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Figure shows the flow of our System. The system consists of two phases: The Support System phase and 

Evidence Collection phase. In Support System phase, user enters username and password that will be store 

in Log4j file. User can upload the post and delete the post. In Evidence Collection mode there are three sub 

phases: LNE- Proxy, LNE Agent and Savvy Users. In LNE-Proxy mode Information related networks, 

servers, etc. is collected. In LNE-Agent mode the information collected by number of different sources 

is then put under the process of finding correlations. And in Savvy Users investigator is provided some 

investigation tools to collect furthermore information on his/her own. Generated m1,m2,m3 text file will be 

uploaded on cloud in encrypted format and after that programmer will provide the Digital Signature for 

accessing evidence file from cloud. After entering digital signature, programmer can download file in zip 

format. 

 

 

Conclusion: 

 

The idea of acquisition of Live Network Evidence (LNE) from online services is based on Trusted-Third-

Party (TTP).TTP collects the information on behalf of investigator. Data will be obtained by using three 

different modes.The evidence collected by TTP are strong and its validity can be checked at any time after 

acquisition process.This data is more accurate and its integrity and authenticity can be guaranteed. 
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