
© 2019 JETIR  May 2019, Volume 6, Issue 5                                           www.jetir.org  (ISSN-2349-5162) 
 

JETIR1905F86 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 567 

 

An efficient algorithm on secure data communication in 

the resource constrained network 
 
 

Yashaditya Singh Tenzin Topjor Vijay Sai Chimata Bharath B M 

Department of Computer Department of Computer Department of Computer Department of Computer 

Science and Engineering Science and Engineering Science and Engineering Science and Engineering 

BMS College of Engineering BMS College of Engineering BMS College of Engineering BMS College of Engineering 

Bangalore,India Bangalore,India Bangalore,India Bangalore,India 

 
 

I. INTRODUCTION 

 

The system of vehicles, gadgets, boulevards, structures 

and different things inserted with the product, sensors, 

hardware and system availability. That empowers us the 

items to gather and trade data. These gadgets that trade 

data to cloud, where information is dissected and 

important administrations are offered can be undermined 

or broken by noxious clients for monetary benefit or cause 

notoriety harm to a focused on association or client. Most 

regular assaults are: Guidelines for Manuscript 

Preparation Cyber security is set of advances and 

procedures intended to shield frameworks in a system 

from outside and inner assaults, unapproved access or 

obliteration. A digital security framework comprises of 

two primary parts a system security framework and host 

security framework, both with at least firewalls, antivirus 

programming and Intrusion Detection System (IDS). IDS 

help distinguish unapproved use, modification, 

duplication, and annihilation of data systems1. There are 

three kinds of digital examination in help for IDS – Misuse 

based, Anomaly based, Hybrid based. Abuse locators 

identify assaults situated in known marks and require visit 

refreshes. They can't distinguish multi day or novel 

assaults however create least false rate. Oddity identifiers, 

model system and framework conduct and distinguish 

deviations from ordinary conduct. Skilled to identify 

novel assaults and can be utilized to characterize marks 

for abuse identifiers. This technique has conceivably high 

false caution rates. Half and half finders consolidate abuse 

and irregularity discovery and are utilized to expand the 

identification rates and lessening false positive rate of 

obscure assaults. 

 

 

II. REVIEW OF LITERATURE 

 

A. CYBER CRIME 

 

Digital wrongdoing is a term for any illicit action that 

utilizes a PC as its essential methods for commission and 

burglary. The U.S. Division of Justice extends the 

meaning of digital wrongdoing to incorporate any 

unlawful movement that utilizes a PC for the capacity of 

proof. The developing rundown of digital violations 

incorporates wrongdoings that have been made 

conceivable by PCs, for example, arrange interruptions 

and the dispersal of PC infections, just as PC based 

varieties of existing wrongdoings, for example, 

wholesale fraud, stalking, harassing and fear based 

oppression which have moved toward becoming as 

serious issue to individuals and countries. As a rule in 

like manner man's language digital wrongdoing might 

be characterized as wrongdoing submitted utilizing a PC 

and the web to steel an individual's personality or sell 

booty or stalk unfortunate casualties or upset activities 

with noxious projects. As step by step innovation is 

assuming in real job in an individual's life the digital 

wrongdoings likewise will increment alongside the 

mechanical advances. 

 

B. CYBER SECURITY 

 

Protection and security of the information will 

dependably be top safety efforts that any association 

takes care. We are by and by facing a daily reality such 

that all the data is kept up in an advanced or a digital 

structure. Person to person communication locales give a 

space where clients feel protected as they interface with 

loved ones. On account of home clients, digital hoodlums 

would keep on focusing via web-based networking media 

destinations to take individual information. Social 

systems administration, yet additionally amid bank 

exchanges an individual must take all the required safety 

efforts. 

 

 

C. TRENDS CHANGING CYBER SECURITY 

 

Here referenced underneath are a portion of the patterns 
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that are hugely affecting digital security. Web servers: 

The risk of assaults on web applications to remove 

information or to disseminate vindictive code 

continues. Digital hoodlums appropriate their noxious 

code by means of genuine web servers they've traded 

off. Yet, information taking assaults, a significant 

number of which get the consideration of media, are 

additionally a major risk. Presently, we need a more 

noteworthy accentuation on ensuring web servers and 

web applications. Web servers are particularly the best 

stage for these digital offenders to take the information. 

Henceforth one should dependably utilize a more secure 

program particularly amid significant exchanges all 

together not to fall as a prey for these wrongdoings. 

 

 

D. CLOUD COMPUTING AND ITS SERVICES 

 

Nowadays all little, medium and enormous 

organizations are gradually embracing cloud 

administrations. At the end of the day the world is 

gradually moving towards the mists. This most recent 

pattern introduces a major test for digital security, as 

traffic can circumvent customary purposes of 

assessment. Moreover, as the quantity of utilizations 

accessible in the cloud develops, strategy controls for 

web applications and cloud administrations will 

likewise need to advance so as to anticipate the loss of 

significant data. In spite of the fact that cloud 

administrations are building up their own models still 

a ton of issues are being raised about their security. 

Cloud may give huge chances yet it ought to 

dependably be noticed that as the cloud develops so as 

its security concerns increment. 

 

 

E. APT’S AND TARGETED ATTACKS APT 

 

Progressed Persistent Threat, is an unheard of 

dimension of digital wrongdoing product. For a 

considerable length of time organize security 

capacities, for example, web sifting or IPS have had a 

key influence in distinguishing such focused on 

assaults for the most part after the underlying trade off. 

As assailants become bolder and utilize progressively 

obscure procedures, arrange security must coordinate 

with other security benefits so as to recognize assaults. 

Subsequently one must improve our security strategies 

so as to avoid more dangers coming later on. 

 

 

F.  MOBILE NETWORKS 

 

Today we can associate with anybody in any piece of the 

world. Be that as it may, for these versatile systems 

security is a major concern. Nowadays firewalls and 

other safety efforts are getting to be permeable as 

individuals are utilizing gadgets, for example, tablets, 

telephones, PC's and so forth all of which again require 

additional securities separated from those present in the 

applications utilized. We should dependably consider 

the security issues of these versatile systems. Further 

versatile systems are profoundly inclined to these digital 

violations a great deal of consideration must be taken if 

there should arise an occurrence of their security issues. 

 

 

G.  IPV6 NEW INTERNET PROTOCOL 

 

IPv6 is the new Internet convention which is supplanting 

IPv4 (the more seasoned adaptation), which has been a 

spine of our systems when all is said in done and the 

Internet on the loose. Securing IPv6 isn't only an issue 

of porting IPv4 capacities. While IPv6 is a discount 

substitution in making more IP tends to accessible, there 

are some exceptionally essential changes to the 

convention which should be considered in security 

strategy. Consequently it is in every case better to 

change to IPv6, at the earliest opportunity so as to 

diminish the dangers in regards to digital wrongdoing. 

 

H. ENCRYPTION OF THE CODE 

 

Encryption is the way toward encoding messages (or data) 

so that meddlers or programmers can't peruse it... In an 

encryption plot, the message or data is encoded utilizing an 

encryption calculation, transforming it into a disjointed 

figure content. This is generally finished with the utilization 

of an encryption key, which indicates how the message is 

to be encoded. Encryption at an absolute starting point level 

secures information protection and its respectability. Be 

that as it may, more utilization of encryption acquires more 

difficulties digital security. Encryption is additionally used 

to ensure information in travel, for instance information 

being exchanged by means of systems (for example the 

Internet, web based business), cell phones, remote 

amplifiers, remote radios and so on. Consequently by 

encoding the code one can know whether there is any 

spillage of data. 

 

II.  CONCLUSION 

 

The two security challenges that constitute max security 

breaches in electronic devices landscape have now 

solutions identified to prevent attacks. The unique solution 

implemented is carefully chosen due to hardware 

constraints of processing and memory on electronic devices 
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as well as minimize cost of data transfer charged by ISP. 

Implementation is carried out to establish device 

connection with cloud component for authenticating 

devices to prevent device clone attacks. Post successful 

authentication data is encrypted to prevent sensitive data 

exposure. The solution is efficient as it is very secure with 

very little overheads in terms of time required for 

authentication which is not exponential and data size 

which just adds additional 8 bytes of encrypted session 

key for every data posted from device to cloud. The little 

cost overhead is worth the huge security benefits. 
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