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Abstract: The Internet of Things or IoT is a rapidly growing phenomenon. Many of the devices around us 

are getting connected to the Internet, becoming "smart" in the process. However, increased connection to the 

Internet invites possible cyber-attacks from multiple directions. One of the fundamental problems of IoT 

devices is that they are bought and deployed in batches. Therefore, a majority of IoT devices deployed 

remain with the default factory assigned username/password combination as the only means for 

authentication. These makes it very easy to bruteforce into these devices and take control of them. The 

Mirai botnet attack that took down the Dyn DNS and consequently many other important sites last October 

used a DDoS attack. The attack formed its botnet by brute forcing into IoT devices using default username 

and password combinations. One way to protect against this kind of brute force attack is to use key-based 

authentication as well for encrypted communication among IoT devices. This work proposes multiple 

architectures and protocols to enable key-based authentication for IoT devices, leveraging the block chain 

technology. This work also describes a scalable simulator in NS3 to test IoT specific public key 

infrastructure on block chain and corresponding communication protocols. 
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1. INTRODUCTION  

Internet of things (IoT) is a digital ecosystem which provides the capability of inter-connectivity 

among the physical devices. Organizations around the world comprehend the impact of socio-economic 

potential of IoT and are eagerly exploring how their economies might raise benefits from various 

sectors, such as healthcare, infrastructure management and utilities. In order to achieve the goal of inter-

operability among devices using device-to-device communication technologies that make up the digital 

ecosystem, cooperation among these organizations involved in IoT development is required. The 

number of connected devices has now exceeded the world population and Gartner predicts that around 

20 billion Internet-connected devices will be in use by 2020. 

 From the very beginning, the issue of security in IoT has been its soft spot and tremendous efforts 

have been made by both industry and academia to overcome it. Attackers show much interest in IoT 

devices as compared to traditional devices due to the fact that they hold sample amount of sensitive data 

and are vulnerable to simple attack attempts. Recent studies show the threat of IoT devices getting 

compromised in masses. Due to diverse and unified nature of IoT networks, new devices entering the 
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network are configured automatically and are highly prone to security attacks. Lack of standardization is 

one of the reasons of vulnerabilities in IoT devices. Companies involved in manufacturing these devices 

are in a rush to occupy more space in the digital market. If vulnerability in the IoT device is found by the 

manufacturer and if the patch is released, it might not be easier to upgrade some of the devices but still 

the whole system is in safe state. However, if the same vulnerability is found by the attacker and the 

attacker compromises that particular device before the release of its patch, it becomes the responsibility 

of the manufacturer to release and apply the patch by informing the user about that device. Fig. 1.1.1 

shows the vulnerability cycle in IoT devices. Several other issues that are equally responsible for the 

breach of IoT security are limited power, storage capacity and computational capabilities of the IoT 

devices. Shorter passwords, difference in storage formats, data processing methods, security control 

mechanisms and data filtering techniques also give rise to various security challenges, due to which it 

becomes difficult to establish privacy, trust, confidentiality, authentication and access control in the 

whole system (Fig. 1.1.2). One such security challenge is detection and prevention of Distributed 

Denial of Service (DDoS) attack over IoT devices which are becoming a hefty threat. It involves a 

group of geographically distributed zombie computers that interrupt and block legitimate users by 

flooding the host server or the communication channels with huge number of requests within a network. 

To overcome this problem, numerous solutions have been proposed in the past depending upon the type 

of network infrastructure and application.  

 

Fig. 1.1.1 Vulnerability Cycle in IoT Devices  

  

 

      Fig.1.1.2 Security Goals in IoT 
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2. BLOCK CHAIN TECHNOLOGY: 

As of late, digital currency has pulled in broad considerations from both industry and the scholarly world. 

Bitcoin that is regularly called the primary digital money has delighted in a colossal accomplishment with 

the capital market achieving 10 billion dollars in 916. The block chain is the center instrument for the 

Bitcoin. Blockchain was first proposed in 908 and executed in 909 . Block chain can be viewed as an open 

record, in which every single submitted exchange are put away in a chain of blocks. This chain consistently 

develops when new blocks are annexed to it. The blockchain innovation has the key qualities, for example, 

recentralization, persistency, namelessness and auditability. Blockchain can work in a decentralized 

situation, or, in other words coordinating a few center innovations, for example, cryptographic hash, 

computerized signature (in view of hilter kilter cryptography) and circulated accord system. With 

blockchain innovation, an exchange can occur in a decentralized manner. Thus, blockchain can significantly 

spare the expense and enhance the productivity. 

Blockchain is an arrangement of blocks, which holds a total rundown of exchange records like customary 

open record. Each block indicates the promptly past block by means of a reference that is basically a hash 

estimation of the past block called parent block. It is significant that uncle blocks (offspring of the block's 

precursors) hashes will likewise be put away in ethereum blockchain. The main block of a block chain is 

called beginning block which has no parent block. 

 

 

 

How the Blockchain networks will work: 

The Bitcoin organize is a circulated system where carefully marked exchanges are kept up by an open 

record speaking to similar information. With the end goal to interrelate with the blockchain, an exchange is 

communicated into the system and approved by all companions. A block holds the data identified with 

every exchange and once an agreement is accomplished, the block will be affixed the blockchain. The 

procedure will begin once again for each new exchange. 
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3. DDOS ATTACKS: 

An attacker executes denial of service (DoS) attack in order to consume the resources, such as 

bandwidth of a service provider so that a legitimate user in the network is not able to use those services and 

suffers in terms of delayed responses or frequent network failures. This attack achieves its goals by 

streaming packets that diminish the processing capability of the network, as a result denying access to the 

legitimate users.  

DDoS attacks are elaborated form of DoS attacks and hence more advance where multiple attacking 

nodes and network connections are involved. As a result, huge number of malicious packets or bad requests 

are generated that can easily cause disruption of the services and breakdown of the target network. To 

distinguish between legitimate packets and attack packets is arduous, as the traffic is usually so aggregated 

that there are no probable characteristics of the DDoS stream that could be idiosyncratically used for 

prevention and detection of the attack. In simple words, DDoS attack involves the same service being 

targeted by multiple inter-connected attacking devices. 

DDoS attack does not rely on particular network protocol or system weakness. It simply exploits the 

huge resource asymmetry between the Internet and the victim. Since Internet architecture is open in nature, 

any machine attached to it is publically visible to another machines attached to enable the communication. 

The hacker or attacker community takes the unhealthy advantage of this open nature to discover any 

insecure machine connected to the Internet. The discovered machine is thus infected with the attack code. 

The infected machine can further be used to discover and infect another machine connected and so on. The 

attacker thus gradually prepares an attack network called botnet.  Depending upon the attacking code the 

compromised machines are called Masters/Handlers or zombies. Hackers send control instructions to 

masters, which in turn control zombies. The zombies under the control of masters/handlers transmit attack 

packets as shown in Fig. 4.1, which converge at victim to exhaust its resources. DDoS attack basically 

targets victim’s computational or communicational resources , such as bandwidth, memory, CPU cycle, file 

descriptors and buffers etc.  
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     Fig 3.1 DDOS Attack Architecture 

 

3.1. MIRAI SYSTEM: 

Mirai is malicious software that creates botnet of IoT devices. It drew public attention in September 

2016 after it was used in DDoS attack against Kerbs On Security website which reached 620 Gbps.Mirai is 

a piece of malware that infects IoT devices and is used as a launch platform for DDoS attacks.  

Mirai is built for two core purposes: 

 Locate and compromise IoT devices to further grow the botnet. 

 Launch DDoS attacks based on instructions received from a remote C&C. 

Mirai is a self-propagating botnet virus. The source code for Mirai was made publicly available by 

the author after a successful and well publicized attack on the Krebs Web site.  Since then the source code 

has been built and used by many others to launch attacks on internet infrastructure. The Mirai botnet code 

infects poorly protected internet devices by using telnet to find those that are still using their factory default 

username and password. The effectiveness of Mirai is due to its ability to infect tens of thousands of these 

insecure devices and co-ordinate them to mount a DDOS attack against a chosen victim. 

3.2. NS3 (NETWORK SIMULATOR-3): 

The ns-3 simulator is a discrete-event network simulator targeted primarily for research and 

educational use. The ns-3 project, started in 2006, is an open-source project developing ns-3. 

 ns-3 is open-source, and the project strives to maintain an open environment for researchers to 

contribute and share their software. 

 ns-3 is not a backwards-compatible extension of ns-2; it is a new simulator. The two simulators are 

both written in C++ but ns-3 is a new simulator that does not support the ns-2 APIs. Some models 

from ns-2 have already been ported from ns-2 to ns-3. 
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4. RESULTS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1 Nodes Creation 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.2 Packet Analysis Using Wireshark 
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4.3 Graphical representation for packet transformation 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.4. Splash screen of Tracemetrics 
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4.5 The Simulation Results 
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4.6 The Node Wise Statistics 
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4.7 The throughput & good put 

5. CONCLUSION 

In this project we simulate the communication in between three nodes i.e IoT devices and the files is 

analyzed by using Trace matrix (trace file analyzer for Network Simulator-3). We analyze packets using 

wire shark and the data is saved in encrypted manner using block chain technology. To carry out the project 

we used the Network Simulator-3, C++ and Python programming languages. 

This project can be extended by simulating more than three nodes and packets including data can be 

analyzed by applying DDOS attack. 
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