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Abstract :  Internet of Everything (IoE) is bringing together people, process, data, and things to make networked 

connections more relevant for exchanging the information , controlling the devices and getting data from various wireless sensor 

networks to monitor and study the various parameters for controlling and managing the  various dependant things connected with 

IOE.  IOE provides unprecedented economic opportunity for businesses, individuals, and countries. Security and privacy in 

Internet of Everything (IoE) is a major challenge, mainly due to the massive scale and distributed nature of IoE networks. Robust 

authentication and security procedures in IoE is need of time and we propose to achieve such procedures in our research work. 

 

 

IndexTerms - Internet of Everything (IoE) , IOT (Internet Of Things), Attribute-Based Encryption (ABE), differential power 

analysis (DPA), ZigBee Light Link (ZLL), low-power wireless personal area networks (LoWPANs), HomeKit Accessory 

Protocol (HAP). 

I. INTRODUCTION 

 

CISCO defines the Internet of Everything (IoE) is the intelligent connection of people, process, data and things .The Internet of 

Everything (IoE) describes a world where billions of objects have sensors to detect measure and assess their status; all connected 

over public or private networks using standard and proprietary protocols. 

Moreover, even if Cisco tends to depict the Internet of Everything as a next stage in the Internet of Things, it is as much related 

with the Internet of Things 

. In addition, IoE further advances the power of the Internet to improve business and industry outcomes, and ultimately make 

people’s lives better by adding to the progress of IoT.  

Internet of Everything (IoE)  is a latest technology which has good number of benefits to its users. It’s an emerging technology 

where we connect daily objects to the internet for sending and receiving data. In recent years, the Internet of Everything (IoE) has 

received considerable research attention. The IoE is considered  as future of the internet. In future, IoE will play a vital role and will 

change our living styles, standards, as well as business. 

There is need of a dynamic authentication mechanism for mobile users are needed to protect against unauthorized access. To 

securely exchange information with fast computing speed, symmetric encryption scheme can be used. Although it uses only one 

secret key for two communicating parties, key agreement protocol to agree on a shared key or key distribution protocol is required. 

These protocols introduce security requirements such as authentication of parties in key agreement protocol or secure and integrity-
assured key distribution to prevent man-in-the-middle attacks and other attacks. Without the use of public-key cryptography, 

symmetric key scheme is not sufficient to get secure communication features such as confidentiality, integrity, authentication, and 

non-repudiation. 

 

II. LITERATURE SURVEY 

 

In [1] author have addressed Built upon the Internet of Everything (IoE) acknowledges the importance of data quality within 

sensor-based systems, alongside with people, processes and Things. Nevertheless, the impact of many technologies and 

paradigms that pertain to the IoE is still unknown regarding Quality of Observation (QoO). This paper proposes to study 

experimental results from three IoE-related deployment scenarios in order to promote the QoO notion and raise awareness about 

the need for characterizing observation quality within sensor-based systems.  

In [2] author have addressed Internet of Everything (IoE) trend especially in homes. Marketing forces towards smart homes 

are also accelerating the spread of IoE devices in households. An obvious danger of rapid adoption of these gadgets is that many 

of them lack controls for protecting the privacy and security of end users from attacks designed to disrupt lives and incur financial 

losses. Goal for this paper is to develop an IoE threat model geared specifically for home users who are often unaware of the 

privacy and security threats which the IoE appliances pose. Goal of this paper is to propose an effective solution to alerting users 

of imminent IoE security threats and offering actionable steps to mitigate them through an intuitive and friendly user interface 
design.  
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In [3] author have presented a energy consumption accounting for around one-third of the total primary energy in the world. 

A building energy management system (BEMs) is an efficient method used for monitoring and controlling a building's energy 

needs. To solve these existing issues of the current building energy management system such as the large amounts of BEMs 
energy data, energy data loss and energy overload problems, a BEMs based on Internet of Energy (IoE) has been proposed. In this 

paper, we will give the potential of IoE-based BEMs for enhancing the performance of building energy utilization in the future.  

In [4] author have addressed the investment on Internet of Everything is increasing exponentially. This new global 

technological approach opens the doors for connecting everything and anything. Such massive propagation of Big Data generated 

from a wide variety of sensors requires consolidated efforts to put forward solutions to address specific related business problems 

and needs. The aim of this paper is to provide a systematic review of the state-of-the-art scientific research on the Internet of 

Everything and Big Data.  

In [5] author have describes how in a very short time, the Internet has dramatically changed how we work, live, play, and 

learn. Yet, we have barely scratched the surface. Using existing and new technologies, we are connecting the physical world to 

the Internet. It is by connecting the unconnected that we transition from the Internet to the Internet of Everything (IoE). Internet of 

Everything has top five applications; Traffic monitoring, Healthcare, Security, Transport and logistics, and Daily life. Therefore, 

in this paper, we proposed an architectural framework to monitor the health of a patient with a diabetic illness in proactive and 
reactive monitoring behavior. This type of patients have difficulty maintaining healthy glucose levels which can be lead to a 

diabetic coma, where a patient becomes unconscious, and can die if left untreated. In the proposed system a patient has registries 

in the health monitoring company (HMC) to help him avoid diabetic comas and emergency visits to the hospital. He wears a 

continuous glucose monitoring (CGM) device and a fitness tracker to monitor his exercise level and respiration. Based on the type 

of data transmission; proactive or reactive, these devices will process and provide the data for the health monitoring company to 

take the correct action when patient's state of health moves outside normal range. Finally, the proposed model was simulated by 

using Packet tracer 7.  

In [6] author have describes, the networked connection of people, things, processes, and data is called the Internet of 

Everything (IoE). It is projected to provide high revenues to many companies due to the increase of work efficiency, as well as 

the increase of security and comfort of workers. The sector-specific infrastructures where the IoE is successfully implemented are 

smart grid, critical infrastructure management, smart homes, smart manufacturing, and smart meters, among others. IoE is based 
on near Internet ubiquity and includes three types of connections: machine-to-machine, person-to-machine, and person-to-person. 

Machine-to-machine is closely related to security, including civil security (e.g., security on the road, disaster alert) and military 

security. Person-to-machine communication brings an unquestionable increase of well being in home automation systems but is 

also fundamental for intelligent parking, patient monitoring, and disaster response, among others. Person-to-person connection is 

already changing interpersonal relations, which are becoming more multimedia- centric and located in social networks. IoE will 

increase the scenarios of person-to-person networked communication; for example, telework, networked learning, and 

telemedicine.  

In [7] author worked on  an The current prominence and future promises of the Internet of Things (IoT), Internet of 

Everything (IoE) and Internet of Nano Things (IoNT) are extensively reviewed and a summary survey report is presented. The 

analysis clearly distinguishes between IoT and IoE which are wrongly considered to be the same by many people. Upon 

examining the current advancement in the fields of IoT, IoE and IoNT, the paper presents scenarios for the possible future 

expansion of their applications.  
In [8] author have addressed Identification, Authentication and device diversity are the real security and protection concern in 

IoT. This paper discusses critical issues related to safety and privacy of IoT. 

In [9] author have presented an end-to-end view of IoT security and privacy and a case study. Our contribution is twofold. 

Firstend-to-end view of an IoT system and this view can guide risk assessment and design of an IoT system. Have identified 

various attacks that can fully control all the cameras from the manufacturer. Real- world experiments demonstrate the 

effectiveness of the discovered attacks and raise the alarms again for the IoT manufacturers. 

In [10] author have addressed the proposed and existing methods and are reviewed. Based on this survey, the research gap in 

the security issues is identified. 

In [11] author have proposed a robust, lightweight and energy-efficient security protocol for the WSN systems. The real tests 

we made and a performance evaluation of our security protocol are provided. 

In [12] author have addressed new directions and ideas for research in the ever vibrant fields of telecom and IoT security. It 
attempts by no means to present a complete set of security solutions; this would be by definition impossible. It rather serves as a 

short but comprehensive introduction to various technologies and cryptographic techniques in the area of lightweight 

cryptography in our quest to address the security challenges in the IoT and 5G-connectivity era. We use the term lightweight 

cryptography interchangeably both for symmetric and suitable asymmetric ciphers, thus covering all aspects of traditional 

cryptography namely encryption/decryption, authentication, identification, nonrepudiation, integrity protection, and key 

exchange. Possible use cases that challenge the applicability of lightweight cryptography as well future projections for further 

discussions are also offered. 

In [13] author have presented a prototype for a lightweight, secure application level protocol wrapper that ensures 

communication consistency, secrecy and integrity for low cost IoT devices like the ESP8266 and Photon particle. 

In [14] author have discussed countermeasures of the security attacks on different layers of IoT and highlight the future 

research directions within the IoT architecture. Internet of Things (IoT) has been a massive advancement in the Information and 

Communication Technology (ICT). It is projected that over 50 billion devices will become part of the IoT in the next few years. 
Security of the IoT network should be the foremost priority. In this paper, we evaluate the security challenges in the four layers of 

the IoT architecture and their solutions proposed from 2010 to 2016. Furthermore, important security technologies like encryption 

are also analyzed in the IoT context.  

In [15] author have discussed overview of the architecture of IoT with the help of Smart World. In the second phase of this 

paper, the security challenges in IoT followed by the security measures in IoT are discussed. Finally, these challenges, which are 

discussed in the paper, can be research direction for future work in security for IoT. 

In [16] author have discussed a true random number generator using write speed variation of oxide-based RRAM is proposed 

for the first time. The signal of this physical unclonable function (PUF) is strong with long duration to be easily and accurately 
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captured by simple circuit, of which the advantage is attributed to the mechanism that the speed variation amplifies the fluctuation 

of oxygen vacancy trap and de-trap. Some function parts of normal RRAM IP can be reused as entropy source cells and 

implementation circuit. The variation of write end point is monitored by a self-adaptive write drive circuit to trig a counter, and 
then serialized into a bit stream. The test chips, which are AlOx/WOx bilayer back-end RRAM fabricated in 0.18 Um logic 

process, passed all NIST tests with advantages of small area, low power, and not using post-processor corrector. Enough bits can 

be generated within the endurance limitation to ensure usual Internet of Things (IoT) security application. 

In [17] author have proposed protecting physical devices from illegal access by intruders and give basic analysis for 

fundamental gaps between physical devices and embedded IoT software’s. Also the IoT Agent Platform mechanism to separate 

IoT functions from physical devices and to run isolated IoT functions on cloud environment. The mechanism is based on the Drip 

cast which is a transparent programming framework for IoT devices where we don't care about communication, server-side 

programming nor database, at all. The Drip cast provides a very simple and easy development model which is a key for device 

vendors to develop physical devices to use IoT functions. 

In [18] author have proposed EdgeSec, the design of a novel security service which is deployed at the Edge layer to enhance 

the security of IoT systems. EdgeSec consists of seven major components that work together to systematically handle specific 

security challenges in IoT systems. Finally, the effectiveness of EdgeSec is demonstrated in the context of a typical IoT 
application, Smart Home. 

In [19] author have provided a novel IoT protocol architecture and examines security tools and techniques that can be 

leveraged as part of the deployment of IoT, these mechanisms are particularly important in e-health and assisted living 

applications. 

In [20] author have discussed a multi-factors security key generation mechanism for self-organizing Internet of Things (IoT) 

network and nodes. The mechanism enables users to generate unique set of security keys to enhance IoT security while meeting 

various business needs. The multi-factor security keys presents an additional security layer to existing security standards and 

practices currently being adopted by the IoT community. The proposed security key generation mechanism enables user to define 

and choose any physical and logical parameters he/she prefers, in generating a set of security keys to be encrypted and distributed 

to registered IoT nodes. IoT applications and services will only be activated after verifying that all security keys are present. 

Multiple levels of authorization for different user groups can be easily created through the mix and match of the generated multi-
factors security keys. A use case, covering indoor and outdoor field tests was conducted. The results of the tests showed that the 

mechanism is easily adaptable to meet diverse multivendor IoT devices and is scalable for various applications. 

In [21] author have addressed some of the challenges, the current industrial practice to address them, some gaping holes in 

the state of the practice, and potential research directions to address them. Security is a critical component for computing devices 

targeted towards Internet-of-Things applications. Unfortunately, IoT security assurance is a challenging enterprise, involving 

cooperation and conflicts among a variety of stakeholders working in concert with a variety of architecture and design collateral 

generated across various points in a complex design life-cycle. Furthermore, the long life and aggressive energy/performance 

needs of IoT applications bring in new challenges to security designs.  

In [22] author have presented the design and implementation of a middleware featuring "intermittent" and "flexible" end-to-

end security for cloud-fog communications. Intermittent security copes with unreliable network connections, and flexibility is 

achieved through security configurations that are tailored to application needs. Our experiment results show how middleware that 

leverages static pre-shared keys forms a promising solution for delivering light-weight, fast and resource-aware security for a 
variety of IoT-based applications. 

In [23] author have proposed two designs of a reconfigurable PUF, a speed optimized reconfigurable hybrid oscillator arbiter 

PUF and its power optimized counterpart. Both designs can be introduced into two different categories of IoT devices, one where 

high performance is needed and one with low power consumption. The Hamming distance of the speed optimized and power 

optimized designs is 47 % and 48 % with power consumption of 167.5 μW and 143.3 μW, respectively. 

In [24] author have presented some of the challenges related to the deployment of the Internet Of Things (IoT), specifically to 

ascertain that security becomes an integral part of the technology rather than a bolted-on wrapper of limited efficacy. IoT security 

(IoTSec) is needed at all `layers' of the IoT environment and may be specific to the IoT `layer' in question. 

In [25] author have addressed diverse IoT platforms such as oneM2M, FIWARE and IoTivity have been developing. In this 

context, security must be discussed as a main consideration. Vulnerability of IoT platform will affects IoT device directly, and it 

will also cause a critical influence in all connected IoT platforms during their interworking process.OAuth 2.0-based oneM2M 
security component is shown to provide authentication and authorization, which are essential security goals in IoT security and 

secure interworking between IoT platforms. Finally, the examples regarding the oneM2M security component are presented. 

In [26] author have addressed IoT applications in houses are equipped with variety of appliances like personal computer, 

switches, doorbells, Ovens, Televisions, LED lighting, Water heaters, HVAC (Heating, Ventilation, & Air Conditioning)etc. It 

becomes difficult to monitor all the appliances at a time. Sometimes if no one present at home & some appliances remains on, it 

will consume large amount of power and result's more electricity bill. This could be achieved by using modern technology like an 

IoT.  In this two sensors motion and temperature sensor are used. The PIR (Pyro-electric passive infrared) is used for 

authentication purpose, and temperature sensor LM35 is used for detecting current temperature of the room and accordingly 

operate the appliances present in the home. 

In [27] author has addressed on 5G network features for machine‐type communication and security challenges for mobile 

cloud robots. A distributed security platform based on machine learning algorithms that would detect and mitigate malicious 

robots or drones in an IoT network. 
In [28] author have proposed a conceptual Holistic Security Architecture for addressing the trust, confidentiality and privacy 

issues in Internet of Things (IoT). A novel design with a configurable policy-based architecture that can scale proportionately in 

solving trust, confidentiality and privacy concerns simultaneously in distributed security domains. The architecture shows a 

mechanism for negotiated release of provable attributes and resources, especially when devices have the capabilities and 

requirements to share data as well as collaborate in solving problems. 

In [29] author introduces a smart system developed with sensors that is useful for internal and external security. The system 

is useful for people living in houses, apartments, high officials, bank, and offices. The system is developed in two phases one for 

internal security like home another is external security like open areas, streets. The system is consist of a mobile application, 
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capacitive sensing, smart routing these valuable features to ensure safety of life and wealth. This security system is wireless 

sensor based which is an effective alternative of cctv cameras and other available security systems. Efficiency of this system is 

developed after going through practical studies and prototyping.  
In [30] author propose a vehicle door latch with tracking and alert system. Lock with tracking device integrates GPS module, 

microcontroller, pneumatic lock and a battery for power supply. A microcontroller is used to control the GPS and the pneumatic 

lock. The tracking system uses the GPS module to get geographic coordinates. The alert system will activate when the lock is 

closed but the door is not in its position, which only means the door is not intact with the latch. A unique website is built for 

accessing location data and control to lock and unlock. 

In [31] author have discussed about an IoT authentication service for smart-home devices using a smart-phone as security 

anchor, QR codes and attribute based cryptography (ABC). Regarding the fact that in an IoT ecosystem some of the IoT devices 

and the cloud components may be considered un-trusted, A privacy preserving attribute based access control protocol to handle 

the device authentication to the cloud service. For the smart-phone centric authentication to the cloud component, employ the 

FIDO UAF protocol and extend it, by adding an attributed based privacy preserving component. 

In [32] author have addressed the challenges and possible solutions for IoT security that needs to be addressed at IoT 

perception layer/Edge node. The inevitable component of the IoT edge node is microcontroller/System on Chip (SoC). The 
microcontroller/SoC used in sensitive applications consists of Trusted Execution Environment (TEE), a hardware support for 

security. TEE's are not sufficient to address all the security issues in IoT systems. Hardware security issues like hardware Trojans, 

counterfeiting and debug security are tightly interlinked with the IoT perception layer security. There can be common solution to 

the hardware security issues and IoT perception layer security. In this paper, we briefly discuss the challenges in IoT design, IoT 

security, vulnerabilities of edge device, existing solutions and need for new security architecture for IoT edge nodes. And finally 

we present what security features, the next generation SoC/microcontrollers should incorporate to solve both hardware intrinsic 

security and IoT perception layer security more holistically. 

In [33] author have addressed IoT applications include smart infrastructure, smart healthcare, smart governance, smart 

mobility, smart technology, etc. Also needs in security in IoT services. Technologies like Bluetooth, ZigBee and Radio Frequency 

Identification Technology (RFID) enable security in IoT are discussed. 

In [34] author have addressed requirement analysis of IoT security in distributed systems, particularly looking at trust, 
confidentiality and privacy issues. A novel requirement specification for addressing trust, confidentiality and privacy concerns 

simultaneously, after security requirements analysis is presented. The requirements among others prescribe the need for 

negotiated release of provable attributes and resources, especially when devices have the Capabilities and Requirements to share 

data as well as collaborate in solving business problems. 

In [35] Author introduces IoT security items and how to achieve the requirements of these items in a constrained 

environment to guarantee security in every stage (Device, transmission of data, data on reset, service, and user). Also, it combines 

these items in one stack to deal with different IoT platforms, this made integration between items to assure the continuity of 

security from one stage to another stage and helps to have a full tracing of data from IoT device through the middleware to the 

user and vice versa. 

In [36] author have addressed IoT Top Security Concerns: Device Cloning, Sensitive Data Exposure, Denial of Service, 

Unauthorized Device Access and Control, Tampering Data. This research work accomplishes the need to mitigate IoT security 

challenges Device Cloning and Sensitive Data Exposure. 
In [37] author have explored the existing studies on IoT security issues and the mixture of two main technologies of IoT in 

context of their threats, corresponding security requirements and their solutions while moving toward synthesizing a model for the 

security and data piracy issues from various viewpoints. This generic model for implementing security comprises of, combination 

of security standards and corresponding security requirements heading on the functional architecture of IoT. 

In [38] author have reviewed the vulnerabilities in point of security threat/attacks associated with both of the key 

technologies. The exchange of data in two or more devices can be made through different communication methods but the two 

main traditional methods are Wireless Sensor Network (WSN) and Radio Frequency Identification (RFID). WSN is consisting of 

sensor nodes and on other side RFID technology uses passive and active RFID tags (Transponders). IoT is the most rapidly 

increasing technology spreading all over the world but there are some security concerns regarding its expansion. Security, Privacy 

and trust must not be neglected by the independent communication of the objects. There are definite network security issues in 

IoT technologies by the growing trend. The hackers can easily attack the IoT system which can be a great risk for the end user in 
daily life. By fulfilling various security requirements, it will not be cumbersome to embed security in the remote devices. 

Emerging nonvolatile memory (NVM) devices are not limited to build nonvolatile memory macros. They can also be used in 

developing nonvolatile logics (nvLogics) for nonvolatile processors, security circuits for the internet of things (IoT), and 

computing-in-memory (CIM) for artificial intelligence (AI) chips. This paper explores the challenges in circuit designs of 

emerging memory devices for application in nonvolatile logics, security circuits, and CIM for deep neural networks (DNN). 

Several silicon-verified examples of these circuits are reviewed in this paper. 

In [39] author have proposed to detect malicious nodes that manipulate the link quality estimator of the routing protocol. In 

order to accomplish this task, MINTROUTE and CTP routing protocols are selected and updated with intrusion detection 

schemes (IDSs) for further investigations with other factors. It is proved that these two routing protocols under scrutiny possess 

inherent susceptibilities, that are capable of interrupting the link quality calculations. Malicious nodes that abuse such 

vulnerabilities can be registered through operational detection mechanisms. The overall performance of the new LQR protocol 

with IDSs features is experimented, validated and represented via the detection rates and false alarm rates. 
In [40] author have proposed a novel framework aiming to exploit SDN/NFV-based security features and devise new 

efficient integration with existing IoT security approaches. The potential benefits of the proposed framework is validated in two 

case studies. Finally, a feasibility study is presented, accounting for potential interactions with open-source SDN/NFV projects 

and relevant standardization activities. 

In [41] author have proposed security architecture for IoT smart services environment. The proposed security architecture is 

supported with a set of algorithms for different levels of security. The performance of the simulated environment of the proposed 

architecture is tested and the results are furnished in this paper which are satisfactory. 
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In [42] author have shown survey on Internet of things (IoT) continues to the draw attention of academics and researchers 

across the globe, since it represents the future of ubiquitous Computing. This is triggered by number of both digital and physical 

objects connecting to each other using ICT technologies, platforms and the internet to facilitate the whole processes of 
connectivity and services provision. With this massive connectivity of objects and devices forming the IoT, comes a great 

responsibility in terms of confronting new sets of challenges ranging from IoT security threats, ethics and privacy.  

In [43] author have shown an IoT security roadmap overview is presented in this work based on a novel cognitive and 

systemic vision. The role of each component of the approach will be explained and relations with the other elements and their 

impact on the overall system will be detailed. According to the novel taxonomy of IoT vision, a case study of military live 

simulation is presented to highlight components and interactions of the systemic and cognitive approach. Then, a discussion of 

security questions about privacy, trust, identification and access control will be provided, and different research challenges are 

highlighted. 

In [44] author have proposed protocol uses the unique Device ID of the sensors to generate key pair to establish mutual 

authentication between Devices and Services. Finally, the Mutual authentication mechanism is implemented in the gateway. 

In [45] author have discussed the needs for input to public policy discourse by communications professionals who have some 

insights as to how IoT advances may impact their clients and society as a whole. In the near future, education and 
communications professionals may also empower households by designing instructional materials for use in establishing cyber 

hygiene routines and resolving IoT-related concerns. 

In [46] author have presented implementation of IoT Sentinel, which is a system aimed at protecting the user's network from 

vulnerable IoT devices. IoT Sentinel automatically identifies vulnerable devices when they are first introduced to the network and 

enforces appropriate traffic filtering rules to protect other devices from the threats originating from the vulnerable devices. 

In [47] author have presented IoT Sentinel, a system capable of automatically identifying the types of devices being 

connected to an IoT network and enabling enforcement of rules for constraining the communications of vulnerable devices so as 

to minimize damage resulting from their compromise. We show that IoT Sentinel is effective in identifying device types and has 

minimal performance overhead. 

In [48] author have presented a software tool for security analysis of IoT systems is presented. The tool, named ASTo 

(Apparatus Software Tool) enables the visualization of IoT systems using a domain-specific modeling language. The modeling 
language provides constructs to express the hardware, software and social concepts of an IoT system along with security 

concepts. Security issues of IoT systems are identified based on the attributes of the constructs and their relationships. Security 

analysis is facilitated using the visualization mechanisms of the tool to recognize the secure posture of an IoT system. 

In [49] author have provided an experimental result showing learning effectiveness of experiential learning for cyber security 

education by comparing with non-experiential learning. The experiential learning, the experimental group in this research, took 

two lecture styles. One was a classroom-styled lecture that a lecturer teaches basic knowledge of cyber security to learners. The 

other one was practical exercises that learners made groups and experientially implemented their products with security 

protection. The non-experiential learning, the control group in this research, took an e-learning-styled lecture using a video 

educational material containing the same contents of the classroom-styled lecture in the experimental group but the contents about 

any practical exercise were removed. The learning effectiveness of the two learning groups were evaluated by comparing several 

metrics of pre-/post-test scores and delayed-test scores. The evaluation result indicates that learners who took the experiential 

learning could keep retaining knowledge they learned than learner who took the non-experiential learning. 
In [50] author have proposed a method to bring order on the IoT security panorama providing a taxonomic analysis from the 

perspective of the three main key layers of the IoT system model: Perception, Transportation and Application levels. As a result 

of the analysis, the most critical issues with the aim of guiding future research directions are highlighted. 

 

III. FORMULATION OF RESEARCH HYPOTHESIS WITH EXPECTED OUTCOMES: 

 

There is need of robust user authentication and secure device access strategy in IoE. IOE will be widely used in our lives a 

huge impact on social life and business environments at home, work, and in intelligent transport and healthcare thus in these 

crucial areas the security risks will be higher. IOE security could be compromised by several types of attacks. These attacks could 

be on physical level or on software level. To narration in this section, we will draw a few key challenge areas: 

• Access control, Security, Privacy, Management of identity. 

• Standardization and Interoperability. 

• Data deluge. 

Using open source simulation as well as working libraries in Linux platform environment can be best applicable platforms for 

the implementation. The testing environment can be consist of open source based simulation tools and libraries for authentication 

and encryption purpose. 

The developed technique can provide efficient way for IoE system authentication and security in terms of used identity and 

access. 
 

IV. SIGNIFICANCE OF RESEARCH:- 

 

The Internet of Everything (IoE) is one of the so-called disruptive technologies. It has diverse impact margins that can 

influence our lives, the business world and even the global economy. In utmost synthesis, IoE can be considered a family of 

technologies whose goal is to enable anything that can be connected to the Internet even things which do not have any electronic 

purpose to be monitored and controlled from afar and thus to provide a service to its users. That thing can perform as a sensor, or 

be enabled to produce information about itself or its surroundings. And that thing can be programmed from a distance, without 

any specific technologies, but rather through Internet connections. With optimum authentication and security IoE can prove itself 

as boon to mankind. 
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We have identified the gap in IoE security techniques which addresses variety of security concerns. Our proposed mechanism 

should withstand against speed, security and trust for authenticated users utilization. 
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