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Abstract: Wireless sensor networks are currently used in various
fields. Security issues are very important because the
information sent over the wireless sensor network is very
sensitive. A denial of service (DOS) attack is a fundamental
threat to wireless sensor network functionality. This article
discusses the most common DOS attacks and their potential
defenses. Case studies show interference attacks, one of the most
common attacks on wireless sensor networks. In the introduction
of this article, the author assumes that attack interference may
cause serious damage to wireless sensor networks. This
hypothesis has been demonstrated in simulation scenarios and
case studies with simulation results. In this sense, DoS,
especially DDoS, not only threatens the Internet, but it is also
widely used in cybercrime, threatening the security of citizens.
Therefore, it is important to fully understand the characteristics
of the DDoS problem and to study corresponding defense
mechanisms that make important contributions not only to
academia and industry but also to social security and emergency
management agencies. And help the ability. Stakeholders make
the right decisions in the face of DDoS threats. In existing
research work, various types of issues, such as detection of DoS
attacks, can be modeled by modeling normal traffic and attack
traffic and treating the issues as network conditions (rather than
single packets or other units) it is based. Classification Problems
the current state of the network as good or bad to detect attacks
when they occur. The other is that transmission failures and
deadline errors can lead to process interference and reduced
overall control performance. In the future, all these will be solved
by DSR algorithms of DSR attack detection and wireless sensor
network encryption and BS, CH WSN. As the number of
communication rounds increased, this proposed an energy
depreciation form of network energy. Levels tend to fall,
approach the final scenario and go to zero. A comparison and
conclusion of initial energy loss is that energy loss decreases
rapidly after WSN dos and DDoS attacks. So anomalous energy
savings tell us that we should perform DOS and DDOS attacks
on our network. At the end of the simulation, another Run button
on the GUI is the result of comparing

the DoS initial and suggested tasks. It is clear that the proposed
study is better than previous ones.
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1. Introduction

DosS attacks can be implemented as flood attacks or logic attacks.
Flood DosS attacks are based on brute force attacks. If possible,
please send the victim the truthful but unnecessary data. The
result is wasted network bandwidth, unneeded disk space (spam,

junk files, intentional error messages, etc.) fills up, and fake
information in the host software's fixed-size data structures. It
fills up and wastes processing power. To amplify these effects,
DoS attacks may work together from multiple sources
simultaneously (Distributed DoS, DDoS). Logical DoS attacks
are based on intelligent exploitation of vulnerabilities in the
target. For example, well-crafted segmented Internet Protocol
(IP) data can cause a system crash due to a major failure of the
operating system (OS) software. Another example of a logical
attack is to exploit the lost authentication requirements by
inserting incorrect routing information to prevent traffic from
reaching the victim's network. There are two main reasons why
DoS attacks are attractive to attackers. The first reason is that
expertise is not always necessary, as there are effective
automation tools that can be used to attack the victims. The
second reason is that attackers cannot usually find out without
extensive human intervention or most routers on the Internet do
not have new features. DoS attacks exploit vulnerabilities in end
hosts, routers, and other systems connected to computer
networks. Populations with the same vulnerability can grow in
size. In July 2003, a vulnerability was discovered in Cisco
routers and switches running any version of Cisco 10S software
and configured to process Internet Protocol version 4 (IPv4)
packets. This vulnerability blocks the interface and can cause a
DoS condition without triggering an alert. Another common
example is the Microsoft Windows Metafile (WMF)
vulnerability. This was discovered in December 2005 in all
versions of Windows 98, 98SE, ME, 2000, and XP. The
vulnerability could allow malware to be installed on these hosts,
for example to send DoS attack traffic. However, exploiting this
vulnerability requires user interaction.

Distributed Denial of Service Attack Mechanism.
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Fig 1.1: DOS attack in WSN

2. Distributed Denial Of Service Attack
Try to prevent or reduce resource availability by sending
attack traffic using multiple source hosts at the same time.
Typically, DDoS attack participants form a hierarchical DDoS
network in which an attacker controls multiple hosts (or
handlers), which in turn control a large number of agents (or
daemons, zombies, bots). Real Attack Victims These
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definitions are:

v Agent (or daemon or zombie or bot): Infected host used to
send attack traffic in DoS attacks.

v Master (or handler): A damaged hosts are used to control the
operation of many agents.

v'DDoS network: A hierarchical owner groups and people
groups can more easily control attacker DDoS attacks. DoS
attacks are destructive or derivative.

v'Destructive DoS attack: Block
completely.

resource availability

v'Degradative (non-destructive) DoS attack: Reduce the
performance of resources. For example, a harmful DoS attack
can result in a system crash or a full disk partition. In such cases,
recovery usually requires human intervention. Usually,
downgraded DoS attacks cause only temporary problems, and
the system recovers automatically when the attack is over. An
example of a downgrade DoS attack is a flood attack that
overloads a network link or host central processing unit (CPU).
However, long, high-bandwidth flood attacks can produce
unexpected results, such as system crashes.

v’ Deployment phase: Installation a malicious programs on a set
of infected hosts for later use as a source of DoS attack traffic.

v/ Attack phase: Coordinate the transmission of attack traffic to
the victim.
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Fig 2.1: DOS attack through different routers
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3. Problem Formulation

This study is designed to help all network users mitigate DoS
attacks and DDoS in IP-based networks. This white paper
focuses on the following: You need to understand existing attack
mechanisms and available defense mechanisms, and have a
general understanding of the benefits of each defense mechanism
(best case performance). Possible dependencies of defense
mechanisms should be recognized, and if there are multiple
defense mechanisms for a particular attack type, the most
appropriate defense can be selected.

4. Methodology
The main contribution here is to study the resiliency of the three

ad hoc routing protocols against fall-off range attacks. This is a
new DoS attack on ad hoc routing. The routing protocols are
destination sequence distance vector (DSDV), ad hoc on demand
distance vector (AODV), and dynamic source routing (DSR)
protocols. The research method is based on the use of the ns-2
network simulator to analyze transmission delays in small ad hoc
networks. The enemy performs range attacks using nodes in an
ad hoc network.

5. Simulation Layout and Execution Result

The following figure is displayed after running MATLAB. The
simulation was run in MATLAB 2013a and the results are shown
below. This clearly shows the proposed scenario and method.

Distributed Denial of Services Attack in WSN
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Figure 4.1: The basic layout built in MATLAB 2013 has two
buttons

This proposed an energy depreciation form of network energy as
the number of communication rounds increased. Levels tend to
fall, approach the final scenario and go to zero. Comparing
energy loss between the above two tables, it can be concluded
that energy loss decreases rapidly after Dos and DDoS attacks on
WSN. So anomalous energy savings tell us that we should
perform DOS and DDOS attacks on our network.
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Fig 4.2: Energy Dissipation Vs. Number of Rounds

Table 1: Energy Dissipation (Attack) vs. Energy Dissipation (Removal)

Number of Rounds Energy Dissipation (Attack) Energy Dissipation(Removal)
0 0 0
500 25 0
1000 60 0
1500 90 60
2000 96 12
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2500 99 8
3000 0 5
3200 0 4
3500 0 0

Energy dissipation of DDoS attack in respect to number
of round of communication shown above. The compare
the fall in Energy dissipation when DDoS attack with
Removal of DDoS is very clear. The fall of dissipation
rate very fast during the attack and normal without
attack. The base line is when there is no communication.
The above figure will be displayed after the end of the
simulation. This is the result of comparing the initial
work of DDoS with the proposed work. It is clear that
the proposed study is better than previous ones.

6. Conclusion & Future Scope

DoS Attacks and Distributed DoS are part of an
organizations overall risk management strategy.
Organizations need to identify the most important DoS
risks and implement cost-effective defense mechanisms
against the types of attacks that have the highest risk of
business continuity. According to research and news on
real-world DoS attacks, these attacks are not only one of
the most common cyber security risks, but they also
prevent the entire organization from leaving the internet
during an attack. In the future, DoS attacks will occur
because the number of connected hosts on the internet
will increase, access lines will become faster, software
products will become more complex, and security for
ordinary home users and many people will be difficult to
organize. Problems will increase the more hosts on the
internet, the more likely they will be used for DoS
purposes. The strength of the DoS attack also increases
as more hosts can generate more traffic through faster
internet access lines. As software becomes more
complex, there will be more of those vulnerabilities that
can be used to compromise a host. The fast pace of new
revisions does not make the situation easy. Finally, it is
still difficult to assess the security risks of existing
computer systems, especially for the average person.
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