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Abstract. Today’s computing environments such as internet conferencing, distributed simulation, multi-user games, and many 

more applications involve Dynamic Peer Groups (DPGs). Regardless of the application environment, security services are 

necessary to provide communication privacy and integrity. Also, at the same time, the communication must be fast and cost-

effective. In the recommended identity-based authenticated key agreement scheme, bilinear mapping is used to compute the secret 

key. Since the bilinear mapping computing imposes a greater computational cost, it is utilized only during the secret key 

computation. The proposed scheme is compared with the other related protocols by considering the computation and transmission 

costs. The computation costs are analyzed in terms of number of cryptographic operations. The transmission load of messages is 

considered as the transmission costs in the proposed identity-based scheme.  

IndexTerms - Key agreement protocol, bilinear mapping, dynamic peer groups, communication   privacy, integrity, secret 

key 
 

I INTRODUCTION 

 
Group Key Management is one of the fundamental cryptographic primitives. For the establishment of group 

communication, a single common group key, which is highly dynamic, is distributed to every member of the group, in 

heterogeneous environment. The key is refreshed whenever a member joins or leaves the group. There has been intensive 

research on key distribution protocols and key agreement protocols. 

Many key agreement protocols are proposed (Smart 2002) which have the limitations that the group members are not 

mutually authenticated; dynamic group membership is not supported; or the cost of key establishment is substantial. Another 

common limitation of these schemes is that the group members must exchange public information to perform key 

establishment before they start communicating. That is, a public server is needed to keep the public information of all 
members for user‟s queries. In some cases, however, it is difficult to maintain a public information center and to make it 

always available to all users. 

A research direction in key agreement protocol aims to generalize two-party key agreement sets to multi-party key 

agreement sets.  

Authenticated Group Key Agreement-Giinther‟s (AGKA-G) protocol proposed by (Perrig 1999) suggests a contributory 

key agreement for secure group communication. It is based on a trusted Key Authentication Center (KAC) and Certificate 

Authority (CA).  

As an alternative to certificate-based PKIs, Shamir (1984) introduced the concept of identity-based cryptosystems in which 

the users‟ identity or some other information was combined with their identity to compute one‟s public key, to achieve user 

authentication and key exchange. Thus, a verifier does not verify the certificates of the public keys. Meanwhile, no on-line 

system authority is required. The user‟s private key can be calculated by a trusted authority. However, the identity-based 

cryptosystems were not fully used until 2001. 
An application of identity-based cryptosystems is identity-based authenticated key agreement protocols. In general such 

protocol includes a number of entities (the usual settings include 2, 3 or n entities) and a trusted authority referred as Key 

Generation Center (KGC). 

The first two-party identity-based authenticated key agreement protocol which is based on the RSA algorithm was 

proposed by (Okamoto 1988), whereas the first two-party identity-based authenticated key agreement protocol based on the 

difficulty of computing a discrete logarithm problem (Elgamal 1985). Later, it was developed into International Standards, for 

example. PKCS #3 (1993) and ANSI X9.42 (1994). 

Several identity based key agreement protocols (Chen and Kudla 2003) (McCullagh & Barreto 2005) (Sakai et al 2000) 

(Scott 2002) (Shim 2003) (Smart 2002) (Choo et al 2014) have been proposed since then. Most of them are not practical or do 

not have all required security properties. Then, feasible identity based encryption schemes based on Weil or Tate paring were 

introduced by (Sakai et al 2000) and later by (Boneh and Franklin 2003) independently. 
Since Boneh and Franklin‟s (2001) pioneering work on the Identity-based Encryption (IBE) system, several researchers 

have been attempted to establish ID-based Authenticated Key Agreement Protocol (ID- AGKA). (Choi et al 2004) (Du et al 

2003) proposed two ID-AGKA protocols from bilinear pairings and BD (Burmester & Desmedt 1995) schemes. However, 

these two protocols are vulnerable to impersonation attack. To prevent such an attack, Zhang and Chen suggest adding a time 

parameter to the message being signed. However, (Shim 2007) showed that the protocol is still insecure against insider 

colluding attacks. (Lin et al 2006) proposed a multiparty key agreement protocol, but their protocol has disadvantages in 

number of rounds, pairing computation and communication bandwidth. (Zhou and Zhou 2013) proposed a one-to-many 

mapping shared key agreement, which is based on one-to-many encryption mechanism model, but the round number of their 

scheme is two. 
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To realize group key agreement and extend Joux et al‟s protocol, (Barua et al 2003) first proposed a three-group and a 

two-group Diffie- Hellman key agreement protocol. After that, many protocols were proposed in (Chen and Kudla 2003) 

(Xiehua & Yongjun 2012) (Zhang et al 2012) (Hao et al 2012) (Makri & Konstantinou 2011). (Kamal 2013) proposed an 
attack on Piao et al‟s scheme which describes a polynomial-based key management scheme for secure intra-group and inter-

group communication. (Rajaram and Dorairaj 2011) proposed an interval-based key agreement approach which adpots re-

keying. To decrease the number of rounds and make AGKA more efficient, (Shi et al 2005) proposed one round ID-based 

AGKA protocol with bilinear parings and which can generate the secret session key in one round. Shi et al‟s protocol just 

requires one round and less transmitted data, so it has good efficiency. However, in their protocol, if two or more than two 

users‟ long-term private keys are compromised, the adversary can compute the previous session key. So, their protocol cannot 

provide perfect forward secrecy. Similarly, their protocol also cannot prevent KGC from escrowing the established session 

keys. 

Based on Weil and Tate pairing techniques, (Smart 2002) (Chen & Kudla 2003) (Scott 2002) (Shim 2003) (McCullagh & 

Barreto 2005) designed identity based and authenticated key agreement protocols. (Chen & Kudla 2003) showed that Smart‟s 

protocol is not secure in several aspects. (Cheng et al 2004) pointed out that Chen-Kudla‟s protocol is not secure against 

unknown key share attacks. (Sun and Hsieh 2003) showed that Shim‟s protocol is insecure against key compromise 
impersonation attacks or man in the middle attacks. (Choo 2004) showed that McCullagh and Barreto‟s protocol is insecure 

against key revealing attacks. (McCullagh and Barreto 2005) revised their protocol. But the revised protocol does not achieve 

weak perfect forward secrecy property. (Wang Y 2012) proposed an efficient identity-based and authenticated key agreement 

protocol that achieves weak perfect forward secrecy but requires some pre-computation to reduce the computational cost. 

In some situations, using the certificates has undeniable restrictions, an identity-based key agreement protocol is proposed. 

The proposed protocol emphasizes the filtering of malicious users at the beginning of the conference to ensure that all the 

users obtain the same secret key. Since computing bilinear pairing imposes a greater computational cost on a protocol to 

improve the efficiency, bilinear pairing is used just to generate the secret key. The proposed protocol and the efficiency 

analysis is given in section II and III. 

II    PROPOSED PROTOCOL 

 
The proposed protocol is implemented in Java. The secret key is generated each time whenever a new user joins or an 

already existing user leaves the communication. If no user joins or leaves, the secret key is  refreshed for each 5 seconds. The 

generated key is verified using MARS algorithm and also the time taken for key generation is computed. 

2.1 Notations Used 

 

The notations shown in Table 1 are used to describe and analyze the protocol. 

 

Table 1 The notations 

Notation Definition 

𝑝, 𝑞 
𝐺𝐹(𝑝) 

𝑔 
𝑍𝑞

∗ 

𝑥𝑖 

𝑦𝑖 

𝑒(… ) 

𝑎𝑖 

𝑘𝑖𝑗 
𝐶𝐾𝑖 

𝑇 

𝑑𝑖𝑗 , 𝑑𝑖𝑗 ′ 

𝐼𝐷𝑖 

𝑆𝐾 

large prime numbers 

prime field of characteristic 𝑝 

𝑞 - order generator 

The non-zero residues mod 𝑞  

Long-term public-key of user 𝑈𝑖 

Long-term private-key of user 𝑈𝑖  

The bilinear pairing 
 

A random number selected by user 𝑈𝑖 
 

common session key shared with user 𝑈𝑗  
 

subkey of user 𝑈𝑖 

timestamp 

values shared with user 𝑈𝑗 

identity of user 𝑈𝑖 

Secret key     

 

2.2 Key Derivation 

 
The proposed protocol has four phases, including parameter generation phase, secret distribution and commitment phase, 

subkey computation phase and secret key computation phase. 

 

 

 

2.2.1  Parameter Generation Phase 

 

The system authority selects the following parameters and functions and declares them publicly: 

 

i) 𝒑: a large prime number comprised 𝟐𝒒 + 𝟏, where 𝒒 is also a large prime; 
 

ii) 𝒈: a 𝒒-order generator over 𝑮𝑭(𝒑) 
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Each user 𝑈𝑖 is provided with the following pair of two corresponding keys: 

i) Private key denoted as 𝒙𝒊 ∈ 𝒁𝒒
∗   

ii) Public key denoted as 𝒚𝒊 = 𝒈𝒙𝒊 𝒎𝒐𝒅 𝒑 

The protocol starts up the initiator who calls for a conference by initializing a set of participants 𝑼. First, let 𝑼 = 𝑼𝟏, 𝑼𝟐, 

… , 𝑼𝒏 be the initial participant set. Each participant 𝑼𝒊 𝟏 ≤ 𝒊 ≤ 𝒏 is a part of 𝑼. In addition, the function of timestamp 𝑻 is 

used, and it will be updated to a new one in each conference section. 

 

2.2.2  Secret Distribution and Commitment Phase 

 

All the participants 𝑈𝑖 of 𝑈 execute the following steps to distribute his / her subkey to other participants. 

 

Step 1: Randomly select an integer 𝑎𝑖 ∈  𝑍𝑞
∗ , calculate the common session key 𝑘𝑖𝑗 and share with all other participants 𝑈𝑗 

using the public key 𝑦𝑗 of 𝑈𝑗 as 

 𝑘𝑖𝑗  =  𝑦𝑎𝑖

𝑗
𝑚𝑜𝑑 𝑝 𝑚𝑜𝑑 𝑞 , 1 ≤ 𝑗 ≤ 𝑛             (1) 

 

Step 2: Randomly select a line 𝐿(𝑋) as 

𝐿(𝑋)  =  (𝑐𝑖(𝑚𝑜𝑑 𝑞))𝑋 + 𝐶𝐾𝑖                             (2) 

 

where 𝑐𝑖 = 𝑔
𝑎𝑖 𝑚𝑜𝑑 𝑝 and 𝐶𝐾𝑖 is the subkey that 𝑈𝑖 offers to share with the other participants 

 

𝐶𝐾𝑖  =  𝐼𝐷𝑖   ⊕ 𝑘𝑖𝑗                                                  (3) 

 

Step  3:  Calculate  the  values  𝑑𝑖𝑗    and 𝑑𝑖𝑗
′   

using the session key 𝑘𝑖𝑗 and the  polynomial L( 𝑋) as 

 

𝑑𝑖𝑗 = 𝐿(𝑘𝑖𝑗) ∗  𝑦𝑖 ,   1 ≤ 𝑗 ≤ 𝑛                         (4) 

 

𝑑′
𝑖𝑗  =  𝑘𝑖𝑗  ⊕ 𝑑𝑖𝑗   ,   1 ≤ 𝑗 ≤ 𝑛                         (5) 

 

            and 

𝑆 𝐼𝐷𝑖 = 𝑔𝐼𝐷𝑖  𝑚𝑜𝑑 𝑝                                          (6) 
              

Step 4: Broadcast the message  

𝑀𝑖 = {𝑇 , 𝑐𝑖 , 𝑆 𝐼𝐷𝑖 , 𝑑𝑖1
′ , 𝑑𝑖2

′ , … , 𝑑𝑖𝑛
′ }                              (7) 

 

2.2.3  Subkey Computation Phase 

 

Each participant 𝑈𝑖 ∈ 𝑈 recovers the subkey 𝐶𝐾𝑖 using the received message                       𝑀𝑗 =

{𝑇 , 𝑆 𝐼𝐷𝑗 ,  𝑐𝑗 , 𝑑,𝑗1
′ , 𝑑𝑗2

′ , … , 𝑑𝑗𝑛
′ }  according to the following steps: 

Step 1: Check the time stamp 𝑇 in advance, if it is invalid,  terminate the subkey computation phase. 

 

Step 2: Calculate the common session key 𝑘𝑗𝑖 that is shared with all other participants 𝑈𝑗 using the individual private key 𝑥𝑖 

and the value 𝑐𝑗 as 

𝑘𝑗𝑖  = 𝑐𝑗

𝑥𝑖 (𝑚𝑜𝑑 𝑝) (𝑚𝑜𝑑 𝑞) , 1 ≤ 𝑗 ≤ 𝑛                       (8) 

Step 3: Calculate the subkey 𝐶𝐾𝑗 using the session key 𝑘𝑗𝑖 and the values 𝑑𝑗𝑖 ′ and 𝑐𝑗 as 

𝑑𝑗𝑖 = 𝑑𝑗𝑖
′  ⊕ 𝑘𝑗𝑖 , 1 ≤ 𝑗 ≤ 𝑛                                                                   (9) 

𝐶𝐾𝑗 =  (
𝑑𝑗𝑖

𝑦𝑗
) −  𝑐𝑗  (𝑚𝑜𝑑 𝑞)𝑘𝑗𝑖 , 1 ≤ 𝑗 ≤ 𝑛                                              (10) 

 

2.2.4   Secret key Computation Phase 

 

When the previous phase is executed, each participant 𝑈𝑖 in the set of           𝑈′ = {𝑈1
′ , 𝑈2

′ , … . 𝑈𝑚
′ }    calculates the secret 

key 𝑆𝐾 as 

 

𝑆𝐾 = 𝑒(𝐶𝐾1, 𝐶𝐾2, … , 𝐶𝐾𝑚)                                                                              (11) 

where 𝒆 is a bilinear mapping function. 

 

III   EFFICIENCY ANALYSIS 

 

The proposed protocol is compared with Tzeng‟s protocol , Huang et. al‟s protocol and Farash et. al‟s protocol to analyze 

efficiency. The performance is analyzed in terms of computation costs and transmission costs. Computation costs include cost 

of calculating the conference key message and transmission costs include transmission load of messages broadcasted by each 
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participant. 

 

Modular addition, modular subtraction and exclusive OR operations have lower computation costs in opposed to modular 
multiplication or  modular exponential operations. Hence, those operations are ignored in calculating the computation costs to 

make the efficiency estimation easier. The mathematical notations assumed for calculating various operations are listed in 

Table 2. 

 
Table 2 Definitions of mathematical notations 

Notation Definition 

𝑇𝐿 (𝑛)  The time for establishing an n-power Lagrange 

polynomial interpolation 

𝑇𝑃( 𝑛)  The time for calculating the output of an n-power 

polynomial 

𝑇𝐸 The time for modular exponentiation operation 

𝑇𝑀 The time for modular multiplicative operation 

𝑇𝐻 The time for executing the adopted one-way hash 

function 𝐻 

𝑇𝐼 The time for modular inverse operation 

𝑇𝑃𝐴 The time for point addition 

| 𝑥 | The bit length of 𝑥 

𝑛 The total number of participants 

 

The analysis of computation costs with the related previous protocols is shown in Table 3. The Table shows that the 

proposed protocol does not involve any hashing function but involves less number of modular exponentiation operations 

compared with Huang et. al protocol. As far as Farash et. al protocol is concerned, it involves more number of scalar 

multiplication and each key computation involves one modular multiplication, one scalar multiplication and one point 

addition. 

 

 

Table.3 Analysis of computation costs 

Protocol Tzeng 
Huang 

et al 

Farash 

et al 
Proposed 

Secret distribution 

and commitment 

phase 

1 𝑇𝐿 𝑛 

+ 𝑛 𝑇𝑃 𝑛 

+ 𝑛 + 2 𝑇𝐸 

+ 2 𝑇𝑀 + 1 𝑇𝐻 

+ 1 𝑇𝐼 

𝑛 + 2 𝑇𝐸 

+ 𝑛 

+ 2 𝑇𝑀 

+  1 𝑇𝐻 

4𝑛 𝑇𝑀 𝑛 + 2 𝑇𝐸 

+ 𝑛 

+ 2 𝑇𝑀 

Protocol Tzeng 
Huang 

et al 

Farash 

et al 
Proposed 

Subkey computation 

and verification 

phase 

𝑛 𝑇𝐿 𝑛 
+ 4𝑛 𝑇𝐸 

+ 𝑛 𝑇𝑀 + 𝑛 𝑇𝐻 

4𝑛 𝑇𝐸 

+  𝑛 𝑇𝑀 

+  𝑛 𝑇𝐻 

2 𝑇𝑀 + 

2 𝑇𝑃𝐴 

(for each key) 

2𝑛 𝑇𝐸 

+ 𝑛 𝑇𝑀 

Number of 

session keys 

for 2 Rands 

1 1 9 1 

Key 

authentication 

Signature  based Signature 

based 

Certificate 

based 

ID based 
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Table 4 compares transmission load where 𝑇 represents the bit length of time stamp 𝑇. Although the protocol that uses the 

time stamp has a heavier cost in terms of the length of  , they can  protect against  replay attack. 

 

 

Table 4 Analysis of transmission costs 

Tzeng Huang et. al Farash et. al Proposed 

 𝑛 + 1 𝑞  

+ 2 𝑝  

 𝑛 + 1 𝑞  

+ 2 𝑝  

+ 𝑇  

 𝑛 + 1 𝑞  

+ 2 𝑝 + 𝑇  

𝑛 𝑞 + 2 𝑝  

+ 𝑇  

In addition to computation and transmission costs analysis, the secret key computation time taken 

for various key lengths has been analyzed in Pentium system and given in Table 5. 

 

Table 5 Secret key computation time 

 

Key 

length 

(bits) 

Computation time (ms)  

(more frequent at lower bound) 

Huang et al Farash 

et al 

 

Proposed 

512  Between 137 & 640 Between 152 &760  Between 120 & 650 

256 Between 52 &172 Between 49 & 230  Between 40 & 150 

 

 

128 < 41 (39 ms. – 

frequent) 

< 27 (23 ms. 

frequent) 

– < 50 (30 ms. – 

frequent) 

 
The time taken to calculate the secret key with different key sizes such as 512, 256 and 128 bits in various schemes are 

shown graphically in the Figure 1. It is also clear that the proposed scheme takes minimal time to generate the secret key when 

compared with other two schemes. 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Secret key computation time 

 

 

 

The efficiency of the Huang et al, Farash et al and the proposed protocol with 512 bits key length has also been analyzed 

and given in Table 6 and the comparative results are also shown graphically in the Figure 2. 
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Communication time (ms) 

2500 

Huang et al 

Farash et al 

Proposed 

No. of participants 

Table 6 Proposed protocol efficiency (Key length 512 bits) 

No. of participants 

Total Communication Time (ms) 

Huang 

et al 

Farash 

et al 

Proposed 

2 1002 1236 997 

3 1339 1415 1331 

4 1782 1912 1569 

 

 

In Farash et al scheme, 9 session keys are generated. So, the transmission time is more. The transmission time in Huang et 

al scheme includes the signature verification time. Figure 2 shows that the transmission time in the proposed scheme is less 
when compared with the other two schemes. 

  

 

    

 
 

 

  

 

Figure 2 Communication time (Key length 512 bits) 

 

 

 

The secret key computation time will be very negligible in the real time computing environment, because the real time 

responses are in the order of milliseconds and sometimes microseconds. The key can be refreshed between smaller time 

intervals and the improved throughput in real-time systems will not affect the performance of the system. The long-term keys 

of any of the participants do not compromise the session keys established in previous protocol runs. By setting very small time 
limit, the perfect forward secrecy can be improved. 

 

IV   CONCLUSION AND FUTURE WORK 

 

In this paper, multi-party authenticated key agreement protocols such as identity-based authenticated key agreement 

protocol is proposed. Some of the existing related protocols are reviewed and the proposed protocol is compared with them. 

The various related protocols are compared by considering the computational complexities. It is also proved that the proposed 

protocol is efficient. With today‟s cloud-based environments, there are multiple data centers which spread across through 

multiple vendors. Data controls can be implemented using an efficient authenticated key agreement protocols. 
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