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Abstract— At present, internet technology has become very
pervasive, since multiple devices connected via the internet. With
the emerging growth in internet technology, 10T applications are
performing a significant role in the human day today life.
However, many researchers stated that 10T is not secure, and
various security problems are considered a major challenge for
fully fledged loT infrastructure. The existing loT architecture
faces a number of security challenges and not able to fulfill the
futuristic security requirements. Therefore, to overcome such
challenges, an efficient and promising "Routing Protocol for
Low-power and Lossy Networks™ (i.e., RPL) mechanism have
been investigated to offer secure loT infrastructure. The
challenges are ever increasing, and the solutions have to be ever
improving. Therefore, the contribution of this survey study is to
discuss the evolution of 10T technology and security analysis over
each layer of 10T infrastructure. Additionally, the survey study
categorized into two folds, including secure routing in loT and
authentication mechanisms in the loT environment. The last
section concludes various research challenges that still exist in the
literature, and provide guidelines to mitigate existing problems,
also can help to understand new research directions to defend
10T against malicious security attacks.
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. INTRODUCTION

At present, the "Internet of Things" (IoT) has emerged from
technology jargon, into a high success across the range of
industries. 10T is an architecture of interrelated sensor devices,
digital and mechanical machines, physical objects, or humans
that have the ability to communicate and transfer data entire
the network without the need of human-to-human or human-
to-computer interaction (Shown in Figure-1). 10T has
developed with the convergence of wireless network
technologies, micro-electromechanical systems (MEMS),
micro-services, and the internet [1]-[5]. The following are the
four key points that will be inherent in an IoT system, i)
Ensuring continuous availability of 10T-based devices will be
important to avoid potential operational failures and
interruptions to enterprise services. ii) Disruptive cyber-
attacks, such as distributed denial-of-service attacks (DDoS),
could have new detrimental consequences for an enterprise.
iii) Another big challenge for enterprises in an IloT
environment will be figuring out how to quickly patch loT
device vulnerabilities -- and how to prioritize vulnerability
patching. iv) The challenges for enterprises lie in identifying
where security controls are needed for this emerging breed of
Internet-connected devices and then implementing effective
controls [6]-[9].

IoT is the one of the fastest globally emerged
technology, with the specific research on how the security
concerns for full-fledged IoT applications have been attracted
to the researchers owing to the increasing requirements of
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secure loT applications. There exists a number of security
issues with existing models and technologies which strengthen
loTs. The security challenges in the 10T domain are enormous
and interesting. Most of the loT applications themselves are
not well organized if we look from a security viewpoint. With
the increasing growth of Distributed Denial of Service (DDoS)
attacks in the era of 10T [10] has increased major interest in
the internet world. Furthermore, the resource constraints make
the restrictions upon security measurements, which included
with automated devices. This is also one of the serious topic
related to loT application design and promotes further
research in the development of an efficient security system.

Figure 1 Rise of 10T Technology

Most of the existing studies have often considered
security requirements to support the real-time loT application
as established. However, in the practical scenario of loT
analytics, which has a major constraint for processing task,
selecting the appropriate protocol is very crucial. Therefore,
this survey study has focused on security protocols required
for real-time 10T applications.

A. The contribution of present survey study as follows
l. From the literature studies, have to identify the

research challenges in the existing communication
and secure data forwarding between the devices and
usersin loT.

Il. The study presents a comprehensive taxonomy of 10T
architecture design and more focus on IoT analytics
and discusses security requirement towards
communication paradigm.

Il Next, discuss the existing secure routing mechanism
for parallel data transmission. Also discussed the
authentication systems in loT which demonstrate
how the real-time 10T applications work.

JETIR1906N73 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 156


http://www.jetir.org/

© 2019 JETIR June 2019, Volume 6, Issue 6

www.jetir.org (ISSN-2349-5162)

V. In the last, have investigated multiple research
challenges, and provide future directions where
researchers can adapt to addresses the security
requirements for real-time loT system design.

Paper Organization: Section-1l discuses about secure
communication paradigm at loT layered architecture. Section-
I11 focused on secure routing for efficient data transmission,
followed by authentication mechanism in real time loT
analytics in Section-1V. Section-V outlines the current trends
in secure 10T application design, followed by open research
challenges in Section-VI. The last section-VII provides the
conclusion and future research scope.

Il.  SECURE COMMUNICATION IN IOT LAYER

From the researcher's point of view, an architecture of 10T is
not standardized yet. Because of the increase in the security
challenges are rapidly varying in the case of availability and
dependability. Therefore, Suo et al. [11] considered four-
layered architecture, which mainly concerned about security
needs in 10T system (Figure-2).

The first bottom layer of 10T architecture is Perceptual-
Layer (PL), is also referred to as the recognition layer. The
initial role is to collect the essential information from various
sensor devices and collaborate with the physical environment.
The person to machine or machine to machine interaction
performs data collection and communication. It embedded
with various physical systems like e.g., RFID reader, sensors
actuators, Bluetooth devices, and many more. The information
collects using these devices can be environmental temperature
or conditions or may information about any object. So in this
layer, the key components are the sensor devices which sense
and collects the information and represent the collected
information in digital format. As these are considered a key
source of information and security and authenticity of this
layer are most essential [12]. The main challenge related to
this layer is sensor collected data privacy. The user should be
aware of data being sensed, and in that situation, the user
should be able to remain anonymous. This is considered as the
significance of key agreement at PL..

The next layer is Network-Layer (NL) is also terms as
packet transmission layer. The main role is data/information

transmission collected from the bottom layer (i.e., PL). The
job is to transfer the data packets collected from the network
securely. The transmission mode can be Bluetooth, Wi-Fi, or
satellite communication. With the support of communication
protocols, this layer provides connectivity between sensor
devices. In the real scenario, the whole communication
process occurs over the internet, and the sensor is distributed
over the network. However, this layer also faces some security
problems. For example; 10T will be network congestion owing
to massive data transmission. To overcome such problems,
some existing mechanisms like IP-Sec, TLS, and anti-DDoS
can be utilized to prevent the 10T architecture from malicious
activities [13]. In this, security can be measured in terms of
authentication of sensors connected to the network. Also,
different cryptography mechanisms, including End to End
encryption or node to node encryption methods, have been
introduced [14], [15].

The transport layer is mainly responsible for data
segmentation in terms of data units, Error control, and Flow
control, which maintain the data transmission process. All the
data collected from sensor devices at the physical layer
reaches the transport layer via the network layer. The data
available at this layer may be in a plain or encrypted format.
However, there are still major security concerns about
improving data privacy. It reliably supports the various
technologies like cloud computing, fog computing, which
facilitates the transport layer at 10T infrastructure.

The topmost layer: Application-Layer (AL) directly deals
with end users. This layer entirely depends upon users
activities, their requirements, and services using various user
interface (UI) applications. The Ul can be a mobile device or
any handheld device which uses the service of 10Ts. These
devices in the AL directly interact with the end user and
provide service acceptance in real time 10T applications. At
this layer, also some security measurements require so that
Yan et al. [16] have introduced a multi-user authentication
mechanism to ensure the strong security at this layer.
Furthermore, encryption algorithms and anti-virus protocols
can be utilized to maintain data privacy and security. These
techniques ensure data security and privacy over the
distributed I0T environment.
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Figure 2 Security Management at 10T

Ill. SECURE ROUTING MECHANISM IN IOT

A Fully fledged IoT architecture is not standardized yet.
Different organizations like IEEE and ITU are more focusing
to develop a standardized loT architecture. Existing studies
introduced few technologies e.g., IPv6, IEEE 802.15.4, and
RPL routing protocols are adapted to fulfill the need of future
internet technology. The objective is, an efficient routing
protocol should meet the security requirements and provide
optimal routing strategy [16].

Furthermore, a security-based routing protocol for 10T is
needed to identify and avoid single way communication and
be optimize the transmission energy usage. Also, IPv6 and
mobility are contained significant characteristics. The security
solution used includes proactive routing protocol, which
capable of viewing entire global network topology at real-time
and reactive routing protocol, which identify the optimal
routes on real demand [17-19] — the below table-1 highlights
the most significant routing protocols in 10T environment.

A. RPL routing protocol: In the year of 2012, IETF
introduced an RPL protocol [17]. It is a distance vector IPv6
routing protocols, where routing information is organized in
terms of DAGs (Directed acyclic graphs), and further, it is
classified into destination oriented DAGs [18]. The destination
oriented DAGs consists of multiple sensor nodes with the sink
node, which collects the information from these nodes. This
protocol differentiated based on 4 factors including;
destination oriented DAGs ID,

version number, instance id, and rank while destination
oriented DAGs sink node is connected [19]. Optimal path

selection in RPL is depended upon destination oriented DAGS
link, information cost in terms of processing load, throughput,
energy, and latency. The RPL can incorporate with variations
in traffic and signal information exchange between the nodes.
Moreover, it supports the point to multi-point, multi-point to
point, and point to point traffics. [20].

B. Improved RPL protocol: The essential enhancements
have been done to improvise the performance in the basic RPL
routing protocol. A standardize point to point RPL protocol
allows the IPv6 routers in an LLN to establish an optimal
route in IPv6 routers [21]. An improved RPL protocol is
aiming to improves reliability. Dynamic RPL is introduced for
dynamic loT applications [22]. The dynamic RPL protocol has
the ability to improve the energy efficiency of the network and
the end-to-end delay. The mobile-based RPL terminology is
introduced with the purpose of mobility management over the
10T infrastructure. This protocol ignores the external metrics
resulting in non-required handover operations and establishes
unreliable communication links.

C. CO-RPL: This routing protocol is a non-standardize
improved version of the RPL protocol in which mainly
invested for cognitive networks [23]. CO-RPL utilizes an
opportunistic transmission technique to send the data packets
by selecting the optimal route. It will coordinate with
neighboring nodes and selects an appropriate next hop to
transmit the data packet to. Destination-oriented DAG is
developed similar to the RPL protocol. Each sensor node
continuously forwards the set of the packet instead of its root
node only and informs to the neighboring nodes by changeling
the DAG information object message. From this update
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information, every sensor node dynamically alters the node
priorities to set an optimal route.

D. Channel aware routing protocol: CARP: CARP is a hon-
standardize distributed RPL protocol especially utilized for
underwater WSNs [24]. It delivers the data packets in an
optimal time period with minimum energy consumption.
Additionally, it supports good quality communication link,
which is computed from the successful transmission of data
packets. The major drawback of this protocol is that it doesn't
allow reusability of historical data. An improved version of
the CARP protocol is introduced and allows the sink node to
secure the historical sensor data [25]. Therefore, the enhanced
CARP protocol minimizes the communication overhead.

E. Ad-Hoc on demand distance vector routing protocol™
(AODVRP): AODVREP is classified into hop by hop reactive
routing protocol. It uses route request (Rreq), route reply (Rep)
cycle, which is started each cyclic period of packet requires to
be forward to the destination node [26]. Two types of
AODVRP are; lightweight AODVRP next generation and

AODVRP version-2. While AODVRP is only utilized for hop
count and considered as routing metric, also possibly utilized
as an energy-aware metric.

Furthermore, other routing protocols have make the
simplifications over AODVRP in order to minimize the
complexities and highly effective for dynamic and resource-
limited WSNs. Such protocols are AODVRPbis, LOADnNg,
TinyAODVRP, LoWPAN-AODVRP, and many more. The
objective is to offer advanced metering infrastructure with the
asymmetric bi-directional route between source to destination
nodes while normal RPL path is not available.

In the literature, the multiple numbers of security-based
routing protocols are available, which prevent the routing
attacks. In the study of Leong [27] proposed a secure multi-
hop routing protocol which enables the loT devices to
collaborate in a secure manner. It attains this by guaranteeing
that 10T applications authentication before the network
deployment.

Table 1 most significant routing protocols in the 10T environment

Protocol | Functionality | Traffic | Mechanism | Algorithm | IPv6 Routing Characteristics | Limitations

Name type support | challenges

RPL Proactive Multi- Energy- Distance- Yes Local and | Self- No security
point to | aware and | vector, global configuration,
point, multipath source hosting, schedule
P2pP routing routing energy management

consumption,
mobility,
high
scalability,
storage

Point to | Reactive P2P Energy- Distance- Yes Local and | Finds a reliable | More

point aware vector, global route for any | storage, no

RPL source hosting, source to | security

routing energy destination pair
consumption,
mobility,
high
scalability,

CORPL Proactive Multi- Energy- Distance Yes Data Opportunistic More
point to | aware and | vector management, | forwarding storage, no
point, multipath sever security
P2pP routing technologies

CARP Reactive Multi- | Energy Link state | Yes Data and | Communication | No security,
point to | aware and storage quality for | no
point, multipath management | packet reusability
P2P routing transmission, for existing

high data | data
delivery,
minimum
traffic delay
LOADnNg | Reactive P2p Energy- Distance Yes Energy Applicable for | No security,
aware vector consumption, | generic traffic | more delay
mobility, pattern in route
high selection.
scalability,
storage

IV. AUTHENTICATION SYSTEM IN 10T

IoT plays a significant role to offer verities of smart services
via the sensor devices, for example; smart home, smart
vehicular systems, environment monitoring, smart healthcare
systems, and many more. 10T infrastructure contains a number
of distributed sensor devices which rapidly collects and
forwards the information to perform multiple tasks. Built-in

0T applications provide reliable data transmission, e.g., Smart
healthcare systems monitors, tracks, and diagnose human
diseases. In the traffic monitoring systems, sensors collect a
set of information related to the flow of road traffic, uses that
information to manage the traffic. However, these smart
systems are prone to cyber attacks as equipped with multiple
sensor devices deployed in a distributed environment. An
unauthenticated user may control the sensor to forged the
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information from the system, which may cause security issues.
To overcome network security and privacy challenges over the
0T environment, it is essential to develop a security system to
attain mutual authentication and create a secure
communication link between the user's device and sensor
nodes [31], [32].

In the literature, multiple authentication mechanisms
have been designed to ensure data transmission security. A
general authentication and key generation elliptic curve
cryptographic approach is introduced by Liu et al. [33], where
the open-ID mechanism is utilized to allows the users to
maintain a single account and an authorized user can login.
Later Ndibanje et al. [34] demonstrated that the proposed
study of [33] couldn't resist replay and compromised with
malicious nodes, to overcome this problem authors [34]
proposed a symmetric encryption method which contains the
additional procedure to update the password. Farash et al. [35]
introduced an efficient authentication mechanism to resolve
the existing security protocols weaknesses. The proposed
authentication protocol supports the loT environment and
mitigates the security mentioned above shortcomings. Then
Amin et al. [36] have listed limitations of the existing scheme
and proved that Farash's scheme is susceptible to offline
password guessing, smart card issue, and user impersonation
attacks. As a solution, Amin et al. investigated a modified
security model for remote user authentication in 10T using bio
hashing approach.

Liu et al. [37] introduced a bilinear authentication and
secured data transmission scheme for wireless healthcare
systems. Authors claimed about the existing scheme which
can resist malicious attacks, including replay attack, offline
password guessing attack, etc. In [38], Li et al. proposed an
improved authentication protocol for 10T based healthcare
systems. In this study, the authors used a lightweight
mathematical model, including hash function and XoR
operations. In another study of Kalra and Dhillon [39] have
introduced a multi-factor remote wuser authentication
mechanism for 10T application using XoR and hash function
scheme. In the recent year, Mishra and others [40] presented a
robust authentication model for loT applications, which
employs hash values and pre-distributed keys to attain
authentication between the sink node to the receiver node. An
anonymous authentication scheme is introduced by Li et al.
[41], which uses biometric information, users password, and
smart card as basic elements and construct a model with
simple computations of hash functions. A bi-linear signature
pairing scheme is investigated for commercial loT
infrastructure without employing hash operations, and provide
a secure data transmission with minimum cost [42].

A lightweight authentication and secure routing
mechanism are introduced by Mick et al. [43]. The
contribution was to analyze the authentication and routing
protocols in the domain of data networking IoT. Authors
presented a model of efficient and secure routing strategy in
data networking and demonstrated its effectiveness and
significances by analyzing the proposed data networking
model. Zhou et al. [44] proposed a key agreement and
authentication mechanism which provide un-linkability for
IoT applications by employing the bilinear pairing approach.
The existing security mechanism demonstrated that the
proposed security protocol is un-forgeable in selecting the data
attack. The experimental study evaluated the computation and
communication cost and compared with existing studies.
Another lightweight approach of authentication and session
key establishment paradigm is introduced for smart home

systems [45]. The proposed system incorporated with the
Diffie-Hellman protocol for session key establishment and
utilized an alternative approach. Through this mechanism,
authors conquered some security challenges and provided an
efficient solution in the domain of smart home system
development.

The existing authentication protocols have high
computational challenges, and most importantly, all are
instantiated by user authentication. It is quite challenging to
apply in the state of art of the current 10T environment where
sensing devices collaborate and fulfill the lightweight
authentication. In this context, Ning et al. [46] introduced an
initial approach of communication key sharing method for
sensor networks employing symmetric operations. With
permutation functions, the proposed method can establish the
sequence of characteristics to improve the accuracy of key
sharing over sensor networks.

In the study of [47] Xue et.al, have designed a secure
and handover authentication protocol for space information
networks, in which satellites are given the capability to
authenticate users to avoid the online involvement of the
network control center (NCC) when authenticating users,
thereby reducing long authentication delay and avoiding a
single point of bottleneck in NCC. The existing authentication
schemes don't achieve the security and privacy goals in terms
of offline password guessing attacks and to enhance the
security with minimum time consumption for authentication
have proposed an authentication model for indeed security
with formal proof [48].

V.  CURRENT TRENDS IN SECURE IOT DESIGN

The primary intention of adopting security mechanism over
the l1oT environment is to maintain privacy, authenticity and
ensure the security of the device, users and entire 10T model
and to ensure the confidentiality and availability of the
services offered from IoT infrastructure. Thus, security
measures are applied according to the threat vectors. The
below figure-3 represents the statistical graph of the various
trends and techniques which have been proposed from 2016 to
20109.
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Figure 3 Research trends in 10T security from 2016-2019

It can be noticed that authentication is becoming
more popular with a security concern, whereas trust
management policy is gaining more popularity, owing to its
defeat or detection technique of malicious node. Furthermore,
the study on encryption method is more focusing on
lightweight encryption policies for low constrained devices.
Authentication is a method of mitigation of various attacks
that occurred at 10T architecture e.g., replay attack, and many
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more. The popularity of authentication scheme reaches 60% to
allow the authorized users to access an application layer of the
0T system.

VI. RESEARCH CHALLENGES

At present, 10Ts plays a significant role in various
fields ranging from Education to Research area, Health care to
Business and Government to Private sectors and it has become
most essential part all over the world for various purpose. As
already stated, day by day number of devices connected and
possess like digital identity. In the future, everything is
represented as virtually (e.g., digital money transfer). By the
use of digital devices, humans can perform any task from
anywhere over the globe, and physical presence doesn't exist
anymore. However, usually, the security requirement and
vulnerabilities are also rapidly increasing with advanced
technology. In the literature, a number of security problems
have been discussed, and a promising solution is not provided.
Usually, sensor devices have limited storage with less
computational ~ capacity.  Therefore, a lightweight
authentication mechanism is required for new loT
architecture. An ECC has appeared as an optimal solution for
resource constrained loT applications. Furthermore, the
invention of quick response (QR) codes provide a secure
authentication protocol for loT infrastructure. It is quite a
similar line barcode technique, but it has more storage
capacity. Even more, this technique can be implemented very
easily and connected with anything by the user itself. Hence,
sensor, if attached with QR-code, can be very easily utilized
by any person through scanning the QR code. Therefore, as
privacy and security concern, an efficient and highly secured
QR-code method is required.

From the survey study, have noted that secure RPL
protocol only responsible for securing the control messages,
there is no additional security mechanism has been
implemented in the existing version of RPL protocol [19]. In
the survey study of David et al. [49], have outlined that
existing RPL security scheme suffers from various attacks
including; routing replay attacks, Byzantine attacks,
Falsification attacks, Selective forwarding, sinkhole, black-
hole attacks and so on. In the comprehensive study of [18],
analyzed various internal attacks on RPL and identified the
drawbacks of RPL protocol. Also, various research proposals
have identified the security challenges in RPL and
6LoWPAN, which point out about internal attacks and threat
modeling. All these research studies can guide in the adoption
of secure routing protocol for loT architecture deployment.

The RPL and 6LoWPAN are the promising security
solution for future loTs. The network with low powered
devices should be more secure for network security. Since the
IoT world will be internet connected network, the RPL based
network infrastructure could be a significant part of future loT
world. Relatively, very less research has been done in RPL
security system. Even more, Le et al. [50] presented a security
mechanism over RPL. Furthermore, improvements are
required.

Above these research proposal considerations, there is
one more essential concern is related to the security of sensor
devices, that is a person's carefulness. In the practical scenario
of BotNet creation and DDoS attacks generated from loT
devices, an attacker can easily access the smart devices using
Brute-Force method. The problem of default password settings

are never changed, and port information kept open for
networks where attackers can hack into the user device.
Therefore, essential guidelines and more security practices are
to be followed by authorized users while operating their
devices. It should be well secured with security policies, and
privacy measures should be mandatory.

VII. CONCLUSION

With the tremendous growth of automated and digital
devices, the entire world is considered an internet connected
environment, and everything is collaborating. An loTs
referred to as ubiquitous computing technology where
actuators and sensor devices are connected with living as well
as non-living things. However, the security requirement in
0T architecture and related technologies have a significant
role in the deployment of it. In this comprehensive study, have
discussed the evolution and importance of loT technology.
Also analyzed the various security challenges and requirement
of 10T architecture. The analysis of the security mechanism is
categorized into two folds viz; security based on routing
protocols and authentication mechanism in the IloT
environment. From the literature, studies have found various
research challenges that are not solved yet. These research
challenges can provide a better solution to understand the
problems and could be a future research direction to safeguard
the 10T environment against various security attacks.
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