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Abstract: The devices in the Low power and Lossy networks
have limited resources. Routing Protocol for these networks
suffer from various attacks out of which Hatchetman is one of
them. In this attack, the malicious node modifies the DAO-
ACO packet with address of fictitious destination node. This
attack leads to consumption of energy resources and degrades
the network’s performance. This paper proposes detection
scheme for these attacks which require the coordination of the
neighboring nodes to validate the piggybacked source address.
The performance of the proposed scheme was analyzed based
on remaining energy, throughput and packet delivery ratio.
The scheme showed improvement against the network under
the attack.
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I. INTRODUCTION

The Low Power and Lossy Networks (LLNS) is a
special class of the loT where elements of the
network are resource-constrained (i.e., limited
processing, storage, communication and power
sources) and the environment is lossy [1]. The IETF
and the IEEE proposed several standards to connect
such networks to the Internet and allow various
applications to be supported efficiently. The set of
protocols are called as the standardized protocol
stack [2].

Routing Protocol for Low power and Lossy
Networks (RPL), is the de facto 10T routing protocol

for communication. On initiation, a RPL protocol

creates a tree like topology called Directed Acyclic
Graph (DAG) and every sensor node operating in a
RPL network selects a parent node which acts like a
packet gateway for that node. Information regarding
the topology of RPL is maintained as a graph-like
structure called the Destination Oriented Directed
Acyclic Graph (DODAG). The DODAG consists of
paths from the sender nodes to the sink node. During
routing, every node maintains its rank relative to its
position in the DODAG tree, and every DODAG is
populated with parent information. A security
design weakness in the IETF RPL standard is the
lack of specification of how the authentication and
secure network connection among sensor devices
running security critical missions is defined. This
exposes such devices to attacks. In fact, studies [3,
4] have shown the RPL protocol to be vulnerable to
several routing attacks including:  Route

Falsification, Byzantine, Rank, Routing
Information Replay, Sybil, Selective Forwarding,
Sinkhole, Blackhole, Greyhole and Version

Number attacks.

Section |1 of this paper presents review of existing
techniques that focus on security of RPL networks.
Section Il presents detection scheme for

Hatchetman attack. Results have been shown in
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Section 1V and finally the paper has been concluded

in last section.
Il. LITERATURE REVIEW

In this paper [5], the authors investigate a new type
of DoS attack, called hatchetman attack, in
promptly emerging RPL-based LLNs. In
hatchetman attack, the malicious node manipulates
the source route header of the received packets, and
then generates and sends a large number of invalid
packets with error route to legitimate nodes, which
cause the legitimate nodes to drop the received
packets and reply an excessive number of Error
messages back to the DODAG root. As a result, a
great number of packets are dropped by legitimate
nodes and excessive Error messages exhaust the
communication bandwidth and node energy, which
lead to a denial of service in RPL-based LLNs. They
conduct extensive simulation experiments for
performance evaluation of hatchetman attack and
comparison with jamming attack and original RPL
without adversary. The simulation results indicate
that the hatchetman attack is an extremely severe
attack in RPL-based LLNs.

This paper [6] considered the Rank Inconsistency
Attack (RInA), which is illegitimately change the
rank value and makes the network vulnerable. The
proposed architecture E2V has three phases such as
rank calculation, substantiation and malicious node
elimination. The ultimate aim of E2V method is to
detect and mitigate the RInA attack which includes
sinkhole, selective forwarding and blackhole
attacks. This system also identifies rank

inconsistency based on the energy of each node.

Hence, this approach enhances the secure routing in
RPL based Internet of Things.

This paper [7] presents two lightweight mitigation
techniques for RPL Version Number Attacks
(VNA) which affect the performance of IPv6-
connected Low Power and Lossy Networks (LLNS)
detrimentally. By means of the proposed
techniques, the delay caused by the attacker can be
shortened up to 87%, the average power
consumption can be reduced up to 63%, the control
message overhead can be lowered up to 71% and the
data packets delivery ratio can be increased up to
86%. The proposed techniques, while allowing the
ordinary RPL operation, trade off the mitigation
performance against the resource overheads and
thus allow network administrators to choose the

right scheme for their RPL network.

In this paper [8], the authors present a novel
detection method for malicious packet dropping
attacks against RPL-based networks. The proposed
method is based on the anomaly intrusion detection
system and detects malicious packet dropping in the
presence of normal packet losses. They evaluate the
performance of the method on Contiki's network
simulator, Cooja. The evaluation results show that
the method has good performance in detecting
malicious packet dropping attacks. In every case,
the successful detection rate is greater than 94% and
the false alarm rate is less than 3%.

This paper [9] proposed a detection technique for
rank attack based on the machine learning approach
called MLTKNN, based on K-nearest neighbor
algorithm. The proposed technique was simulated in

the Cooja simulation with 30 motes and calculated
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the true positive rate and false positive rate of the
proposed detection mechanism. Finally proved that,
the performance of the proposed technique was
efficient in terms of the delay, packet delivery rate

and in detection of the rank attack.

In this paper [10], the authors propose a
misbehavior-aware detection scheme, called MAD,
against energy depletion attack in RPLbased LLNsS,
where a malicious node intentionally generates and
sends a large number of packets to legitimate node
to excessively consume the energy resource of
intermediate nodes located along the forwarding
path, and finally makes the resource-constrained
network suffer from denial of service. In the MAD,
each node maintains a count of the number of
received packets from its child node within a
specific time window, and then compares the count
with a dynamically calculated threshold to detect
potential energy depletion attack. They conduct
extensive simulation experiments for performance
evaluation and comparison with the original RPL
with and without adversary, respectively. The
simulation results show that the proposed scheme is
a viable approach against energy depletion attack in
RPL-based LLNs.

In this paper [11], the authors investigate the effects
and challenges of using RPL’s security mechanisms
under common routing attacks. First, a comparison
of RPL’s performance, with and without its security
mechanisms, under three routing attacks
(Blackhole, Selective Forward, and Neighbor
attacks) is conducted using several metrics (e.g.,
average data packet delivery rate, average data
packet delay, average power consumption... etc.)

Based on the observations from this comparison,

they came with few suggestions that could reduce
the effects of such attacks, without having added

security mechanisms for RPL.

This paper [12] attempts to identify intrusions aimed
to disrupt the Routing Protocol for Low-Power and
Lossy Networks (RPL). In order to improve the
security within 6LOWPAN networks, the authors
extend SVELTE, an intrusion detection system for
the Internet of Things, with an intrusion detection
module that uses the ETX (Expected
Transmissions) metric. In RPL, ETX is a link
reliability metric and monitoring the ETX value can
prevent an intruder from actively engaging
6LoWPAN nodes in malicious activities. They also
propose geographic hints to identify malicious
nodes that conduct attacks against ETX-based
networks. They implement these extensions in the
Contiki OS and evaluate them using the Cooja

simulator.
111 PROPOSED SCHEME

In the proposed work, the first focus is given on the
selection mechanism of the route to the sink node.
Our detection scheme requires the cooperation of
the nearest neighbors of the nodes (that are in the
path to the sink node) to detect the manipulated

piggybacked source route.

To have the nearest neighbors, the DODAG root
will create two disjoint paths to the sink node. First
path will be the one having maximum value of
RSSI. The second path will be the one having
second maximum value of RSSI. When two paths to
the sink node are created, the DODAG will send
DAO message over both the paths to the sink node.

These messages will contain piggybacked source
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route of two paths i.e. the information of second
path will be piggybacked over the first path and

vice-versa.

Under the attack, when the invalid packet reaches
the legitimate node that is one-hop prior to the
fictitious destination, the receiving node will cross-
verify the information about the path from the

nearest neighbor in the second path.

The receiving node will send verification packet to
the nearest neighbor in the second path. This
verification packet will contain the piggybacked
address of the received source route (manipulated
by the malicious node). Since the nodes in the
second path have original information (not
manipulated by the attacker node), the nearest node
can verify the piggybacked source route of the
verification packet.

If any abnormality is found, the node in the second
path will confirm that predecessor node has
manipulated the route address. It will inform the
same to the DODGA root node and to the node
(which sent the verification packet). DODAG root
will also inform about the malicious node to the
nodes in the first path. Then, it can send data to the

sink node over the second path.
IV. RESULTS

The proposed detection scheme was aimed at
making the network secure againt Hatchetman
attack. The authors in the existing scheme [5] had
only described this attack without giving any
solution to detect it. The scenario for the attack and
the detection scheme was implemented and

analyzed in network simulator 2.35. The network’s

performance was analyzed based on packet delivery
ratio, throughput and remaining energy of the

network.
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Figure 4.1: Throughput Comparison

The above graph shows the comparison of the
throughput under attack and with detection scheme.
The value of throughput for the proposed detection
scheme was 4.3 Kbps and under the attack was 2.5
Kbps.
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Figure 4.2: Remaining energy Comparlson

The above graphs shows the comparrson of the"

remaining energy of the network under attack and
with detection scheme. Initially the nodes have
energy of the 100 Joules and at the en_d of simulation
the value of remaining energy fer_~- ,t"‘he' proposed
detection scheme was 73.18 Joulev;s:an.d under the

attack was 70 Joules.

| Remaining Energy

. Figure 4.3: PDR Comparison

The ébé\/-e ‘graphs shows the comparison of the
packet deIi'\'re'ry ratio under attack and with detection
scheme The value of PDR for the proposed
detectlon scheme Was 68.07 percent and under the
attack was 49,46_,percent.

: ‘Peramete'r\sc'heme Under Detection

Attack Scheme

~ PDR 4946 % | 68.07 %

70 Joules | 73.18 Joules

Throughput 2.5Kbps | 4.3 Kbps

Table 4.1: Results Comparison
V. CONCLUSION

This work was aimed at making the lossy network
more secure against Hatchetman attack. The
proposed detection scheme worked on multi path
scenario and ensures that malicious node is detected

by the cooperation of the nodes mutually. The value
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of PDR was less under the attack because legitimate
nodes send so many route error messages to the
DODAG root node upon receiving non-existent
destination address. This creates packet drops in the
network. The detection of the malicious node with
the proposed scheme ensures higher value of packet
delivery ratio which also augments the throughput
of the network. Again, the increased sending of
route error packets leads to more energy
consumption of the nodes which reduces the
network lifetime under the attack. Therefore, the
better values of three parameters helps us to
conclude that the proposed scheme has successfully
detected the attack and improved the performance

of the network.

This work considers that single malicious node is
present in the network. In future, collaborative
Hatchetman attack can be considered in the
network.
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