
© 2019 JETIR June 2019, Volume 6, Issue 6                                                           www.jetir.org (ISSN-2349-5162) 

JETIR1907A50 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 184 
 

VANET SECURITY AND PRIVACY – AN 

OVERVIEW 
Vikas.Sindhu1* 

Deepak Kumar2* 

1,2, ECE Department Of  U.I.E.T, MDU, Rohtak, India 124001. 

                                                  

Abstract 

For increasing safety in vehicles, we have 

Vehicular Ad hoc networks (VANETs) system. 

This System Designed to increase safety, driving 

efficiency and make the driving experience more 

reliable. VANETs connect vehicle into a huge 

mobile ad hoc network share data on a bigger 

scale. However, communicating in a free 

environment makes security and privacy issue an 

actual challenge, which may disrupt the VANETs 

system. Researchers have found a resolution to 

this problem. In this study, the simulation result 

using MATLAB Software. This authentication is 

used to minimise routing overhead created at  the 

time of transmission and providing the maximum 

throughput to the VANET . This scheme reduce 

the number of packets lost and provide better 

throughputs and  less end to end delay which 

shows the more satisfying performance as 

matched to earlier Research work . This chapter 

includes the simulation result using MATLAB.  

Keywords: VANETs, SECURITY AND 

PRIVACY REQUIREMENTS 

 

1. Introduction 

A Vehicular Ad-Hoc community is a kind of 

Mobile Ad-hoc Networks, to provide cars verbal 

exchange amongst nearby vehicles and nearby 

fixed gadget i.E. Onboard devices and roadside 

device. The Communication of motors is largely 

three sorts-1) Inter-automobile communique 

abbreviated as IVC i.E. Vehicle to vehicle 

communique,2) Vehicle to roadside conversation 

abbreviated as RVC i.E. Communication between 

the roadside unit (RSU) and cars,3) Inter-roadside 

conversation i.e. Communique between the 

roadside unit and the base station. The capacity of 

VANET has to provide protection and visitors 

control. Vehicles can notify other vehicles of 

unsafe road situations, site visitors jamming, or 

brisk stops. 

In a VANET, sure moving automobiles in an 

extremely little location constitutes a mobile. It 

implies that the range of the wi-fi sign, i.e. 

Transmitting quarter from a transferring vehicle 

is among a restrained area ( almost three hundred 

meters). A car called a node will do transmitting, 

receiving and routing (connecting) to unique 

nodes at the same time as no longer facilitate of 

any switch like Base Station (BTS) in mobile 

community or Access factor (AP) in 

neighborhood place community or genuinely we 

are able to say direct communication between in 

vehicles and no want to access factor . 

Additionally, the shifting car in a really VANET 

could be connected to a exclusive network like 

basic version community, internet, and so forth. 

The variety of spectrums for the automobile 

communique is specified by using the federal 

conversation fee. For IVC (Inter-Vehicle 

Communications) and RVC (Road to Vehicle 

Communications), the operating frequency is 

seven hundred MHz bands. This range is referred 

to as radio equipment of the 700MHz band 

shrewd delivery system. In 2017 this band 

enactment for IVC AND RVC.   In ARIB STD-

T109, IVC and RVC perform on a unmarried 

channel by means of using time division duplex 

which helps to keep away from body collisions 

between IVC and RVC. IEEE, 802.11p group 

describe the brand new physical layer and MAC 

(Medium get right of entry to manage) layer for 
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inter-vehicular verbal exchange. Moreover, the 

IVC   CSMA/CA (Carrier Sense Multiple Access 

with Collision Avoidance)  is used for 

communication among the cars which support 

common inter-car connectivity adjustments. But, 

this system suffers from a drawback of the 

increase in the body collision possibility due to 

the fact many cars might also concurrently begin 

the IVC transmission method at the start of the 

IVC duration.  

2.   SECURITY AND PRIVACY 

REQUIREMENTS 

After deployment of VANET, shrewd onboard 

packages keep a document of a massive quantity 

of automobile movement statistics and character 

statistics of the vehicle. Fraud or unwell-

utilization of such facts can lead to severe privacy 

and general protection troubles. There is a dire 

necessity to triumph over those worries before 

huge-scale deployment of VANET. 

 There are 3 primary protection necessities that 

must be met in VANETs to address any hazard, 

which is: authentication, integrity, availability 

and conditional privacy. These requirements are 

necessary so that every VANET system should 

observe.  

Authentication: The basic and fundamental 

requirement for vehicular community protection 

is authentication. In VANET Authentication 

describes machine personal communication. 

Authentication is essential for verifying a claim 

of authenticity. Particularly in VANET, 

authentication means confirming the identity of a 

vehicle and distinguishing true motors from 

unauthorized automobiles. It is important to make 

sure that the transmitted messages originate from 

actual vehicles and now not from non-existent 

nodes due to the fact transmission of malicious 

messages can lead to severe outcomes like human 

accidents, traffic disruptions and in extreme 

instances may additionally even lead to death.  

Consequently, message authentication is essential 

in VANET. 

Integrity: integrity stands the information of 

nodes are not altered by intruders. simply say data 

must be authentic means not modified. 

Availability: stands for the network must be 

available to the user or real nodes even it is 

attacked by an intruder. 

Privacy in VANET SYSTEM:  

Unquestionably, a motive force avails from the 

traffic-associated messages that are robotically 

despatched through other close by cars. Despite, 

those messages include a sender's personal 

records, which include the automobile's integrity 

(plate license range), location, and direction. 

Simply, people are not involved to reveal this 

private records to 0.33 parties. Therefore, a 

reliable mechanism need to stop an unapproved 

individual from figuring out the aggregate of real 

identification and other mystery statistics. On the 

alternative hand, a committed authorization (e.G., 

police, sheriffs) has the proper to show a vehicle's 

identification in case of unlawful hobby 

occurring. Through, conditional privacy 

protection is important for VANET device. 

Literature Review  

G. Samara, Wafaa A.H. Al-Salihy, R. Sures" 

examine of a protection review of vehicular 

advert hoc networks (VANET)" National 

Advanced IPv6 Centre, Universiti Sains 

Malaysia, 2010Vehicular Ad Hoc Networks 

(VANET) has frequently earned the eye of 

contemporary research disciplines while 

contemporary resolutions to attain at ease 

VANET, to guard the network from rival and 

assaults nonetheless no longer enough,  looking 

to deliver a satisfying degree, for the driving 

force and producer to achieve the safety of 

lifestyles and infotainment. The necessity for a 

robust VANET community is completely 

depending on their protection and privacy 

features so that it will be supplied on this paper.  

In this paper several kinds of safety problems and 

demanding situations of VANET  been examined 

and discussed; this also consists of a fixed of 

clarifications conferred to clear up these 

challenges and difficulties. 

You Lu, Biao Zhou, Fei Jia, and M. Gerla, 

"Group-based Secure Source 

Authentication(GSA) Protocol for VANETs", 

IEEE Globecom 2010 Workshop on 
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Heterogeneous, Multi-hop Wireless and 

Mobile Networks. 

Group-based source authentication protocol the 

usage of TESLA scheme. Researchers counseled 

institutions primarily based on ease authentication 

using a public key approach to verify the 

authenticity of the facts in VANETs. Much 

VANETs utility has real organization belongings 

and VANET nodes follow an alike moving 

sample. GSA makes use of group attributes as a 

dynamic organization key to guard records 

transmission in the intergroup communique, that's 

dynamically various with the real-time 

environment and continuously modernizes 

amongst organization participants. TESLA 

protocol allows broadcast authentication without 

the use of digital impact all the time. The basic 

idea in the back of this protocol is using the Hash 

chain(Generates many one-time keys from single 

key or password)however there are various 

shortcomings to put into effect this technique in 

VANETs. First, there's an initialization phase 

wherein the primary element in the Hash chain 

has to be distributive to all the receivers. The set 

of the receiver needs to not range at some point in 

the use of one hash chain. Second is the 

confirmation of messages is most effective 

probably once the following message is obtained, 

no longer adequate input off-illiberal VANETs.  

 

M. Elsa Mathew and A.Raj Kumar p." threat 

examination and safety mechanisms in Vanet" 

global journal of superior research in pc 

technology and software engineering quantity 

3, issue 1, Jan 2013.Safety and safety are 

enhancing the necessity for VANET application. 

As VANET use wi-fi era it's far uncovered to 

many attacks. The several assaults in VANET are 

the Sybil assault DDOS attack, misbehaving and 

faulty nodes, sinkhole assault, spoofing, site 

visitors evaluation assault, position assault, and a 

phantasm attack. Methods to save you site 

visitors' analysis attacks were an ongoing region 

of research. Sybil attack could be very risky 

inside the geographical routing due to the fact a 

node can fake to be in several positions on equal 

time. Sybil nodes may additionally launch 

additional DOS(denial of provider) attacks. 

Illusion attack is a brand new safety threat to 

VANET application in which produce erroneous 

sensor readings growing an illusion condition on 

VANET. The usual message authentication and 

integrity check used in the wireless community 

are low towards the illusion attack. Groups of 

those assaults may be classified as active, passive 

and insider attacks. Existing detection equipment 

for assaults in VANET has encouraged various 

methods to become aware of, deal and offer an 

answer for every assault. Among those assaults 

collusion assault is a severe hazard that assists an 

attacker to capture a car to have a clean gateway 

after housebreaking or theft. 

K. B.Sahare and DR.L.G.Malik, " Review- 

Method for Detection of Attacks in VANET", 

International Journal of Advanced Research 

in Computer Science and Software 

Engineering, Volume four, Issue 2, February 

2014.This paper discussed the wonderful 

necessities for VANET networks that are 

completely depending on their secrecy 

capabilities and protection. The primary purpose 

of this paper is to take a look at a couple of 

assault detection techniques and security trouble 

in VANET. This paper gives the review of 

several attack detection approach together with 

Attacked Packet Detection Algorithm (APDA) 

that are associated with detecting the DOS 

assaults and cryptography and localization 

verifying technique that's used to solve the hassle 

Sybil assault in VANET. The author, in addition, 

introduced the technique of designing analysis 

gear in series to discover an assault in VANET. 

The proposed technique is consists of elements: 

the Traffic Analyzer, the Fuzzification, the Fuzzy 

Inference Engine, the expertise Base and the 

Forensic Analyzer. 

A. Yusri Dak, "A Literature Survey on 

Security Difficulties in VANETs", 

International Journal of Computer Theory 

And Engineering, Volume four, No. 6, 

December 2012.This research paper reviewed the 

numerous security concerns together with 

confidentiality, authenticity, integrity, 

availability, and non-repudiation proposed to 

defend communication among vehicle to vehicle 
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(V2V) and automobile to infrastructure (V2I). It 

reviewed and analyzed literature on the 

applicable safety attacks from 13 researchers that 

deal with security and privacy problem in 

VANETs. This paper additionally gave the 

statistics on the relationship among security 

services as opposed to the technique to face the 

viable attacks is listed.  Five safety offerings such 

as protection assaults and techniques have been 

brought. 

Simulation result : 

In this section performance is evaluated 

using the following parameters[7]: 

 

Parameter 1: Average Throughput 

This assessment metric suggests the whole 

no. Of packets that have been favorably 

transported of the beginning junction to 

the target junction and it may be more 

suitable with enhancing junction density. 

In different phrases, throughputs describe 

as overall no. Obtained packets on the 

vacation spot out of the full obtained 

packets.   

 

 

 

 

 

 

 

fig .1 Average Throughput in Kb/sec 

versus time 

 

Graphical analysis : The results in figure 

1 correspond to the variation in time of the 

number of messages transmitted 

successfully between vehicles. .The  

 

 

 

graph shows the number of total accepted  

packets at target junction in message/sec. 

Throughputs is displays with the red line. 

Number of successful received packets= 

2353 message in 4.99 sec  

 

Parameter 2: End to End Delay 

The stop to quit postpone provide an 

explanation for the packet deferment in 

the among automobiles. It may be 
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described because the common time taken 

by means of an information packet to 

reach the goal. According to the graph 

given underneath the average packet put 

off in 4.9999 ms is given as 

Packet delay in message transmission= 

0.02060 in 4.9999 sec 

 

fig 2. End to End Delays 

 

 

Graphical analysis: The graph proven 

above gives the extra underneath value of 

common give up to stop deferment 

because of these guidelines has an extra 

dependable performance. 

Parameter 3: Dropped Packets 

It suggests the numbers of information 

packets that cannot reach the target 

junction efficaciously. The cause for 

packet loss may also occur due to 

overcrowding, faulty hardware, and line 

overflow, etc. The packet loss via the 

sending and reputation of the packets is 

explained beneath. The graph diagram 

underneath shows the total packet drops in 

byte consistent with sec or message in step 

with 2d. 

 Packet misplaced= 444 bytes in 

four.99999 ms 

Therefore the packet despatched are 

=2353 + 444  

        i.E = 2797 message 

in four.99 sec 

Graphical analysis: indicates the total 

packet misplaced for the duration of 

transmission. Lower the fee of lost packet 

higher the performance of the gadget. 

 

figure 3. Dropped Packets 
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Parameter 4: Routing Overhead 

This parameter shows the no. Of routing packets 

transmitted in a predetermine c language. It is 

described as the percentage among the no. Of 

transfer routing packets over the no. Of obtained 

facts information packets. 

Routing overhead= general no. Of despatched 

packets/ total no. Of obtained packets 

i.E. Routing overhead= 2797 / 2353  

 Routing overhead= 1.189 bytes 

Fig 4. Routing Overhead 

 

 

 

Graphical analysis : Figure 18 shows the 

routing overhead in which 1.189 bytes of 

message is transmitted in a predetermined 

interval. 

 

Conclusion 

In this gift work, a safety authentication device is 

furnished for the vehicular community. In this 

work, the complete network is divided in smaller 

businesses beneath distance cost evaluation. Once 

the companies are formed, the organization 

coordinator is recognized as a way to paintings as 

the primary controller to the group. The 

institution controller controls the dynamic 

inclusion and exclusion of automobile nodes in a 

group as well as provide the authenticated 

conversation among the controller and the nodes. 

The authentication is here furnished the use of 

RSA. RSA is a public key cryptography approach 

applied at the controller node to generate the 

general public-non-public key pair. The non-

public key is saved by the controller node and the 

public key is shipped to every institution member. 

As communication is initiated, the important 

thing primarily based handshaking is performing. 

The work is effective is a dynamic network where 

the external nodes can be blanketed dynamically. 

The work will offer authentication and protection 

against the person-in-middle attack. The obtained 

result from the device indicates the effective 

throughput beneath the security constraint. The 

reaction and overall performance of the VANET 

are improved through using a greater quantity of 

RSUs, thereby increasing the coverage location 

and evaluation is achieved dynamically with the 

aid of increasing the number of RSUs one after 

the other to obtain better results and securing the 

surroundings. 
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