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Abstract : Security is a major concern of the public network during information exchange. Image encryption has gained more
attention due to the vast improvements in computation speed, storage capacity and bandwidth. So the fundamental issue of image
security has become a major concern. This paper discusses the general study of various image encryption / decryption techniques
and performance factors such as entropy, correlation, execution time and histogram. Also given a model of image encryption /
decryption technique based on chaotic schemes this can enhance security and efficiency of image encryption.
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. INTRODUCTION

Cryptography [1] is an important aspect when we are dealing with network security. Crypto or cryptography means secret or
hidden. Cryptography is the science of secret writing with the purpose of keeping data confidential. Cryptanalysis, on the other
hand, is the science or sometimes art that breaks down cryptosystems. These two terms are a subset of what we call cryptology.
In today's corporate world that requires access to information in a short amount of time with the aim of making the enterprise
run smoothly and efficiently, it is very important to provide the right people with the right information at the right time. The
information actually received should be the same information has been sent. Suppose a person creates an important file in a
website’s workplace and when he sends, it passes through an unsafe channel. There are chances someone in the middle
retrieves and modify the message and then transfers to the final destination. This can lead to many undesirable side effects and
result in huge losses for the company financially. Cryptography plays a very important role in keeping the message secure
during the data in transit. This ensures that the message sent from one end remains confidential and is received by the desired
receiver only, in the other end. Cryptography converts the original message to an unreadable format and sends the message
over an unsafe channel. Illegal people try to break the message that they can't read, but it's hard to do. Only an authorized
person has the ability to convert an unreadable message into a readable one.

In recent years, a good range of image cryptography schemes [2] supported by chaotic maps are planned. Some well-known
chaotic maps, like Arnold cat map, logistic map, chaotic skew tent map, hen’s chaotic map etc., are successfully used within
the cryptosystems. Chaotic maps show quick and delicate response towards initial conditions and control parameters. Therefore
most of the cryptosystems directly use the initial conditions /parameters of chaotic maps as the secret key. During in this paper,
the present analysis efforts in image cryptography techniques supported by chaotic schemes are discussed.

1.1 IMAGE ENCRIPTION

Images [3] have an important role in many applications, including remote sensing, biomedical, and video conferencing.
Importance of digital image processing methods comes in major application areas viz. improving image information for human
interpretation; Image data processing for machine storage and transmission to understand the machine. Two major issues need
to be resolved when we want to exchange a picture. The image should be included in the bandwidth cover and other pictures
also should be taken safely. Image compression and image encryption are two basic image processing techniques for efficient
use of bandwidth and security.

Image encryption means turning the image into unreadable format. It can be changed according to image pixels (position and
value) to protect information. There may be many techniques for encrypting an image that includes image encryption or image
clamping, but basically an image is described by its pixel-level. It is the value of the pixels or the location of the original array.
The image is encrypted in the following steps to change its positions. This process may include scrambling, chaotic mapping,
and inversion. This procedure can be followed depending on the sequence of this algorithm to follow the encryption. If there
are pixels in the image, it may be vulnerable to attacked by a crypto analyst’s attacks, but security can be increased by using a
variable length key. Here the correlation between the pixels decreases.

1.2 CHAOS THEORY

The Chaotic System [4] exhibits one of the most legitimate features of cryptography applications that have been developed in
recent years, like image ciphering, data hiding, watermarking, and steganography in digital multimedia applications. In 1960,
Edward Lawrence introduced the study of chaotic dynamics. The development of chaos theory has been demonstrated by its
ability to generate high levels of confusion and diffusion [5] in the alternative and systematic network.
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Chaotic dynamical system is any settled system which is very irregular and highly responsive to initial conditions. They are
identical to noisy systems since both are uncertain in nature. Cryptography has uses for chaotic systems [6] because they are
uncertain, irregular and high sensitive in nature. These characteristics of chaotic systems make it useful for encryption and also
allow a basis for decryption. The key dissimilarity between chaos maps and chaos cryptography is that the former is defined by
real numbers and the latter is finite sets. Each chaos maps got their own specifications and encryption key.

The basic characteristics of chaotic maps are Ergodicity, broadband spectrum and high sensitivity has attracted the attention of
researchers who+ use high security encryption algorithms to incorporate early communications into modern communication.
Over the past few years, we have learned many tricky encryption algorithms.

1.3 CHAOS BASED IMAGE ENCRYPTION

Most of the data encryption techniques are based on chaotic maps because they are simple to interpret and also broadly
accepted in many applications. There are two stages in the chaos based image cryptosystem [7] viz. the confusion stage and the
diffusion stage. Fig 1 describes the block diagram of the architecture.
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Fig. 1. Chaos based image encryption architecture

In confusion stage, positions of an image’s pixels are crawled without damaging its values. This is called pixel permutation,
which make the image unrecognizable. However, there are good chances of vulnerability in this process, as it can be broken by
any attack. The second stage of encryption process which is the diffusion stage resolves this issue and enhances the security. In
diffusion stage, the sequences generated by chaotic system modify the values of each pixel in a well-organized manner. This is
repeated several times in order to satisfy the level of security.

2. LITERATURE SURVEY

In this section, we present a study of various research papers based on image encryption / decryption techniques and
performance parameters that can play an important role in improving algorithm efficiency and security.

In [8], the author presents a comparative study of the three-block cipher (RC6, MRC6, and Rijandale) algorithm. This paper
contains different types of bitmap images using the above three encryption algorithm, the maximum difference between the
original and encrypted images, the correlation coefficient between the encrypted and the original images, measuring the pixel
value of the original image and its variance, the pixel value of the encrypted one, the encryption time and the throughput. These
elements have been applied in three encryption algorithms to evaluate both: images with several high-frequency components
and images containing large areas of the same color as examples of binary images.

This article [9] recommends using this secure clinical image transmission. Attackers are limited their work to scientific films.
Producing a noisy signal using the Chaotic Henon map is the first step in this work. Signals both in x and y axis used to create
the Henon equation. It promises to send clinical pictures to two patients in one transmission. For example, the first patient is
inserted into the 'x' axis and the other is inserted into the 'y-axis'.

In this document (10) a novel method of image cryptography is introduced. Here chaotic logistics maps are used to meet high
level of security during image transfer. This is done by using an external secret key of 80 bit and two chaotic logistics maps.
The initial conditions of the two logistic maps give an era in which all of its bits are assigned different weight with the external
secret key.

The proposed algorithm [11] uses the Rossler chaotic system and the Lawrence chaotic system for encryption. It is unfamiliar
to use two or more chaotic systems in an algorithm. The long term chaotic behavior is recurring and relies on initial variables.
The Rossler and Lawrence schemes rely on three variables each, increasing the security of the proposed chaotic system because
the total number of parameters depends on the six variables, making it very secure. This algorithm changes the pixels of an
image and changes its gray scale values for a certain number of iterations. XOR functions are used for encryption and
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decryption. In our view, the main point of the proposed algorithm is good with regard to the total number of initial parameters
that grow from three to six for each chaotic system. The interconnection of the resulting cipher is also excellent.

An algorithm to create random bit sequences on the basis of chaotic maps is suggested by [12]. These random bit sequences are
created from tent and chaotic maps logistics. These chaotic functions performed permutation of the plain image pixels, and then
dividing the image into eight-bit map planes. The bits were replaced by different bits value according to the chaotic ergodic
matrix. From our perspective the algorithm showed good with regard to key sensitivity and key space. Hence, this algorithm is
highly combatable against brute force attacks and statistical attacks.

In this document [13], the cryptography of the image is created using a new technique that uses several circular mappings. This
algorithm is divided into 3 different phases. The first phase consists of generating a pair of sub keys using chaotic logistic map.
These sub keys are used in the second phase to encrypt the image and thus to acquire diffusion. The third phase is more
elaborative where the sub keys are generated using four different chaotic maps. Based on the initial conditions, each map from
its orbits produces various random numbers. The key for encryption is selected from these random numbers. Again a binary
sequence is produced in accordance with the selected key for encryption. The input image is transformed into a 1D matrix and
other several sub-blocks with the help of Raster and Zigzag scanning models. Then, the alignment is applied to each binary
matrix based on the latched maps. Eventually it is possible to decrypt the image using the same sub key.

3. CONCLUSION

The use of digital communication is increased with the growth of internet. And data protection became an essential concern of
digital communication. Images are broadly used for communication. A safe and unthreatened image encryption became
inevitable. Chaotic based image encryption is optimal way of image encryption. This document discusses several cryptographic
algorithms that use different chaotic maps. Each algorithm has its advantages and disadvantages depending on its encryption
performance. For secure encryption of images, they use different size maps. It is possible to encrypt an image in various
methods and speeds using chaotic maps of different sizes. The algorithm depicted here is immune to any attack that can be
proved using security analysis. Image security can also be enhanced through multiple chaotic image encryption methods.
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